PCAANECIHIE X 2| AKX 2, PCAHE E 2| AHFZE

A=

hwhrmunnd{mwp— tinagle Cloud Cavtiffed - Professionsl Clowd Security
Engiacer Examt 3

"-P

*» e BtE Professional:-Cloud-Scourity-Engineerst W ¢ a2 b A odds
1 AT www, itdumpskr.com 1°ﬂ!_\illPmir;sslcmal-_cm-}id:s;.lxmy_-_Enu:r.ut:r.L’.t_
2o L5 Professional-Cloud-Security-Engineord # 4 ﬂ

+. 5 t2 Professional-Cloud-Security-Engineerst o ¢ ol o

wwrw itdumpskrcom J=8 410 Professional-Cleud- Sccun
_'=_wc-[m;mmtﬂi-Claud-:setmLy-Engmu.el il At

= Profissional-Cloud-Security-Engineer i 41 28 2EiL [ Prodessional Cloud-Seturity-

Engineersi £ 4] % [ Professional-Cloud-Security-Engineer# 43 i 3l Slmf & ch2 0P

wwve itdumgpskr com 34 41 o] 1 o841 Professional-Cloud-Secyrity-Engineer [ 9051 ¢4 8t of

A ek & © Professional-Cloud-Security-Engineer 4] 919 2

Professional-Cloud-Secunty-Engineerse & %20 St e w2 34 [ Professional-Clowd-Security-

Engineersl 241 31 45 5 0 Professional-Cloud-Secunty-Enginesrs] 4he A gl 28 cbr 00

i itdumpskr.com 02 %51 ebS- 2 50 Professional: Clowd: bu.umyﬁnumnrl]il'c'l A2k A5

4 81 vl ek Professionil- Clm.ld -Sacirity- anmwr;. : 0

o HaEr R
. P_mfgmmalmudjgmut}jngmm -1 Al ghel s by [ Professional-Cleusd-Security-
1 ol JJ'mfmmnaJ«Cloud Securily-Engingersi = 2t el 8 gia )

3 1w :tdu:upﬂ com OofA] 44wk bl Professional-Clout-Security-Englneer |8 35

Loebr s g gl dProfessional-Cloud-Security-Engingera] 4 542

» Brofessional-Cloud-Secunty- Engineecd 2 % 219 915 [ Professional: Cloud-Security-Engineer
AL g4 1 Professional-Cloud- Sewnl,} -Engineerd o f g ANERAL NS0 Zahe
e wwrw,itdumpshr.com <15 @1 e.l&LEmfesa.wLCﬂouﬂﬁecuﬂ!LEﬂmuezr_ HE E SR
& Professional Cloud-Securil J'.EJ.W.I!J.E!.‘.I:H S plmay.
Professional-Cloud-Security-Engingers 4 8 1 22 g5 3] 4
5124 5 0 www. itdumpskr.com (0o A0 Professional-Cloud-Security- Enul.m:;r-
A Profussionu)-Cloud-Security-Enginger i £ HEARTE . |
. PmEDﬁJc-unJ_E:L:lud.S;cuntrEnguu.er“’LL ?!.;1 JJ'.\l 5.

= L'EH’J'D.ESSLQD.EHJW;LSQCHDE} huuuleer_( EILE I‘J.L
meemun::l Cloug-Secunily-Epglneerd £ 8 A figi s g E‘mI,ssmu.aj Clowd-Security-Enginees
g 5 = O Prolossional- Cloud -Segurity-Enginesecal 1 915 4] ¢ g
27 wwwiitdumpskrcom = 53480 Professional-Cloud-Security-Engineer 1455, rt“‘ 2

LZProfessional-Cloud-Security-Engineer 4] $ ] §12 @]
Professional-Cloud-Secunity-Engineer$t4 2 | A% !l*l Ho

Eirofessionnl-Clond-Seoudty-Engingertl 28 8 SLE A 80 1@

. Pm'l.s;lum:l Cloud-Securiy-Engineers! 2 404 206 0 Professional-Cloud-Security-Engi
qlaA9l gl 0 Profssional-Cloud-Security-Engineera] # &4 [ ¥ 5 o R
a2 www.itdumpske.com [of 4]0 Professional-Cloud-Security-Engineer 02 4 Professional-
Cloud-Security-Engineers] 842

Tags: Frofessional-Clowd-Security-Engineergbd) § g ai g Professlonal-Cloud-Security-
Engloeersi®m 34618 92 Professional-Cloud-Security-Engineer 32 23 2 A9 W

&, Professional-Cloud-Security-Enginecraf § 2§ & o 28], Professional-Cloud -Security-
Engineers! 7| 8k

Professional-Clowd-Serriy Englneer § o 0 2 FA7 1 - Professionsi-Ciowd Secwrily-Engineer 5 5.5 5o 8§ 8

Linux Foundation PCAQIE 2 ot F 28 QIS A S 9| stLtLICH Fast2testl| HIE{E o] HEJHEO| 2EH S5

AR TR A

o2 BHEO{H ITRHRIQISAIY A HSAZREYLICE O|H ARER 01E'|=' 0|Linux Foundation® |’<A|

HEOPCAA RS S HSHAH HAS TS THELICH Fastestol M MB st HEZE2 ZF 100%S% 88 2¥3
HIagln ddf = dSE NS ELc

Linux Foundation PCA A&

F=H

291

FA1

¢ PromQL: This section of the exammeasures the skills of Monitoring Specialists and focuses on
Prometheus Query Language (PromQL) concepts. It covers data selection, calculating rates and
derivatives, and performing aggregations across time and dimensions. Candidates also study the use of
binary operators, histograms, and timestamp metrics to analyze monitoring data effectively, ensuring
accurate interpretation of system performance and trends.
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¢ Instrumentation and Exporters: This domain evaluates the abilities of Software Engineers and addresses the

methods for integrating Prometheus into applications. It includes the use of client libraries, the process of
=x2 nstrumenting code, and the proper structuring and naming of metrics. The section also introduces exporters
that allow Prometheus to collect metrics from various systemnns, ensuring efficient and standardized
monitoring implementation.

¢ Observability Concepts: This section of the exam measures the skills of Site Reliability Engineers and

covers the essential principles of observability used in modern systens. It focuses on understanding
=3 metrics, logs, and tracing mechanisims such as spans, as well as the difference between push and pull data
collection methods. Candidates also learn about service discovery processes and the findamentals of
defining and mamntaining SL.Os, SLAs, and SLIs to monitor performance and reliability.

¢ Prometheus Fundamentals: This domain evaluates the knowledge of DevOps Engineers and emphasizes the

core architecture and components of Prometheus. It includes topics such as configuration and scraping
=X 4 techniques, limitations of the Prometheus system, data models and labels, and the exposition format used
for data collection. The section ensures a solid grasp of how Prometheus functions as a monitoring and
alerting toolkit within distributed environments.

e Alerting and Dashboarding; This section of the exam assesses the competencies of Cloud Operations
Engineers and focuses on monitoring visualization and alert management. It covers dashboarding basics,
alerting rules configuration, and the use of Alertmanager to handle notifications. Candidates also learn the
core principles of when, what, and why to trigger alerts, ensuring they can create reliable monitoring
dashboards and proactive alerting systens to maintain system stability.
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EE #24
How would you name a metric that measures gRPC response size?

A. grpe_response_size _bytes
B. grpe_response_size_total
C. gipe_response_size

D. grpe_response_size_sum

HE: A

dE:

Following Prometheus's metric naming conventions, every metric should indicate:

What it measures (the quantity or event).

The unit of measurement in base SI units as a suffix.

Since the metric measures response size, the base unit is bytes. Therefore, the correct and compliant metric name is:
grpc_response size bytes

This clearly communicates that it measures gRPC response payload sizes expressed in bytes.

The bytes suffix is the Prometheus-recommended unit indicator for data sizes. The other options violate naming rules:
_total is reserved for counters.
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_sumis used internally by histograms or summaries.

Omitting the unit (grpc_response_size) is discouraged, as it reduces clarity.

Reference:

Extracted and verified from Prometheus documentation - Metric Naming Conventions, Instrumentation Best Practices, and Standard
Units for Size and Time Measurements.

HEE #25
‘What popular open-source project is commonly used to visualize Prometheus data?

A. Loki

B. Thanos
C. Kibana
D. Grafana

HE: D

MY

The most widely used open-source visualization and dashboarding platform for Prometheus data is Grafana. Grafana provides native
integration with Prometheus as a data source, allowing users to create real-time, interactive dashboards using PromQL queries.
Grafana supports advanced visualization panels (graphs, heatmaps, gauges, tables, etc.) and enables users to design custom
dashboards to monitor infrastructure, application performance, and service-level objectives (SLOs). It also provides alerting
capabilities that can complement or extend Prometheus's own alerting system

While Kibana is part of the Elastic Stack and focuses on log analytics, Thanos extends Prometheus for long-term storage and high
availability, and Loki is a log aggregation system. None of these tools serve as the primary dashboarding solution for Prometheus
metrics the way Grafana does.

Grafana's seamless Prometheus integration and templating support make it the de facto standard visualization tool in the Prometheus
ecosystem

Reference:

Verified from Prometheus documentation - Visualizing Data with Grafana, and Grafana documentation - Prometheus Data Source
Integration and Dashboard Creation Guide.

2 #26
Which of'the following signal belongs to symptom-based alerting?

A. Database memory utilization
B. Disk space

C. CPU usage

D. API latency

He. D

ME:

Symptom-based alerting focuses on user-visible problens or service-impacting symptomns rather than low-level resource metrics. In
Prometheus and Site Reliability Engineering (SRE) practices, alerts should signal conditions that affect users' experience - such as
high latency, request failures, or service unavailability - instead of merely reflecting internal resource states.

Among the options, API latency directly represents the performance perceived by end users. If API response times increase, it
mmediately impacts user satisfaction and indicates a possible service degradation.

In contrast, metrics like disk space, CPU usage, or database memory utilization are cause-based metrics - they may correlate with
problems but do not always translate into observable user impact.

Prometheus alerting best practices recommend alerting on symptons (via RED metrics - Rate, Errors, Duration) while using cause-
based metrics for deeper mnvestigation and diagnosis, not for immediate paging alerts.

Reference:

Verified from Prometheus documentation - Alerting Best Practices, Symptom vs. Cause Alerting, and RED/USE Monitoring
Principles sections.

AE #27
What's "wrong" with the myapp filG uploads_total{userid=,,5123",status="failed"} metric?



A. The metric name should consist of dashes instead of underscores.
B. The _total suffix should be omitted.

C. The status should not be exposed as a label.

D. The userid should not be exposed as a label.

HE: D
Y.

In Prometheus best practices, high-cardinality labels-especially those containing unique or user-specific identifiers-should be
avoided. The metric myapp filG uploads_total{userid="5123",status="failed"} exposes the userid as a label, which is problematic.
Each distinct value of a label generates a new time series in Prometheus. If there are thousands or millions of unique users, this would
exponentially increase the number of time series, leading to cardinality explosion, degraded performance, and high memory usage.
The _total suffix is actually correct and required for counters, as per the Prometheus naming convention. The use of underscores in
metric names is also correct, as Prometheus does not support dashes in metric identifiers. The status label, however, is perfectly
valid because it typically has a low number of possible values (e.g., "success", "failed").

Reference:

Verified from Prometheus official documentation sections Instrumentation - Metric and Label Naming Best Practices and Writing

Exporters.

EE #28
Which metric type uses the delta() function?

A. Gauge

B. Histogram
C. Counter
D. Info

He: A

M,

The delta() function in PromQL calculates the difference between the first and last samples in a range vector over a specified time
window. This function is primarily used with gauge metrics, as they can move both up and down, and delta() captures that net
change directly.

For example, if a gauge metric like node memory Active bytes changes from 1000 to 1200 within a 5-minute window,
delta(node_ memory Active bytes[Sm]) returns 200.

Unlike rate() or increase(), which are designed for monotonically increasing counters, delta() is ideal for metrics representing
resource levels, capacities, or instantaneous measurements that fluctuate over time.

Reference:

Verified from Prometheus documentation - PromQL Range Functions - delta(), Gauge Semantics and Usage, and Comparing
delta() and rate() sections.
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