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Fortinet FCSS - SD-WAN 7.6 Architect Sample Questions (Q44-Q49):

NEW QUESTION # 44

Refer to the exhibit. Two hub-and-spoke groups are connected through redundant site-to-site IPsec VPNs between Hub 1 and Hub
2.

Which two configuration settings are required for the spoke Al to establish an ADVPN shortcut with the spoke B2? (Choose two.)
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¢ A. On hubs, auto-discovery-sender must be enabled on the [Psec VPN to spokes.
¢ B. On hubs, auto-discovery-forwarder must be enabled on the IPsec VPNSs to hubs.
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¢ (. On hubs, auto-discovery-receiver must be enabled on the IPsec VPN to spokes.
¢ D. On hubs, auto-discovery-forwarder must be enabled on the IPsec VPNS to spokes.

Answer: A,B
Explanation:
Summary for Basic SD-WAN + ADVPN Deployment
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NEW QUESTION # 45

Refer to the exhibit. An administrator checks the status of an SD-WAN topology using the FortiManager SD-WAN monitor menus.
All members are configured with one or two SLAs. Which two conclusions can you draw from the output shown? (Choose two.)
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A. One member of branch2_fgt is missing the SLAs.

B. The template view should be used to see the hub devices.

C. branch2_fgt establishes six tunnels to the hubs and they are all up.
D. This SD-WAN topology contains only two branch devices.

Answer: B,.D

Explanation:

The tenplate view should be used to see the hub devices.

The FortiManager SD-WAN monitor has multiple views; the Template View shows devices and templates (including hub device
templates), so you'd use it to examine the hub devices and their template-based configuration.

This SD-WAN topology contains only two branch devices.

The monitor header shows Total: 2, and the map/list shows two branch entries (branchl _fgt and branch2_fgt), so there are only two
branch devices in this SD-WAN topology.

NEW QUESTION # 46

Refer to the exhibit. The exhibit shows the details of a session and the index numbers of some relevant interfaces on a FortiGate
device that supports hardware offloading,

Based on the information shown in the exhibits, which two conclusions can you draw? (Choose two.)



Session details

# diagnose sys session list

session info: proto=6 proto_state=01 duration=39% expire=3593 timsout=3600
flags=00000000

socktype=0 sockport=0 av_idxe=0 use=4

state=may dirty npu

orgin—->sink: org pre->post, reply pre->post dev=7->53/5->7 gwy=
10.10.10.1/10.9.31.160

hook=pre dir=org act=ncop 10.9%.31.160:7932->10.0.1.7:22(0.0.0.0:0)
hook=post dir=reply act=noop 10.0.1.7:22->10.9.31.160:7932(0.0.0.0:0)
pos/ (before, after) 0/(0,0), O (0,0)

misc=0 policy id=1 auth_info=0 chk _client_info=0 wd=0

serial=00045e02 tos=ff£/£ff app list=0 app=0 url_ cat=0

sdwan_mbr_seg=1 sdwan_servic_id=1

rpdb_link_id=800000000 rpdb_svc_id=0 ngfwid=n/a

npu_state= x4000c00

npu info: flag=0x81/0x81, offload=8/8 M ipsGfElSad=0/0, epid=64/76, ipid=
76/64,

vian=0x0000/0x0000

vlifid=76/€4, vtagfin=0x0000/0x0000 in npu=1/1, out_npu=1l/1, fwd_en=0/0,
gid=2/2

raflect infg B®

dev=T7=>6/6->7

npu_state=0x4000800

npu info: flag=0x00/0x81, offlcad=0/8, ips_ocffload-0/0, epid-0/76, ipid=
0/65, vlan=0x0000/0x0000

v1lifid=0/65, vtag_in=0x0000/0x0000 in_npu=0/1, out_npu=0/1, fwd_en=0/0,
qid=0/2

total reflect session num: 1

total session 1

# diagnose netlink interface list

if=portl family=00 type=1 index=5 mtu=1500 link=0 master=0
if=port2 family=00 type=1 index=6 mtu=1500 link=0 master=0

if=port3 family=00mglfg HﬁmETlink:D master=0
T

¢ A By default, FortiGate offloads symmetric and asymmetric flows.

¢ B. The original direction of the symmetric traffic flows from port3 to port2.
¢ (. The auxiliary session can be offloaded to hardware.

e D. The reply direction of the asymmetric traffic flows from port2 to port3.

Answer: C,D

Explanation:

The session output shows reflect info: dev=7->6/6->7. From the netlink list, index 6 = port2 and 7

= port3, so the reply direction of the asymmetric (auxiliary) session is port2 — port3.

The auxiliary session has npu info ... offload=8/8 (non-zero), indicating it can be offloaded to hardware.

NEW QUESTION # 47
Which three characteristics apply to provisioning templates available on FortiManager? (Choose three.)

e A. ACLI template can be of type CLI script or Perl script.

B. Each template group can contain up to three [Psec tunnel templates.

C. A CLI template group can contain CLI templates of both types.

D. A template group can include a system template and an SD-WAN tenplate.
E. CLI templates are applied in order, from top to bottom.

Answer: C,D,E

Explanation:
Template groups can include both system and SD-WAN templates to streamline configuration deployment.



A CLI template group can include both CLI Script and CLI Snippet types.
CLI templates are applied in top-to-bottom order, which affects configuration precedence.

NEW QUESTION # 48
Which three characteristics apply to provisioning templates available on FortiManager? (Choose three.)

A. A CLI template can be of type CLI script or Perl script.

B. CLI templates are applied in order, from top to bottom

C. Each tenplate group can contain up to three [Psec tunnel templates.

D. A CLI template group can contain CLI templates of both types.

E. A tenmplate group can include a system template and an SD-WAN tenplate.

Answer: B,.D.E

Explanation:

The provisioning templates in FortiManager are designed for flexible, scalable configuration of large SD-WAN deployments. The
official documentation explains:

"Template groups can consist of both system and SD-WAN templates, providing a way to apply consistent settings across muitiple
devices. CLI templates are evaluated and executed in order from top to bottom within the template group, which is crucial for
managing dependencies. Furthermore, CLI template groups can contain both regular CLI templates and advanced (Perl-script-
based) templates, allowing complex or conditional configuration logic." This modular design streamlines large deployments by
separating system, SD-WAN, and CLI logic into reusable building blocks.

Reference:

[FCSS_SDW_AR-7.4 1-0.docx Q17]

FortiManager Administration Guide 7.4, "Template Groups and CLI Template Processing”

NEW QUESTION # 49
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