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GIAC Network Forensic Analyst (GNFA) Sample Questions (Q84-Q89):

NEW QUESTION # 84
Which protocol operates at Layer 3 of the OSI model and is responsible for logical addressing?
Response:

o A ARP
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e B.UDP
e C.IP
e D.TCP

Answer: C

NEW QUESTION # 85
A security analyst is investigating a suspected data leak. The compromised data is in Base64 format. What does this indicate?
Response:

A. The data has been hashed

B. The data is protected and cannot be decoded

C. The data has been obfuscated but is easily reversible
D. The data has been encrypted

Answer: C

NEW QUESTION # 86
Which tool is commonly used for reverse engineering network protocols by capturing and analyzing packet data?
Response:

A. Metasploit
B. Netcat
C. Wireshark
D. Nmap

Answer: C

NEW QUESTION # 87
Which of'the following is a security risk associated with open Wi-Fi networks?
Response:

A. Multi-factor authentication
B. VLAN segmentation

C. Encryption key rotation

D. Unauthenticated access

Answer: D

NEW QUESTION # 88

What types of security events should organizations prioritize in log analysis?
(Select two.)

Response:

A. Large data transfers from internal to external networks
B. CPU utilization logs

C. Routine system reboots

D. Failed login attempts

Answer: A,D

NEW QUESTION # 89
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