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NEW QUESTION # 67
‘Which mechanisms can help prevent brute-force attacks on login pages? (Choose two)
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A. Inplementing CAPTCHAs

B. Enforcing account lockout policies
C. Disabling HTTPS

D. Storing passwords in plaintext

Answer: A.B

NEW QUESTION # 68
What is the purpose of the "Content-Security-Policy" HTTP header?

A. To restrict the sources of content that can be loaded by the browser
B. To allow cross-origin resource sharing

C. To enforce client-side encryption

D. To enable directory browsing

Answer: A

NEW QUESTION # 69
What is credential stuffing?

A. Forcing a server reboot through unauthorized commands

B. Exploiting buffer overflow vulnerabilities

C. Injecting SQL commands into login fields

D. Using stolen credentials from one breach to log into another system

Answer: D

NEW QUESTION # 70
Which HTTP response codes indicate successful requests? (Choose two)

A0
B. 1
C.2
D.3

Answer: A,B

NEW QUESTION # 71
You find that a search input field allows SQL injection. Which action should you recommend?

A. Enable verbose error reporting

B. Use parameterized queries to handle input
C. Increase the size of the input field

D. Restrict search results to authenticated users

Answer: B

NEW QUESTION # 72
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