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H #12

Refer to the exhibit.

You are operating an internal network with multiple OSPF routers on the same LAN segment. FGT 3 needs to be added to the
OSPF network and has the configuration shown in the exhibit. FGT 3 is not establishing any OSPF connection.

What needs to be changed to the configuration to make sure FGT 3 will establish OSPF neighbors without affecting the DR/BDR
election?
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The OSPF configuration shown in the exhibit is using the default priority value of 1 for the interface portl.

This means that FGT 3 will participate in the DR/BDR election process with the other OSPF routers on the same LAN segment.
However, this is not desirable because FGT 3 is a new device that needs to be added to the OSPF network without affecting the
existing DR/BDR election. Therefore, to make sure FGT 3 will establish OSPF neighbors without affecting the DR/BDR election,
the priority value of the interface portl should be changed to 0. This will prevent FGT 3 from becoming a DR or BDR and allow it
to form OSPF adjacencies with the current DR and BDR. Option B shows the correct configuration that changes the priority value
to 0. Option A is incorrect because it does not change the priority value. Option C is incorrect because it changes the network type
to point-to-point, which is not suitable for a LAN segment with multiple OSPF routers. Option D is incorrect because it changes the
area ID to 0.0.0.1, which does not match the area ID of'the other OSPF routers on the same LAN segment. References:
https:/docs.fortinet.com/document/fortigate/7.

0.0/administration- guide/358640/basic-ospf-example
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Refer to the exhibit.

What is happening in this scenario?

e A The user is authenticating against a FortiGate Captive Portal.
C The user is authenticating against an IdP.

¢ B. The user status changed at FortiClient EMS to off-net.

¢ (. The user has not authenticated on their external browser.

Ef#: C

B #14

Refer to the exhibits.

You are configuring a Let's Encrypt certificate to enable SSL protection to your website. When FortiWeb tries to retrieve the
certificate, you receive a certificate status failed, as shown below.

Based on the Server Policy settings shown in the exhibit, which two configuration changes will resolve this issue? (Choose two.)

A. Remove the Web Protection Profile from this Server Policy.

B. Disable Redirect HTTP to HTTPS in the Server Policy.

C. Configure a TXT record of the domain and point to the IP address of the Virtual Server.
D. Enable HTTP service in the Server Policy.

IEf#: A. B
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Refer to the exhibits.

The exhibits show a diagram of a requested topology and the base [Psec configuration.

A customer asks you to configure ADVPN via two internet underlays. The requirement is that you use one interface with a single IP
address on DC FortiGate.

In this scenario, which feature should be implemented to achieve this requirement?

A. Change advpn2 to IKEvl
B. Use local-id

C. Use network-overlay id
D. Use peer-id

IEfE: C
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A is correct because using network-overlay id allows you to configure multiple ADVPN tunnels on a single interface with a single IP
address on the DC FortiGate. This is explained in the FortiGate Administration Guide under ADVPN > Configuring ADVPN >
Configuring ADVPN on the hub. References: httpsz/docs.

fortinet. com/document/fortigate/7.4.0/administration-guide/978 793/advpnhttps//docs. fortinet. convdocument
/fortigate/7.4.0/administration- guide/978793/advpn/978794/configuring-advpn

httpsy/community. fortinet.com/t5/FortiGate/ Technical- Tip-Use-case-of- Network- Ids-with- ADVPN-shortcut

/ta-p/241025

HMA #16
You are troubleshooting a FortiMail Cloud service integrated with Office 365 where outgoing emails are not reaching the recipients'
mail What are two possible reasons for this problem? (Choose two.)

¢ A The FortiMail access control rules to relay from Office 365 servers public [Ps are missing,

¢ B. The FortiMail access control rule to relay from Office 365 servers FQDN is missing,

¢ C. The FortiMail DKIM key was not set using the Auto Generation option.

¢ D. A Mail Flow connector from the Exchange Admin Center has not been set properly to the FortiMail Cloud FQDN.

iEﬁ: A\ D

R -

FortiMail Cloud service is a cloud-based email security solution that ntegrates with Office 365 to provide protection against spam,
malware, phishing, data loss, etc. To use FortiMail Cloud service with Office 365, users need to configure both FortiMail Cloud
settings and Office 365 settings properly. One possible reason for outgoing emails not reaching the recipients’ mailboxes is that the
FortiMail access control rules to relay from Office 365 servers public IPs are missing, This means that FortiMail Cloud service does
not recognize the Office 365 servers as authorized senders and rejects the outgoing emails. Users need to add the Office 365
servers public IPs to the FortiMail access control rules to allow relaying. Another possible reason for outgoing emails not reaching
the recipients' mailboxes is that a Mail Flow connector from the Exchange Admin Center has not been set properly to the FortiMail
Cloud FQDN. This means that Office 365 does not route the outgoing emails to the FortiMail Cloud service for scanning and
delivery. Users need to create a Mail Flow connector from the Exchange Admin Center and specify the FortiMail Cloud FQDN as
the smart host. Reference: https://docs. fortinet.convdocument/fortimail-cloud/6.4.0/administration- guide/19662/mtegrating- fortimail-
cloud-with-office-365
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