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¢ Public Cloud User and Role Management: This section of the exam measures the skills of SAP IT cloud
FRE 1 Professionals and covers managing users and roles in public cloud environments for SAP applications.

¢ Infrastructure Security and Authentication: This section of the exam measures the skills of SAP IT

Professionals and covers infrastructure security measures and authentication methods used in SAP
FrRE2 environments. It emphasizes protecting systenms from unauthorized access and ensuring secure user
authentication.

¢ Governance, Compliance, and Cybersecurity: This section of the exam measures the skills of compliance

officers and covers the principles of governance, compliance, and cybersecurity of SAP systens. It
F&E3 includes understanding regulatory requirements and best practices for maintaining security. A critical skill
evaluated is ensuring organizational compliance with relevant laws and policies.
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o User Admmistration: This section of the exam measures the skills of SAP Administrators and covers user
T4 admunistration tasks within SAP systens. It includes managing user accounts, roles, and profiles efficiently.
A critical skill evaluated is maintaining accurate user records to support security and compliance efforts.
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R RE #82
Which levels of security protection are provided by Secure Network Communication (SNC)? Note: There are
3correct answers to this question.

A. Authentication
B. Authorization
C. Integrity

D. Privacy

E. Availability

ZR: ACD

FIRE #83
In SAP HANA Cloud, who has access to a database object?

A. The user SYSTEM and the creator

B. The creator and the schema owner

C. The user DBADMIN and the group owner
D. The owner and the SAP-owned users

£%: B

i RE R «

In SAP HANA Cloud, access to a database object is granted to the creator and the scherma owner. The creator, typically the user
who created the object (e.g., a table or view), is automatically granted full privileges on that object, allowing them to manage and
manipulate it. The schema owner, who owns the scherma in which the object resides, also has access, as they have overarching
control over all objects within their schema. This dual ownership model ensures that both the user responsible for creating the object
and the schema’s administrator can manage it, supporting flexible and secure database administration. The user DBADMIN, group
owner, SAP-owned users, or SYSTEM user may have specific administrative privileges, but they are not automatically granted
access to all database objects unless explicitly configured. This approach aligns with SAP HANA Cloud's security framework,
ensuring that object access is tightly controlled and aligned with the principles of least privilege and ownership-based access
management.

i /8 #84
In the admmnistration console of the Cloud Identity Services, which authentication providers are available?
Note: There are 2 correct answers to this question.

A. Successfactors
B. Concur

C. Arba

D. Fieldglass

ER: AC

i RE LB -

The administration console of SAP Cloud Identity Services supports integration with specific authentication providers to enable
secure user authentication. SAP SuccessFactors and SAP Ariba are available as authentication providers, allowing seamless single
sign-on (SSO) and identity management for users accessing these SAP solutions. These providers are integrated to leverage their
identity data for authentication within the SAP ecosystem, enhancing security and user experience. In contrast, SAP Concur and
SAP Fieldglass are not supported as authentication providers in the Cloud Identity Services administration console, as they primarily
focus on expense management and workforce management, respectively, and do not serve as identity providers in this context.



il RE #85
In SAP S/AHANA Cloud Public Edition, what can you do with the Display Authorization Trace? Note:
There are 3 correct answers to this question.

A. Analyze authorization check results for already assigned authorizations

B. Adjust role restrictions to account for missing authorizations

C. Analyze authorization check results for missing authorizations

D. Adjust role restrictions to further limit access when performing forensic analysis
E. Display business roles granting specific access

R ACE

i /8 #86
Which privilege types are available in SAP HANA Cloud? Note: There are 3 correct answers to this question.

A. Package
B. Object

C. System

D. Analytic

E. Application

Z%: BCD

R«

SAP HANA Cloud supports three main privilege types: System, Analytic, and Object. System privileges grant administrative
permissions, such as managing users, schemas, or system configurations, and are typically assigned to administrators. Analytic
privileges control access to analytical data, such as calculations or data models, allowing fine-grained restrictions on data views
based on user roles, which is crucial for business intelligence scenarios. Object privileges provide access to specific database
objects, like tables, views, or procedures, enabling users to performactions such as SELECT or EXECUTE on these objects.
These privilege types ensure comprehensive access control in SAP HANA Cloud. Package privileges are relevant in SAP HANA
on-premise but not in the cloud version, and Application privileges are not a standard category in SAP HANA Cloud's security
model. By leveraging System, Analytic, and Object privileges, SAP HANA Cloud ensures secure and flexible data access
management, supporting diverse use cases from administration to analytics.
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