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NEW QUESTION # 75 
What is a CVE?

A. Common Non-Vulnerable Entries that list secure systems.
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B. A hacker magazine available for purchase.
C. Common Vulnerabilities and Exposures (CVE) is a publicly available list of known computer security vulnerabilities.

Answer: C

Explanation:
CVE stands forCommon Vulnerabilities and Exposures, making option C the correct answer. CVE is a standardized system used to
identify, name, and catalog publicly disclosed cybersecurity vulnerabilities.
Each CVE entry is assigned a unique identifier, allowing security professionals worldwide to reference the same vulnerability
consistently. Ethical hackers, system administrators, and security vendors rely on CVEs to track vulnerabilities, assess risk, and
prioritize patching efforts.
Option A is incorrect because CVEs catalog vulnerabilities, not secure systems. Option B is incorrect because CVE is not a
publication or magazine.
From an ethical hacking perspective, CVEs play a crucial role in vulnerability management and penetration testing. Ethical hackers
reference CVEs to understand exploitability, identify affected systems, and demonstrate risk using documented evidence.
Understanding CVEs supports effective communication between security teams, vendors, and management.
They are foundational to modern vulnerability scanning, patch management, and threat intelligence programs.

NEW QUESTION # 76 
What is a SQL Injection?

A. It is a database used by hackers.
B. It is a SQL code execution that only the administrator can perform.
C. Manipulation of SQL queries to access, modify or delete data in a database.

Answer: C

Explanation:
SQL Injection (SQLi) is a critical web security vulnerability that allows an attacker to interfere with the queries that an application
makes to its database. It occurs when an application fails to properly sanitize or validate user input before including it in a Structured
Query Language (SQL) command. By injecting malicious SQL code into an input field-such as a login form or a search bar-an
attacker can trick the database into executing unintended commands.
The impact of a successful SQL injection attack can be devastating:
* Data Theft: Attackers can bypass authentication to view sensitive information they are not authorized to see, such as user
passwords, personal data, or credit card details.
* Data Manipulation: An attacker can modify or delete data within the database, potentially leading to permanent data loss or the
corruption of business records.
* Identity Theft: By gaining access to user tables, attackers can take over administrative accounts.
* Full System Compromise: In some configurations, SQLi can be used to gain access to the underlying server's operating system.
Ethical hackers test for SQLi by entering special characters (like ' or --) into input fields to see if the application returns a database
error. Mitigation involves usingPrepared Statements(parameterized queries), which treat user input as data rather than executable
code, and implementing strict input validation. Despite being one of the oldest web vulnerabilities, SQLi remains a top threat on the
OWASP Top 10 list due to the prevalence of legacy code and poor coding practices.

NEW QUESTION # 77 
What is an XSS?

A. It is a security vulnerability that occurs in mobile applications stealing balance or contacts.
B. It is a type of cloned website with malicious intent.
C. It is a security vulnerability that occurs in web applications when data provided by users is not properly filtered and
malicious scripts are executed in the web browser of other users.

Answer: C

Explanation:
Cross-Site Scripting (XSS) is a critical security vulnerability prevalent in web applications. It occurs when an application includes
untrusted data in a web page without proper validation or escaping, allowing an attacker to inject and execute malicious scripts-
typically JavaScript-in the victim's web browser. Because the browser trusts the script as if it originated from the legitimate website,
the script can access sensitive information stored in the browser, such as session cookies, tokens, or personal data.



There are three primary types of XSS:
* Stored (Persistent) XSS: The malicious script is permanently stored on the target server (e.g., in a database, in a comment field).
When a victim views the page, the script executes.
* Reflected XSS: The script is "reflected" off a web application to the victim's browser, usually through a link containing the payload
(e.g., in a URL parameter).
* DOM-based XSS: The vulnerability exists in the client-side code rather than the server-side code, where the script is executed by
modifying the Document Object Model (DOM) environment.
Managing the threat of XSS involves implementing strict input validation and output encoding. Developers must ensure that any data
provided by users is treated as "untrusted" and filtered to remove executable code before it is rendered on a page. From an ethical
hacking perspective, identifying XSS is a key part of web application penetration testing. A successful XSS attack can lead to
account hijacking, website defacement, or the redirection of users to malicious websites. By understanding how malicious scripts are
executed in the context of other users' browsers, security professionals can better protect the integrity of web services and the
privacy of their users.

NEW QUESTION # 78 
What is SQL Injection?

A. The manipulation of SQL queries to access, modify, or delete data within a database without authorization.
B. SQL code execution that only administrators can perform.
C. A database system used by hackers.

Answer: A

Explanation:
SQL Injection is acritical web application vulnerabilitythat allows attackers to manipulate SQL queries executed by a database,
making option A the correct answer. This vulnerability occurs when user input is improperly validated or sanitized before being
included in SQL statements.
By exploiting SQL Injection, attackers can bypass authentication, retrieve sensitive data, modify or delete database contents, and in
some cases execute administrative operations on the database server. Ethical hackers test for SQL Injection during web application
penetration testing to identify insecure coding practices.
Option B is incorrect because SQL Injection is not a database system. Option C is incorrect because SQL Injection allows
unauthorized users to execute SQL commands, not just administrators.
From a defensive security perspective, SQL Injection highlights the importance of secure coding practices such as parameterized
queries, prepared statements, input validation, and least-privilege database access.
SQL Injection remains a top threat due to legacy applications and poor development practices. Ethical hackers use controlled testing
to demonstrate the real-world impact of these vulnerabilities and help organizations protect critical data assets.

NEW QUESTION # 79 
What is Google Hacking?

A. It refers to the use of certain advanced search techniques in Google's search engine to find sensitive information or
vulnerabilities in websites and systems.
B. It is a special browser for ethical hackers seeking to protect systems.
C. Refers to the use of advanced search techniques in the Google engine to find public information without vulnerabilities in
websites and systems.

Answer: A

Explanation:
Google Hacking, also known as Google Dorking, is a powerful reconnaissance strategy that involves using advanced search
operators within the Google search engine to identify sensitive information or vulnerabilities that are inadvertently exposed on the
public internet. By utilizing specific syntax-such as site:, filetype:, intitle:, and inurl:-an attacker or an ethical hacker can filter search
results to find "low-hanging fruit" that would be impossible to locate with a standard query.
Common targets of Google Hacking include exposed database configuration files (which might contain passwords), server logs that
reveal internal IP addresses, and "Index of" directories that provide a raw view of a server's file structure. For example, a search like
filetype:env "DB_PASSWORD" could potentially reveal environment variables for web applications. This is an essential attack
vector to mitigate because it requires no specialized hacking software; it simply exploits the fact that Google's crawlers have indexed
files that administrators forgot to protect or hide via robots.txt.
Managing this vector involves "Self-Dorking"-regularly searching one's own domain using these advanced techniques to see what



information is visible to the public. Mitigation strategies include proper server configuration, ensuring that sensitive files are not stored
in the webroot, and using authentication for all administrative interfaces. From a penetration testing perspective, Google Hacking is
part of the "Passive Reconnaissance" phase, allowing a tester to gather intelligence about a target's infrastructure without ever
sending a single packet directly to the target's servers. This highlights how easily information leakage can lead to a full system
compromise if not actively monitored.

NEW QUESTION # 80
......
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