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Fortinet FCSS_EFW_AD-7.4 Exam Syllabus Topics:

Topic Details

Topic 1

Routing: This section of the exam measures the skills of Security Administrators and covers the
implementation of advanced routing protocols to manage enterprise traffic effectively. Candidates will gain
expertise in configuring Open Shortest Path First (OSPF) for dynamic routing and Border Gateway
Protocol (BGP) to facilitate communication between different networks, ensuring efficient traffic flow
across enterprise environments.

Topic 2

Central Management: This section of the exam measures the skills of Security Administrators and focuses
on implementing central management for Fortinet security solutions. It includes configuring and managing
devices centrally to streamline network security operations. Candidates will understand how to maintain
consistency in security policies and automate deployments for efficient management of large-scale
enterprise environments.
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Topic 3

System Configuration: This section of the exam measures the skills of Network Security Engineers and
covers the implementation of the Fortinet Security Fabric, ensuring seamless integration across security
solutions. It also includes configuring hardware acceleration on FortiGate devices to optimize performance.
Candidates will learn to set up different operation modes for high-availability clusters and implement
enterprise networks using VLANs and VDOMs. Additionally, it covers various use case scenarios that
demonstrate how Fortinet solutions contribute to secure network environments.

Topic 4

VPN: This section of the exam measures the skills of Network Security Engineers and covers the
implementation of secure communication tunnels for enterprise environments. Candidates will learn to
configure IPsec VPN with IKE version 2 to establish encrypted connections. The section also includes the
implementation of ADVPN to enable on-demand VPN tunnels between different sites, ensuring secure and
dynamic connectivity.

Topic 5

Security Profiles: This section of the exam measures the skills of Network Security Engineers and focuses
on managing security inspection profiles, including SSL and SSH inspections. Candidates will learn to
apply a combination of web filtering, application control, and Internet Service Database (ISDB) to enhance
network security. The section also covers integrating Intrusion Prevention Systems (IPS) to monitor and
mitigate threats within enterprise networks.
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Fortinet FCSS - Enterprise Firewall 7.4 Administrator Sample Questions
(Q14-Q19):
NEW QUESTION # 14 
Refer to the exhibit, which shows a partial enterprise network.

An administrator would like the area 0.0.0.0 to detect the external network.
What must the administrator configure?

A. Configure a distribute-route-map-in on FortiGate B.
B. Set the area 0.0.0.l type to stub on FortiGate A and B.
C. Configure a virtual link between FortiGate A and B.
D. Enable RIP redistribution on FortiGate B.

Answer: D

Explanation:
The diagram shows a multi-area OSPF network where:
FortiGate A is in OSPF Area 0 (Backbone area).
FortiGate B is in OSPF Area 0.0.0.1 and is connected to an RIP network.
To ensure that OSPF Area 0 (0.0.0.0) learns routes from the external RIP network, FortiGate B must redistribute RIP routes into
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OSPF.
Steps to achieve this:
1. Enable route redistribution on FortiGate B to inject RIP-learned routes into OSPF.
2. This allows OSPF Area 0.0.0.1 to forward RIP routes to OSPF Area 0 (0.0.0.0), making the external network visible.

NEW QUESTION # 15 
Refer to the exhibit, which shows a partial routing table.

What two conclusions can you draw from the FortiGate output shown in the exhibit? (Choose two.)

A. FortiGate creates separate virtual interfaces for each VPN client.
B. net-device is disabled in the tunnel IPSec phase 1 configuration.
C. FortiGate is not using the destination subnets of the quick mode selectors to populate the routing table.
D. add-route is enabled in the tunnel IPSec phase 1 configuration.

Answer: B,C

NEW QUESTION # 16 
Which setting must be enabled in an in a spoke IPsec phase 1 configuration, to indicate that it wants to participate in ADVPN?

A. auto-discovery-forwarder
B. auto-discovery-receiver
C. auto-discovery-sender
D. auto-discovery-ipsec

Answer: B

NEW QUESTION # 17 
Refer to the exhibit, which shows an OSPF network.



Which types of link-state advertisements (LSA) will NGFW-1 send, if it is a backup designated router (BDR)?

A. NGFW-1 will send type 1 and type 3 LSAs.
B. NGFW-1 will send type 1 and type 2 LSAs.
C. NGFW-1 will send type 1 and type 4 LSAs.
D. NGFW-1 will send type 1 and type 5 LSAs.

Answer: A

NEW QUESTION # 18 
View the exhibit, which of the contains the partial output of an IKE real-time debug, then answer the question below.

Which of the following statements about this debug output are true? (Choose two.)

A. Both gateways are using aggressive mode.



B. Phase 1 is using a pre-shared key for authentication.
C. The name of the tunnel being negotiated is VPN.
D. Both phases 1 and 2 are up.

Answer: B,C

NEW QUESTION # 19
......
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