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Linux Foundation Certified Kubernetes Security Specialist (CKS) Sample
Questions (Q173-Q178):
NEW QUESTION # 173 
You are running a critical application within a Kubernetes cluster. Your application relies on a base image with several unnecessary
packages installed. These packages increase the attack surface of your application and make it more vulnerable to exploits. You
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want to minimize the base image footprint to enhance the security posture of your application. Explain how you can achieve this in a
production environment.

Answer:

Explanation:
Solution (Step by Step) :
1. Identify unnecessary Packages:
- Use tools like 'alpine-pkg-info' or 'dpkg -l' to list installed packages within the base image.
- Analyze the package list to identify packages that are not strictly required for your application's functionality.
- Example: If you are running a Node.js application, you might identity development tools like 'gcc' or 'make' as unnecessary.
2. Create a Custom Base Image:
- Docker-file: Start by creating a Dockefflle that inherits from a minimal base image like 'alpine:latest or 'ubuntu:latest' (depending on
your application's requirements).
- Install Essential Packages: Include only the absolutely necessary packages for your application in the Dockerfile. Use the 'apt-get
install' (for Debian/lJbuntu) or 'apk add' (for Alpine) commands to install these packages.
- Example Dockerfile:
FROM alpine:latest
# Install necessary packages
RIJN apk add --no-cache bash openssl curl nodejs npm
# Copy your application code
COPY _ /app
# Set working directory and execute start script
WORKDIR 'app
CMD ["npm", "start"]
3. Test the Custom Image:
- Build the custom image using 'docker build -t custom-base-image
- Create a container from the custom image and run your application to ensure everything works correctly. This step is critical to
catch any compatibility issues before deploying to your Kubernetes cluster.
4. Update Your Deployments:
- Modify your Deployment YAML files to use the custom base image instead of the original image. Update the 'image' field to
reference the custom base image tag.
- Example:

5. Deploy the Updated Application: - Use 'kubectl apply -f deployment_yaml to update your deployment with the new image- -
Monitor the deployment to ensure a successful rollout with your minimal base image. 6. Regular - Periodically review your
application's requirements and ensure that the base image still meets your needs. -As you add new features or update dependencies,
you might need to add additional packages to the base image. - Keep the image as minimal as possible and use the least-privilege
principle when selecting packages.

NEW QUESTION # 174 
You must complete this task on the following cluster/nodes:
Cluster: apparmor
Master node: master
Worker node: worker1
You can switch the cluster/configuration context using the following command:
[desk@cli] $ kubectl config use-context apparmor
Given: AppArmor is enabled on the worker1 node.
Task:



On the worker1 node,
1. Enforce the prepared AppArmor profile located at: /etc/apparmor.d/nginx
2. Edit the prepared manifest file located at /home/cert_masters/nginx.yaml to apply the apparmor profile
3. Create the Pod using this manifest

Answer:

Explanation:
[desk@cli] $ ssh worker1
[worker1@cli] $apparmor_parser -q /etc/apparmor.d/nginx
[worker1@cli] $aa-status | grep nginx
nginx-profile-1
[worker1@cli] $ logout
[desk@cli] $vim nginx-deploy.yaml
Add these lines under metadata:
annotations: # Add this line
container.apparmor.security.beta.kubernetes.io/<container-name>: localhost/nginx-profile-1
[desk@cli] $kubectl apply -f nginx-deploy.yaml
Explanation
[desk@cli] $ ssh worker1
[worker1@cli] $apparmor_parser -q /etc/apparmor.d/nginx
[worker1@cli] $aa-status | grep nginx
nginx-profile-1
[worker1@cli] $ logout
[desk@cli] $vim nginx-deploy.yaml

[desk@cli] $kubectl apply -f nginx-deploy.yaml pod/nginx-deploy created Reference:
https://kubernetes.io/docs/tutorials/clusters/apparmor/ pod/nginx-deploy created
[desk@cli] $kubectl apply -f nginx-deploy.yaml pod/nginx-deploy created Reference:
https://kubernetes.io/docs/tutorials/clusters/apparmor/

NEW QUESTION # 175 
Context
A container image scanner is set up on the cluster, but it's not yet fully integrated into the cluster s configuration. When complete, the
container image scanner shall scan for and reject the use of vulnerable images.
Task

Given an incomplete configuration in directory /etc/kubernetes/epconfig and a functional container image scanner with HTTPS
endpoint https://wakanda.local:8081 /image_policy :
1. Enable the necessary plugins to create an image policy
2. Validate the control configuration and change it to an implicit deny
3. Edit the configuration to point to the provided HTTPS endpoint correctly Finally, test if the configuration is working by trying to
deploy the vulnerable resource /root/KSSC00202/vulnerable-resource.yml.

Answer:



Explanation:





NEW QUESTION # 176 
You are running a Kubernetes cluster with a deployment named "my-app" that has been experiencing unexpected crashes. The crash
logs indicate that the container's memory consumption is exceeding the resource limits defined in the deployment YAML. Explain
how you can utilize the Kubernetes resource quotas and admission controller to prevent this from happening again.

Answer:



Explanation:
Solution (Step by Step) :
1. Create a ResourceQuota:
- Define a ResourceQuota that limits the resources that can be consumed by pods in a specific namespace.
- Specify the limits for CPU, memory, storage, and other resources.
- For example, to limit memory usage to 2Gi per pod in the "my-app" namespace:

2. Enable the Resourceauota Admission Controller: - Ensure that the "Resourceauota" admission controller is enabled in your
Kubernetes cluster. This can usually be done by setting the 'admissioncontror flag in the 'kube-apiserver' configuration. 3. Apply the
ResourceQuota: - Apply the ResourceQuota to the "my-app" namespace using 'kubectl apply -f resource-quota_yaml 4. Update the
Deployment - Modify the deployment's YAML file to specify the resource requests and limits for the container, ensuring they are
within the defined ResourceQuota limits. For example:

5. Apply the updated deployment - Apply the updated deployment using 'kubectl apply -f deployment.yaml' 6. Monitor and
Evaluate: - Monitor the resource consumption of pods in the "my-app" namespace and adjust the ResourceQuota limits as needed to
ensure that your cluster remains stable.

NEW QUESTION # 177 
You are responsible for securing the software supply chain for your organization, which uses a GitLab CI/CD pipeline to build and
deploy containerized applications. You want to implement a robust mechanism to prevent unauthorized code changes from being
introduced into the production environment. How would you utilize GitLab's built-in features and best practices to achieve this goal?

Answer:

Explanation:
Solution (Step by Step) :
1. Implement Code Review:
- Configure GitLab to enforce mandatory code reviews for all changes to production branches.
- Configure a minimum number of reviewers required for each merge request.
- Use GitLab's built-in code review features to facilitate discussion and feedback-
2. Enable Branch Protection:
- Protect the production branch by configuring the following:
- Allow only specific users or groups to merge: Restrict merge rights to authorized personnel.
- Require merge requests: Prevent direct pushes to the production branch.
- Enforce minimum approval count: Mandate a specific number of approvals for each merge request
3. Utilize GitLab CIICD Security Features:
- Dependency Scanning: Integrate GitLab's dependency scanning feature to analyze your code for known vulnerabilities in external
libraries.
- Container Scanning: use GitLab'S container scanning feature to check for vulnerabilities in your Docker images before deployment.
- SAST (Static Application Security Testing): Integrate a SAST tool into your CI/CD pipeline to identify potential vulnerabilities in
your code.



- DAST (Dynamic Application Security Testing): Utilize a DAST tool to test your application for security flaws during runtime.
4. Enforce Access Control:
- Implement role-based access control (RBAC) within GitLab.
- Assign roles With specific permissions to users and groups based on their responsibilities.
- Audit user activity regularly to identify any suspicious behavior.
5. Utilize GitLab'S Security Integrations:
- Integrate with Vulnerability Databases: Connect your GitLab instance to vulnerability databases such as NIST NVD to receive
alerts about newly
discovered vulnerabilities.
- Integrate with Security Tools: Connect GitLab with security tools like Security Information and Event Management (SIEM)
systems to automate
vulnerability reporting and incident response.
6. Develop a Secure Coding Culture:
- Promote secure coding practices within your development team.
- Provide training and resources on secure coding principles.
- Conduct regular code reviews to catch potential vulnerabilities.



NEW QUESTION # 178
......

Being anxious for the exam ahead of you? Have a look of our CKS practice materials please. Presiding over the line of CKS
practice materials over ten years, our experts are proficient as elites who made our CKS practice materials, and it is their job to
officiate the routines of offering help for you. All points are predominantly related with the exam ahead of you. Every page is full of
well-turned words for your reference related wholly with the real exam.
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