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Topic 1

Encryption, Authentication, and Compliance: This section of the exam assesses the expertise of Security
Analysts in mitigating web application vulnerabilities through encryption and authentication mechanisms.
Candidates must configure various access control methods, track user authentication, and prevent attacks
targeting authentication systems. They must also implement SSL inspection and offloading techniques to
enhance security and troubleshoot encryption or authentication-related issues effectively.

Topic 2

Web Application Security: This domain evaluates the ability of Cybersecurity Specialists to implement
advanced threat mitigation strategies using FortiWeb. Candidates must configure the system to block
known attacks, ensure comprehensive web application protection, and troubleshoot threat detection or
mitigation-related issues. Additionally, they are expected to set up API protection mechanisms to secure
web-based interactions from potential threats.

Topic 3

Machine Learning (ML): This section tests the skills of Application Security Engineers in leveraging
machine learning to enhance web application security. Candidates will configure machine learning
algorithms to detect anomalies, mitigate bot-based threats, and secure APIs through AI-driven analysis.
Understanding how to fine-tune these ML-based security measures is crucial for ensuring robust
application protection against evolving cyber threats.

Topic 4

Deployment and Configuration: This section of the exam measures the skills of Network Security Engineers
and covers the ability to identify FortiWeb deployment requirements and configure essential system
settings. Candidates are expected to set up server pools, security policies, and protected hostnames to
ensure seamless deployment. To maintain operational efficiency, they must also configure FortiWeb high
availability (HA) for fault tolerance and troubleshoot deployment or system-related issues.

Fortinet FCP - FortiWeb 7.4 Administrator Sample Questions (Q55-Q60):
NEW QUESTION # 55 
How can you troubleshoot encryption-related issues in a web application? (Select all that apply)

A. Reviewing SSL/TLS handshake logs
B. Disabling all encryption protocols
C. Testing SSL connections from different devices
D. Checking SSL certificate expiration

Answer: A,C,D

NEW QUESTION # 56 
Which administrative access method must be enabled on a FortiGate interface to allow APs to connect and function?

A. HTTPS
B. Security Fabric
C. SSH
D. Forti Telemetry

Answer: B

NEW QUESTION # 57 
Which would be a reason to implement HTTP rewriting?

A. The original page has moved to a new IP address
B. To send the request to secure channel
C. The original page has moved to a new URL
D. To replace a vulnerable function in the requested URL

Answer: D



NEW QUESTION # 58 
An administrator notices multiple IP addresses attempting to log in to an application frequently, within a short time period. They
suspect attackers are attempting to guess user passwords for a secure application.
What is the best way to limit this type of attack on FortiWeb, while still allowing legitimate traffic through?

A. Rate limit all connections from suspected IP addresses.
B. Blocklist any suspected IPs.
C. Block the IP address at the border router.
D. Configure a brute force login custom policy.

Answer: D

Explanation:
The best way to limit brute force login attacks on FortiWeb is to configure a brute force login custom policy. FortiWeb provides the
ability to detect and mitigate brute force login attempts by automatically limiting the number of failed login attempts within a specific
time period. This approach allows you to block or rate limit suspicious IP addresses while still allowing legitimate users access,
based on your configuration.

NEW QUESTION # 59 
In order for FortiWeb to provide the best possible protection for servers, how should you deploy it?

A. In-line, in front of FortiGate, deployed in offline protection mode.
B. In-line, without FortiGate, deployed in true transparent mode.
C. In-line, behind FortiGate, deployed in reverse proxy mode.
D. In a one-arm topology, deployed in transparent mode.

Answer: C

NEW QUESTION # 60
......
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