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HR #45
The implementation of a Process API must change.
What is a valid approach that minimizes the impact of this change on API clients?

¢ A Postpone changes until API consumers acknowledge they are ready to migrate to a new Process API or API version

¢ B. Implement the Process API changes in a new API implementation, and have the old API implementation return an HTTP
status code 301 - Moved Permanently to inform API clients they should be calling the new API implementation

e C. Implement required changes to the Process API implementation so that whenever possible, the Process API's RAML
definition remains unchanged

e D. Update the RAML definition of the current Process API and notify API client developers by sending them links to the
updated RAML definition

EfE: C

AR :

Correct Answe r: Implement required changes to the Process API implementation so that, whenever possible, the Process API's
RAML definition remains unchanged.
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Key requirement in the question is:

>> Approach that minimizes the impact of this change on API clients

Based on above:

>> Updating the RAML definition would possibly impact the API clients if the changes require any thing mandatory from client side.
So, one should try to avoid doing that until really necessary.

>> Implementing the changes as a completely different API and then redirectly the clients with 3xx status code is really upsetting
design and heavily impacts the API clients.

>> Organisations and IT cannot simply postpone the changes required until all AP consumers acknowledge they are ready to
migrate to a new Process API or API version. This is unrealistic and not possible.

The best way to handle the changes always is to implement required changes to the API implementations so that, whenever possible,
the API's RAML definition remains unchanged.

I #46
Which APIs can be used with DataGraph to create a unified scherma?
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A APIs 1,2,s5, 6
B.APIs1,2,3,4
C.APIs1,3,5

D. APIs 2,4 ,6
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To create a unified scherma in MuleSoft's DataGraph, APIs must be exposed in a way that allows DataGraph to pull and consolidate
data from these APIs into a single schema accessible to consumers. DataGraph provides a federated approach, combining multiple
APIs to forma single, unified API endpoint.

In this setup:

APIs 1, 2, 3, and 4 are suitable candidates for DataGraph because they are hosted within the Customer VPC on CloudHub and are
accessible either through a Shared Load Balancer (LB) or a Dedicated Load Balancer (DLB). Both of these load balancers provide
public access, which is a necessary condition for DataGraph as it must access the APIs to aggregate data.

APIs 5 and 6 are hosted on Customer Hosted Server 2, which is explicitly marked as "Not public". Since DataGraph requires API
access through a publicly reachable endpoint to aggregate theminto a unified schema, APIs 5 and 6 cannot be used with DataGraph
in this configuration.

APIs 3 and 4 on Customer Hosted Server 1 appear accessible through a Shared LB, implying public accessibility that meets
DataGraph's requirements.

By combining APIs 1, 2, 3, and 4 within DataGraph, you can create a unified schema that enables clients to query data seamlessly
fromall these APIs as if it were from a single source.

This setup allows for efficient data retrieval and can simplify API consumption by reducing the need to call multiple APIs individually,
thus optimizing performance and developer experience.

Reference

For more detailed nformation on setting up and managing unified schemas in DataGraph, refer to the DataWeave documentation
and MuleSoft DataGraph resources which provide in-depth guidelines on schema aggregation and API federation.

R #47

A code-centric API documentation environment should allow API consumers to investigate and execute API client source code that
demonstrates mvoking one or more APIs as part of representative scenarios.

What is the most effective way to provide this type of code-centric API documentation environment using Anypoint Platform?

A. Enable mocking services for each of the relevant APIs and expose them via their Anypoint Exchange entry

B. Create API Notebooks and include them in the relevant Anypoint Exchange entries

C. Ensure the APIs are well documented through their Anypoint Exchange entries and API Consoles and share these pages
with all API consumers

D. Make relevant APIs discoverable via an Anypoint Exchange entry

EfE: B

L2

Correct Answe r: Create API Notebooks and Include them in the relevant Anypoint exchange entries
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>> API Notebooks are the one on Anypoint Platform that enable us to provide code-centric API documentation Reference:
Bottom of Form

Top of Form

H #48

An API has been updated in Anypoint Exchange by its API producer from version 3.1.1 to 3.2.0 following accepted semantic
versioning practices and the changes have been communicated via the API's public portal

The API endpoint does NOT change in the new version.

How should the developer of an API client respond to this change?

e A The API client code ONLY needs to be changed if it needs to take advantage of new features

¢ B. The API producer should be contacted to understand the change to existing functionality

e (. The update should be identified as a project risk and full regression testing of the flnctionality that uses this API should be
run

e D. The API producer should be requested to run the old version in parallel with the new one



EfE: A

HH #49

AnIT Security Compliance Auditor is assessing which nonfunctional requirements (NFRs) are already being implemented to meet
security measures.

* The Web API has Rate-Limiting SLA

* Basic Authentication - LDAP

* JSON Threat Protection

* TP Allowlist policies applied

‘Which two NFRs-are enforced?

A. The API invocations are coming froma known subnet range

B. Performance expectations are to be allowed up to 1,000 requests per second
C. The API is protected against XML invocation attacks

D. Sensitive data is masked to prevent compromising critical information

E. Username/password supported to validate login credentials

iEﬁ: A\ E

A -

Understanding Nonfunctional Requirements (NFRs):

The NFRs in this context are related to security measures implemented for the Web API, such as rate limiting, LDAP-based
authentication, JSON threat protection, and IP allowlist policies.

Evaluating the Options:

Option A (Correct Answer): The IP allowlist policy restricts access to known subnets, ensuring that API invocations come froma
defined range of IPs.

Option B (Correct Answer): Basic Authentication with LDAP enforces a username/password validation, satisfying an NFR for
identity verification.

Option C: Masking sensitive data is not part of the listed NFRs, as none of the mentioned policies address data masking.
Option D: XML threat protection is not mentioned, so this option is incorrect.

Option E: While rate-limiting implies performance control, it does not directly enforce a specific performance expectation.
Conclusion:

Options A and B are correct as they directly address the implemented security measures related to IP range restrictions and
username/password authentication.

Refer to MuleSoft's documentation on API security policies for details on LDAP, rate limiting, and allowlist policies.
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