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Microsoft GitHub Advanced Security Sample Questions (Q16-Q21):
NEW QUESTION # 16 
By default, who will receive an e-mail when a secret has been detected in a repository? Each answer presents a complete solution.
(Choose two.)

A. security analyst
B. users with the Maintain repository role
C. user who committed the secret
D. users with the Admin repository role
E. users with the Write repository role

Answer: C,D

Explanation:
When a new secret is detected, GitHub notifies all users with access to security alerts for the repository according to their
notification preferences.
These users include:
Repository administrators. [D]
Security managers.
Users with custom roles with read/write access
Organization owners and enterprise owners, if they are administrators of repositories where secrets were leaked Note Commit
authors who've accidentally committed secrets will be notified, regardless of their notification preferences. [B]

NEW QUESTION # 17 
Using advanced setup, which code scanning configuration would help detect vulnerabilities before they are added to a shared
branch?

A. on:
pull_request:
B. on:
workflow_dispatch:
C. on:
schedule:
D. on:
issues:

Answer: A

Explanation:
Code scanning merge protection prevents a pull request from merging into a protected branch if it contains security issues or if
required code scanning tools are missing or incomplete. This feature, configured using GitHub Rulesets>>, acts as a safeguard,
blocking merges until all code scanning alerts are addressed to a defined severity level and the analysis is complete.
Code Scanning Configuration: You configure code scanning tools (like CodeQL) in your repository to run automatically on pull
requests using the pull_request: event trigger.
Incorrect:
[Not A]
workflow_dispatch is a GitHub Actions trigger that allows users to manually start a workflow on demand, offering flexibility for tasks
like deployments or testing that don't need to run automatically on every code change. This trigger can be configured with custom
inputs to provide different parameters for each manual run, giving users more control over when and how specific workflows are
executed.

NEW QUESTION # 18 
As a developer, you need to configure a code scanning workflow for a repository where GitHub Advanced Security is enabled.
What minimum repository permission do you need?

A. None
B. Read
C. Write



D. Admin

Answer: C

Explanation:
To create or modify a code scanning workflow file (typically under .github/workflows/codeql-analysis.yml), you must have Write
access to the repository.
Write permission allows you to commit the workflow file, which is required to run or configure code scanning using GitHub Actions.

NEW QUESTION # 19 
To be compatible with code scanning, what data format must third-party code scanning tools use for output?

A. Static Analysis Results Interchange Format (SARIF)
B. YAML
C. comma separated values (CSV)
D. ESLint

Answer: A

Explanation:
About code scanning
You can use code scanning to find security vulnerabilities and errors in the code for your project on GitHub.
About third-party code scanning tools
Code scanning is interoperable with third-party code scanning tools that output Static Analysis Results Interchange Format (SARIF)
data. SARIF is an open standard. For more information,

NEW QUESTION # 20 
Why should you dismiss a code scanning alert?

A. if there is a production error in your code
B. if it includes an error in code that is used only for testing
C. to prevent developers from introducing new problems
D. if you fix the code that triggered the alert

Answer: B

Explanation:
You should dismiss a code scanning alert if the flagged code is not a true security concern, such as:
*-> Code in test files
Code paths that are unreachable or safe by design
False positives from the scanner
Fixing the code would automatically resolve the alert - not dismiss it. Dismissing is for valid exceptions or noise reduction.

NEW QUESTION # 21
......
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