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FIRE #47
To monitor communication and measure network performance from branch offices in San Francisco and Texas to the data center in
North Virginia, which combination of test type and target is the most appropriate?

A. Cloud Agent and HTTP Server

B. Agent-to-server test type and Cloud Agent

C. Agent-to-server test type and DNS Server

D. Enterprise Agent and Agent-to-agent test type
E. HTTP Server and DNS Server
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According to theDesigning and Implementing Enterprise Network Assurance (300-445 ENNA) architecture, monitoring site-to-site
connectivity between managed locations requires vantage points at both ends of the connection. In this scenario, the organization
needs to measure performance between branch offices (San Francisco and Texas) and a central data center (North Virginia).

The most appropriate combination is usingEnterprise Agentswith theAgent-to-agent test type(Option C).

Enterprise Agents are software probes deployed on infrastructure owned or controlled by the organization, such as switches or
routers in the branch offices and servers in the data center. Unlike Agent-to-server tests, which only provide one-way metrics and
approximate path data, anAgent-to-agent testprovides bi-directional network metrics. This includes detailed throughput, packet loss,
latency, and jitter measurements in both directions, which is critical for identifying asymmmetric routing or link saturation that might
affect application performance.

Alternative options are less suitable for this specific internal monitoring requirement:

* Cloud Agents (Options A and B):These are located in global ISP data centers and cannot be placed inside the organization's
private data center or branch LAN to measure internal path characteristics.

* HTTP/DNS Server tests (Options B, D, and E):These target specific services but do not provide the granular, bi-directional
network-layer performance data (like throughput or path visualization) that an Agent-to-agent test delivers.

* Agent-to-server (Option E):While useful for reaching a target that cannot host an agent, it loses the benefit of the destination
agent's ability to measure the "return” path independently.

By deploying Enterprise Agents at each site and configuring Agent-to-agent tests, the engineer gains the highest level of visibility into
the health of the private WAN or SD-WAN fabric connecting the branches to the data center.
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‘What Meraki platform supports ThousandEyes?

A. Meraki MV (Smart Cameras)

B. Meraki MG (Cellular Gateways)

C. All of the above

D. Meraki MR Series (Wireless Access Points)
E. Meraki MS Series (Switches)

F. Meraki MX (Security Appliances)

EX: F
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According to theDesigning and Implementing Enterprise Network Assurance (300-445 ENNA) curriculum, the native integration of
ThousandEyes within the Meraki portfolio is specifically focused on the Meraki MXsecurity and SD-WAN appliances. This
integration allows users to install ThousandEyes Enterprise Agents directly on supported Meraki MX hardware, providing critical
visibility into the performance of services that distributed users rely on.4 TheMeraki MX (Option A)supports the ThousandEyes
Enterprise Agent as a containerized service that can be activated with a single click within the Meraki Dashboard.5This integration is
designed to provide better monitoring and testing capabilities for customers interested in improving the quality of their experience and
adding the appropriate SD-WAN policies to optimize network performance. By running the agent natively on the MX,
administrators can monitor the performance of external applications and services directly from the SD-WAN sites, bridging the gap
between local branch health and global internet performance.6 While Cisco continues to expand its assurance integrations across the
portfolio, theMR (Wireless),MS (Switching), MV (Camera), andMG (Cellular)series do not currently support the native, "on-box"
execution of the ThousandEyes Enterprise Agent. For these other platforms, visibility is typically achieved through passive monitoring
viaMeraki Insight (MI)or by deploying ThousandEyes agents on connected client devices (Endpomnt Agents) or nearby
infrastructure. Therefore, theMeraki MXis the only verified platform supporting native ThousandEyes agent deployment in this
context.
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An engineer needs to create a test that requires authentication configuration to monitor an API. The test must send a POST request
with client credentials parameters to get a token. The token then needs to be sent out on a GET request to be authorized to get the
resource.

What must be done to meet the requirements? (Choose two)

A. Configure the HTTP server test to use OAuth authentication for client credentials

B. Parameters are not supported by HTTP server OAuth authentication; use a Transaction script instead
C. Configure the HTTP server test to use Basic authentication for client credentials

D. Configure the HTTP server test to use NTLM authentication for client credentials

E. Parameters are not supported by HTTP server OAuth authentication; use an API test instead



%%. BE

f R A«

In theDesigning and Implementing Enterprise Network Assurance (300-445 ENNA)curriculum, monitoring modern APIs often
requires handling complex authentication flows, such as OAuth 2.0 with specific client credential parameters. The provided exhibit
illustrates theHTTP Authenticationoptions available within a standard HTTP Server test: None, Basic, NTLM, Kerberos, and
OAuth.

According to the ENNA implementation standards, while the HTTP Server test type supportsOAuth(Option C), its native
implementation is limited. Specifically, it is designed to use a pre-existing token or a simple token refresh flow; it does not support
the injection of custom parameters in the initial POST request required to obtain a token in many enterprise client-credential
scenarios. Basic and NTLM (Options A and B) are legacy protocols that rely on simple username/password headers and cannot
facilitate the multi-step token exchange process described.

To fulfill the requirement of a two-step flow (POST for token, followed by GET for resource), engineers must use more flexible test
types:

* Transaction scripts (Option D):These allow the engineer to write custom JavaScript using the ThousandEyes transaction library to
programmatically handle the POST request, parse the resulting JSON token, and then pass that token into the subsequent GET
request's header.

* API tests (Option E):These are purpose-built for API monitoring and natively support the definition of variables and multi-step
requests where the output of one call (the token) serves as the input for the next.

By utilizing these advanced test types, the engineer can successfully navigate complex authentication requirements that the standard
HTTP Server test cannot accommodate.

R #50
‘What aspects should be validated when validating alert configuration and functionality in network assurance?

A. False positive rates

B. Alert escalation procedures

C. Compliance with industry standards
D. Alert triggering conditions

E. Integration with ITSM tools

F. Notification channels

Z%E: ADF
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When validating alert configuration and functionality in network assurance, aspects such as alert triggering conditions, notification
channels, and false positive rates should be validated to ensure accurate and efficient alerting,
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You're responsible for monitoring the performance ofa company e-commerce website. You're considering using ThousandEyes
Synthetic Web Tests. Which of the following finctionalities of ThousandEyes Synthetic Web Tests would be MOST beneficial for
monitoring the e-commerce checkout process?

A. Transaction monitoring
B. HTTP server monitoring
C. DNS monitoring

D. Routing visibility

BE: A
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According to theDesigning and Implementing Enterprise Network Assurance (300-445 ENNA) framework, application health is not
just about reachability, but about the functionality of business-critical paths. For an e-commerce checkout process, which involves
nultiple interactive steps such as "Add to Cart,"

"Enter Shipping Info," and "Finalize Payment, Transaction monitoring(Option B) is the most beneficial functionality.

Transaction tests provide a high-level view of application performance by executing a script that simulates a real user's interaction
with the site's various components. UnlikeHTTP server monitoring(Option A), which merely verifies that a single URL returns a
specific status code (like 200 OK), Transaction monitoring validates that the underlying application logic and database transactions
are working as expected across the entire session. If a user can reach the homepage but the "Checkout" button fails due to a slow



backend API call or a JavaScript error, only a Transaction test will identify the failure and provide a granular waterfall chart to show
exactly where the process broke down.

WhileDNS monitoring(Option C) andRouting visibility(Option D) are crucial for identifying foundational connectivity issues, they are
insufficient for monitoring complex transactional workflows. A DNS failure would prevent access to the site entirely, but a "broken”
checkout process often occurs while the network and DNS appear perfectly healthy. Transaction monitoring bridges this gap by
providing "layer 7" visibility into the end-to-end user experience, making it the definitive choice for e-commerce performance
assurance.
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