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e Describe how GitHub is deployed, distributed, and licensed: This section of the exam measures skills of

GitHub Enterprise Administrators and highlights the deployment models of GitHub Enterprise Server,
bEY 71 Enterprise Cloud, and GitHub AE. It covers licensing structures, billing for seat licenses and metered
services, support options, and monitoring license usage across users and machine accounts.

¢ Manage GitHub Actions: This section of the exam measures skills of DevOps Engineers and emphasizes
managing workflows, reusable actions, and distribution strategies within the enterprise. It explains

ey 72 configuring organization-level policies, managing self-hosted and GitHub-hosted runners, controlling access

through IP allow lists, handling encrypted secrets, and integrating third-party vaults for workflow security.

¢ Support GitHub Enterprise for users and key stakeholders: This section of the exam measures skills of
GitHub Enterprise Administrators and covers supporting users, identifying issues that can be resolved
mternally versus those needing GitHub Support, and generating support bundles and diagnostics. It also

hEY 73 involves recognizing underutilized features, managing workflows like branching and pull requests,
understanding CI

¢ (D strategies, recommending tooling, and extending capabilities through APIs or Marketplace apps.
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HEH #47
When a user becomes a member of multiple GitHub organizations, which THREE of the following are important considerations for
administrators? (Choose three.)

A. The user will need to authorize credentials separately for each SAML-enabled organization.

B. The user's personal repositories will become accessible to all organizations.

C. The user's profile information becomes private to non-organization members.

D. The user will automatically have the same role across all organizations.

E. The user will have different permission levels in each organization.

F. The user's repository access and/or team membership needs to be managed separately for each organization.

IEf#: A\ E. F

A -

A user's repository access and team memberships are scoped to each organization, so admins must configure permissions separately
per org.

‘When an organization enforces SAML SSO, each member must authorize their personal access tokens or SSH keys for that org,
requiring separate approval for each SAML~enabled organization Roles and permission levels (owner, member, billing manager,
repository roles, etc.) are assigned on a per-organization basis, so a user often has different permissions in different organizations.

HM #48
When a token is used to perform actions across different GitHub resources, how is this reflected in audit logs?

A. GitHub creates a ZIP archive of all token activity

B. Each API action made with the token generates a separate audit log entry
C. Only the first repository accessed is recorded

D. The audit log stores only the token name and not its actions

iIFf@#: B
R e«

Each API call authenticated with a token generates its own audit-log event, so you'll see a distinct entry for every action performed
across different resources, each annotated with the token's hashed ID, actor, and source IP.

R #49
You are managing a repository in your organization's GitHub account. A team member asks you to confirm who has access to the
repository and their permission levels. Which tool should you use to review and manage repository access?

A. GitHub Actions Logs.

B. Repository Settings > Manage Access.
C. Branch Protection Rules.

D. GitHub Pages Settings.

EfE: B

R -
Use theRepositorySettingsManageAccess page to view all users and teams with access and their assigned permission levels.

R #50
Which of the following is a key benefit of using GitHub Marketplace Apps in an enterprise?

A. All apps come pre-approved by GitHub's internal security team

B. They often include integrations with external services, reducing the need for custom code
C. Apps elimnate the need for GitHub Actions entirely

D. They guarantee no downtime during enterprise GitHub maintenance windows



IEf#: B

R :
GitHub Marketplace Apps come with built-in integrations to external services - so you can plug in things like CI servers, code-
quality scanners, or deployment tools without writing and maintaining custom connectors.

HA #51
An organization wants to share a single API key required for their Actions workflows. They need to restrict its use to only a subset
of repositories. Where should they configure the secrets to minimize maintenance?

A. Organization secrets

B. Repository secrets

C. Environment secrets

D. Development environment secrets

EfE: A

A -
By defining the API key as an organization secret, you centralize management and can grant access only to the subset of repositories
you choose - eliminating per-repo duplication while enforcing the desired scope.
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