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CompTIA A+ Certification Exam: Core 2 Sample Questions (Q36-Q41):

NEW QUESTION # 36

Multiple users are reporting audio issues as well as performance issues after downloading unauthorized software. You have been
dispatched to identify and resolve any issues on the network using best practice procedures.

INSTRUCTIONS

Quarantine and configure the appropriate device(s) so that the users' audio issues are resolved using best practice procedures.
Multiple devices may be selected for quarantine.

Click on a host or server to configure services.

Ifat any time you would like to bring back the mnitial state of the simulation, please click the Reset All button.

Answer:

Explanation:

See Explanation below for complete solution.

Explanation:

Host 2, Host 3, Host 4 , Host 5 ,Host 6, Host 7, Host 8 , Media Server - Stop All unwanted and malicious service
(Persistance.j1zpxn Installer Service) from all the listed host and Media servers Refer screenshot below on the required service
started/stopped on host2, same service to be started and stopped across all host servers.

A screenshot of a computer Al-generated content may be incorrect.
A screenshot of a computer Al-generated content may be incorrect.

NEW QUESTION # 37

A technician is helping a remote user. The technician asks the user to open a specific folder on the root directory of the computer.
The user cannot find a folder with that name. The technician explains that a few settings are needed to allow the folder to appear.
Which of the following should the user do to be able to see the folder? (Select two).

A. Check the box to view hidden files
B. Open the root drive properties

C. Set the view extensions to "on"

D. Configure the system settings

E. Adjust the display properties

F. Open File Explorer

Answer: A,C

Explanation:

The correct answers are E. Set the view extensions to "on" and F. Check the box to view hidden files, because folders located in the
root directory are often hidden or protected system folders by default in Windows operating systems. Windows hides certain files
and folders to prevent accidental modification or deletion, especially those critical to system functionality.

According to the Quentin Docter - CompTIA A+ Conplete Study Guide, File Explorer includes view options that control whether
hidden files, protected operating system files, and file extensions are visible. If these options are disabled, users will not see many
system:level folders, even when browsing the root of the drive (such as C3\).

The Travis Everett & Andrew Hutz - CompTIA A+ All-in-One Exam Guide explains that enabling

"Show hidden files, folders, and drives" allows technicians to view directories that are normally concealed, such as configuration or
application folders. Additionally, turning on file name extensions helps identify system folders and files more accurately, especially
when troubleshooting or guiding users remotely.

The Mike Meyers / Mark Soper Lab Manual reinforces that simply opening File Explorer or adjusting display resolution does not
affect file visibility. The correct fix is to modify File Explorer view settings, specifically enabling hidden items and file extensions.
Therefore, enabling hidden files and file extensions is required, making E and F the correct answers.

NEW QUESTION # 38
‘Which of the following describes an attack in which an attacker sets up a rogue AP that tricks users into connecting to the rogue AP
nstead of the legitimate network?

e A. Shoulder surfing



o B. Stalkerware

e C. Tailgating
e D. Evil twin

Answer: D

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

An evil twin is a rogue wireless access point set up to mimic a legitimate Wi-Fi network. Unsuspecting users may connect to it, giving
attackers the opportunity to intercept traffic, steal credentials, or install malware.

The evil twin often uses the same SSID as the real network to ool users.

A: Stalkerware is spyware installed to track user activity, typically on personal devices.

C: Tailgating is a physical security breach nvolving unauthorized entry behind someone with access.

D: Shoulder surfing involves observing a person entering confidential data, such as PINs or passwords.
Reference:

CompTIA A+ 220-1102 Objective 2.3: Compare and contrast social engineering and wireless attacks.
Study Guide Section: Wireless threats - rogue APs and evil twin scenarios

NEW QUESTION # 39
‘Which of the following controls access to certain services to ensure that administrators are not automatically given elevated
permissions?

A. PAM
B. DLP
C. MFA
D. SSO

Answer: A

Explanation:
PAM (Privileged Access Manageiment) controls access to certain services so that administrators are not automatically granted
elevated permissions.

NEW QUESTION # 40

Users access an internal application through a browser website. When a user is browsing the site a message appears that states it is
not safe. The message also displays an Advanced Options button to continue or close the site. During security training, all users were
told to close any site that displays this message. Which of the following should the technician do to resolve the issue?

A. Add the site to a list of safe senders

B. Migrate the site to a different server

C. Install a Secure Sockets Layer certificate for the site
D. Move the site to a web-hosting company

Answer: C

Explanation:
Installing a Secure Sockets Layer certificate ensures the website uses trusted HTTPS encryption, elimnating browser security
warnings and allowing users to access the internal application safely without bypassing security alerts.

NEW QUESTION # 41
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