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HH #65
An admmnistrator is configuring FortiSIEM to discover network devices and receive syslog from network devices. Which statement

is correct?

A. FortiSIEM uses privileged credentials to tog in to devices and make network configuration changes.

B. Syslog configuration must be done manually on devices by the network admmistrator.

C. FortiSIEM automatically configures network devices to send syslog using the GUI discovery process

D. FortiSIEM automatically configures network devices to send syslog using the auto log discovery process.

IEf#: B
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* Syslog Configuration in FortiSIEM: For FortiSIEM to receive syslog messages from network devices, those devices need to be
properly configured to send syslog data to FortiSIEM.

* Manual Configuration Requirement: FortiSIEM does not automatically configure network devices to send syslog messages.
Instead, this configuration must be performed manually by the network administrator.

* Process Overview: The network admmnistrator must access each device and set up the syslog parameters to direct log data to the
FortiSIEM collector's IP address.

* Discovery Process: While FortiSIEM can discover network devices using SNMP, WMI, and other protocols, the configuration of
syslog on these devices is beyond its scope and requires manual intervention.

* Reference: FortiSIEM 6.3 User Guide, Device Configuration and Syslog Integration sections, which explain the requirements and
steps for setting up syslog forwarding on network devices.

I # 66

An administrator is trying to identify an issue using an expression bated on the Expression Builder settings shown in the exhibit
however, the error message shown in the exhibit indicates that the expression is invalid.

Which is the correct expression?

A. Matched Events(COUNT)
B. Matched Events COUNTY()
C. COUNT(Matched Events)
D. (COUNT) Matched Events

H
®

: C

M #67
Refer to the exhibit.
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A isg)rtlSIE_l\;[_adm_n]_strator \;Vants to grdtp_s:)ﬁx; at_tr_it;ut_es for a-re[_)c:ri,. but_lé not able to do so successfully.
As shown in the exhibit, why are some of the fields highlighted i red?

A. The Event Receive Tie attribute is not available for logs.

B. No RAW Event Log attribute is available for devices.

C. Unique attributes cannot be grouped.

D. The attribute COUNT(Matched events) is an invalid expression.

Ef#: C
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Grouping Attributes in Reports: When creating reports in FortiSIEM, certain attributes can be grouped to summarize and organize
the data.

Unique Attributes: Attributes that are unique for each event cannot be grouped because they do not provide a meaningful
aggregation Or summary.

Red Highlighting Explanation: The red highlighting in the exhibit indicates attributes that cannot be grouped together due to their
unique nature. These unique attributes includeEvent Receive Time,Reporting IP,Event Type,Raw Event Log, andCOUNT(Matched
Events).

Attribute Characteristics:

* Event Receive Timeis unique for each event.

* Reporting [PandEvent Typecan vary greatly, making grouping them impractical in this context.

* Raw Event Logrepresents the unprocessed log data, which is also unique.

* COUNT(Matched Events)is a calculated field, not suitable for grouping.

References: FortiSIEM 6.3 User Guide, Reporting section, explains the constraints on grouping attributes in reports.

B #68
Refer to the exhibit.

Fow Event Log = TCF

A Focontmuously rece syslog events froma oruGatc firewall The FortiSIfcM administrator is to search the
raw event logs for the last two hours that contain the keyword tcp . However, the administrator is getting no results from the search.
Based on the selected filters shown in the exhibit, why are there no search results?

e A. The administrator selected - in the Operator column That a the wrong operator.

e B. The keyword is case sensitive Instead of typing TCP in the Value field. the administrator should type tcp.

e C. Inthe Time section, the administrator selected the Relative Last option, and in the drop-down lists, selected 2 and Hours
as the lime period The time period should be 24 hours.



¢ D. The administrator selected AND in the Next drop-down list. This is the wrong boolean operator.
Ef&: B
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Case Sensttivity in Searches: In FortiSIEM, search queries, including those for raw event logs, are case sensitive. This means that
keywords must be entered exactly as they appear in the logs.

Keyword Mismatch: The exhibit shows the keyword "TCP" in the Value field. If the actual events use "tcp" (lowercase), the search
will return no results because of the case mismatch.

Correct Keyword: To match the keyword correctly, the administrator should enter "tcp" in the Value field.

References: FortiSIEM 6.3 User Guide, Search and Filtering section, which discusses the importance of case sensitivity in search
queries.

HM #69
Which process converts raw log data to structured data?

e A. Data enrichment
¢ B. Data parsing

e (. Data classification
e D. Data validation

Ef#: B
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Raw Log Data: When devices send logs to FortiSIEM, the data arrives in a raw, unstructured format.

Data Parsing Process: The process that converts this raw log data into a structured format is known as data parsing,

* Data Parsing: This involves extracting relevant fields from the raw log entries and organizing them into

* a structured format, making the data usable for analysis, reporting, and correlation.

Significance of Structured Data: Structured data is essential for effective event correlation, alerting, and generating meaningful
reports.

References: FortiSIEM 6.3 User Guide, Data Parsing section, which details how raw log data is transformed into structured data

through parsing.
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