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Fortinet FCP_FMG_AD-7.4 Exam Syllabus Topics:

Topic Details

¢ Policy and Objects: This section deals with how to manage policies and objects, oversee ADOM
Topic 1 revisions, configure workspace mode, and conduct policy imports and installations.
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¢ Troubleshooting: This section covers how to fimiliarize with FortiManager deployment scenarios and
Topic 2 troubleshoot issues related to imports, installations, device-level, ADOM-level, and system+level concerns.

¢ Device Manager: In this domain, the focus is on how to register devices within ADOMs, implement
Topic 3 configuration changes using scripts, and troubleshoot using the revision history.

¢ Advanced Configuration: This domain explains FortiManager's high availability (HA), configures
Topic 4 FortiGuard services and works with the global database ADOM.

¢ Admunistration: This section covers how to understand FortiManager capabilities, perform initial
Topic 5 configurations, and set up administrative domains (ADOMs).

Fortinet FCP - FortiManager 7.4 Administrator Sample Questions (Q31-
Q36):

NEW QUESTION # 31
Refer to the exhibit.
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Given the configuration shown in the exhibit, which two conclusions can you draw from the installation targets in the Install On

column? (Choose two.)

e A Policy seq.# 1 will be installed on the ISFW device root[NAT] and Student{NAT] VDOMs only.
e B. Policy seq.S will be mstalled on all managed devices and VDOM: s that are listed under Installation Targets
¢ C. Policy seq.# 2 will not be installed on the Local-FortiGate root VDOM because there is no root VDOM in the Installation

Target

¢ D. Policy seq.# 3 will be skipped because no installation targets are specified.

Answer: A,B



Explanation:

* Option A: Policy seq.S will be installed on all managed devices and VDOMs that are listed under Installation Targets. This is
correct. The "Install On" column indicates that the policy is targeted for installation on all listed managed devices and VDOMs under
Installation Targets.

* Option D: Policy seq.# 1 will be installed on the ISFW device root[NAT] and Studentf NAT] VDOM s only. This is correct. Policy
sequence #1 specifies that it will be installed only on the ISFW device and the VDOMs 'root[NAT]' and 'Student[NAT]' as
indicated by the "Install On" column.

Explanation of Incorrect Options:

* Option B: Policy seq.# 3 will be skipped because no installation targets are specifiedis incorrect because it is clearly listed under
"Installation Targets," which means it will be installed according to the specified configuration.

* Option C: Policy seq.# 2 will not be installed on the Local-FortiGate root VDOM because there is no root VDOM in the
Installation Targetis incorrect as the exhibit does not show any specific exclusion for seq.# 2 on the Local-FortiGate root VDOM.
FortiManager References:

* Refer to the FortiManager Administration Guide sections on "Policy Packages" and "Policy Installation Targets" for more details.

NEW QUESTION # 32
Refer to the exhibit.
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An administrator is importing a new device into FortiManager and has selected the options shown in the exhibit.
‘What will happen if the administrator makes changes and then installs the modified policy package on this managed FortiGate?

A. Policies not imported are deleted on the managed FortiGate during the installation.
B. Policies not imported prompt a confirmation before being deleted.

C. Policies not imported are marked as modified for future import attempts.

D. Policies not imported remain untouched on the managed FortiGate.

Answer: A

Explanation:

When importing a device into FortiManager, if certain policies are not imported and then changes are made to the imported policies,
the next time the policy package is installed on the managed FortiGate,any policies that were not imported will be removed from the
FortiGate. FortiManager expects the managed FortiGate to match the imported policy package exactly, so any discrepancies (such
as unimported policies) will be removed to ensure synchronization.

NEW QUESTION # 33
Exhibit.



FortiManager # diagnose dvm device list
- There are currently 1 devices/vdoms managed ---
- There are currently 1 devices/vdoms count for license ---
TYPE 01D SN HA 1P NAME ADOM 1PS FIRMWARE
fmgfaz-managed 325 FGVMO1000007 7646 - 10. 91,200 ISFW ADDM2 6.00741 (regular) 7.0 MRA (2461)
|- STATUS: dev-db: modified; coaf ' sync; cond: pen o -0 st
|- vdom:[3)root flags:1 adomsADQM2 pkg: [imported]ISF ! I II lE I

Which two statements about the output are true? (Choose two.)

¢ A The latest revision history for the managed FortiGate does match the FortiGate running configuration.
¢ B. Configuration changes have been installed on FortiGate, which means the FortiGate configuration has been changed.
o (. The latest revision history for the managed FortiGate does not match the device-level database.
¢ D. Configuration changes directly made on FortiGate have been automatically updated to the device-level database.
Answer: A,C
NEW QUESTION # 34
Exhibit.
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An admmnistrator would like to create three ADOMs on FortiManager with different access levels based on departments. What two
conclusions can you draw from the design shown in the exhibit? (Choose two.)

A. The FortiManager administrator must set the ADOM device mode to Advanced

B. An administrator with the super user profile can access all the VDOMs.

C. The administrator must configure FortiManager in workspace normal mode.

D. Policies and objects databases can be shared between the Financial and HR ADOM:s.

Answer: A,B

Explanation:

Based on the exhibit, the FortiManager administrator is setting up three ADOMs (Administrative Domains) that correspond to
different departments (Financial, HR, and IT). Each ADOM has specificFortiGate devices or VDOMs (Virtual Domains) assigned
to it, with different administrators managing the ADOMs.

Explanation of Options:

* A. The FortiManager administrator must set the ADOM device mode to Advanced.

* This istrue. In FortiManager, when there areVDOMs(Virtual Domains) nvolved, you must set the ADOM toAdvanced modeto
manage VDOMs properly. The IT department ADOM includes different VDOMSs from FortiGate 4 (VDOM 2 and VDOM 3),
which means the ADOM mode must be inAdvancedto support managing VDOMS separately from other ADOMs.

* B. Policies and objects databases can be shared between the Financial and HR ADOMs.

* This isfalse. By default, ADOMs are separate, and policies and objects cannot be shared between them unless they are specifically
designed to do so. The exhibit shows distinct ADOMSs for each department, implying no direct sharing of policies and objects
between Financial and HR ADOM.

* C. An administrator with the super user profile can access all the VDOMs.

* This istrue. A FortiManager administrator with thesuper userprofile hasfull accessto all ADOMs and VDOM, regardless of how
access is restricted for individual administrators. In this case, an admin with the super user profile could access Financial, HR, and IT
ADOM, including all the VDOMs from FortiGate 4.

* D. The administrator must configure FortiManager in workspace normal mode.



* This isfalse. There is no requirement mentioned in the exhibit or scenario that mandates using workspace normal mode.
Workspace mode is more related to how configuration changes are managed (locking, editing, etc.), but it doesn't affect the creation
or access control of ADOMs.

Conclusion:

* Ais correct becauseAdvanced modeis necessary for managing VDOMs within ADOMs.

* Cis correct because asuper usercan access all VDOMs and ADOMs without restrictions.

NEW QUESTION # 35
Which two items does an FGFM keepalive message include? (Choose two.)

A. FortiGate license information

B. FortiGate uptime

C. FortiGate IPS version

D. FortiGate configuration checksum

Answer: C,D

Explanation:
Keepalive messages, including the configuration checksuns, are sent from FortiGate at configured mtervals.
The messages also show the intrusion prevention system (IPS) version of the FortiGate device

NEW QUESTION # 36
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