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(Q134-Q139):
134. Frage 
A systems administrator is configuring new Linux systems and needs to enable passwordless authentication between two of the
servers. Which of the following commands should the administrator use?

A. ssh-keygen -t rsa $$ ssh-copy-id -i ~/.ssh/id_rsa.pub john@server2
B. ssh-agent -i rsa $$ ssh-copy-id ~/.ssh/key john@server2
C. ssh-keyscan -t rsa $$ ssh-copy-id john@server2 -i ~/.ssh/key
D. ssh-add -t rsa $$ scp -rp ~/.ssh john@server2

Antwort: A

Begründung:
ssh-keygen -t rsa generates an RSA key pair.
ssh-copy-id -i ~/.ssh/id_rsa.pub john@server2 copies the public key to the remote server's authorized_keys, enabling passwordless
login.

135. Frage 
A Linux administrator needs to create and then connect to the app-01-imagecontainer. Which of the following commands
accomplishes this task?

A. docker run -it app-01-image
B. docker build -ic app-01-image
C. docker start -td app-01-image
D. docker exec -dc app-01-image

Antwort: A

Begründung:
The docker run -it command both creates a new container from the specified image and attaches to it interactively, which is exactly
what the administrator needs.

136. Frage 
A Linux administrator just finished setting up passwordless SSH authentication between two nodes. However, upon test validation,
the remote host prompts for a password. Given the following logs:
Which of the following is the most likely cause of the issue?

A. The authorized_keys file has the incorrect root permissions assigned.
B. The SELinux policy is incorrectly targeting the unconf ined_u context.
C. The authorized_keys file does not have the correct security context to match SELinux policy.
D. The administrator forgot to restart the SSHD after creating the authorizedjceys file.

Antwort: C

Begründung:
This issue is directly related to SELinux enforcement, which is a key topic in the Security domain of CompTIA Linux+ V8. The logs
clearly indicate that SSH key-based authentication is failing due to an SELinux access control violation rather than a traditional file
permission or SSH configuration problem.
The most important clue is the AVC denial message, which shows that the sshd process is being denied read access to the
authorized_keys file. The security context of the file is listed as unconfined_u:object_r:
home_root_t:s0. Under a targeted SELinux policy, SSH is only permitted to read authorized_keys files that are labeled with the
correct SELinux type, typically ssh_home_t.
Because SELinux is running in enforcing mode, it actively blocks access that violates policy rules, even if standard UNIX
permissions are correct. Although the file permissions (600) are acceptable for an authorized_keys file, SELinux does not rely solely
on traditional permissions. The mismatch between the expected SELinux context and the actual context prevents sshd from
accessing the file, causing SSH to fall back to password authentication.
Option D correctly identifies the root cause: the authorized_keys file does not have the correct SELinux security context. This is a
well-documented Linux+ V8 troubleshooting scenario, commonly resolved by restoring the correct context using commands such as



restorecon or by ensuring the file resides in a properly labeled home directory.
The other options are incorrect. Restarting sshd does not fix SELinux labeling issues. The policy itself is functioning as intended, and
file ownership alone does not override SELinux access controls.
Linux+ V8 documentation emphasizes that SELinux denials must be addressed by correcting file contexts rather than weakening
security controls. Therefore, the correct answer is D.

137. Frage 
A systems administrator needs to check access to all company servers. The administrator uses the following script, which does not
complete:
for i in $(cat /home/user1.file)
do
echo $i
ssh $i uptime
Which of the following is missing from the script?

A. else
B. while
C. done
D. fi

Antwort: C

Begründung:
Shell scripting is a primary method for automating repetitive tasks in Linux. According to the CompTIA Linux+ V8 scripting
objectives, administrators must understand the syntax for various control structures, including loops.
A for loop in Bash and other POSIX-compliant shells has a specific required structure:
* The for statement (to define the iteration).
* The do keyword (to start the block of commands).
* The loop body (the commands to execute).
* The done keyword (to terminate the loop block).
In the script provided, the administrator has correctly initiated the loop with for i in ... and opened the execution block with do.
However, the script lacks the concluding done token. Without done, the shell interpreter will continue waiting for more input or
return a syntax error because it does not know where the loop ends. This is why the script " does not complete " or run correctly.
The other options are related to different control structures. fi (Option A) is the closing token for an if statement, not a for loop. else
(Option B) is an optional branch within an if statement. while (Option C) is a different type of loop entirely and is not a required
token for a for loop.
Therefore, the missing token is verified as done.

138. Frage 
Users are unable to access a server after it is restarted. However, an administrator is able to connect directly to the server through a
console in the server room and sees the following:
Which of the following is the most likely reason for this connectivity issue?

A. The server has no issue with the network and should be restarted to restore functionality
B. The server is not able to obtain an IP address from the DHCP server
C. The server networking cable is plugged into the wrong interface and needs to be moved
D. The server's network card has failed and will need to be replaced with a new networking card

Antwort: B

Begründung:
The interface has a 169.254.x.x address, which is a link-local address typically assigned when DHCP fails. This indicates the server
is not receiving a valid IP address from the DHCP server after the restart.

139. Frage
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