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Salesforce Certified MuleSoft Platform Architect Sample Questions (Q24-
Q29):
NEW QUESTION # 24 
What CANNOT be effectively enforced using an API policy in Anypoint Platform?

A. Backend system overloading
B. Maintaining tamper-proof credentials between APIs
C. Guarding against Denial of Service attacks
D. Logging HTTP requests and responses

Answer: C

Explanation:
Correct Answe r: Guarding against Denial of Service attacks
*****************************************
>> Backend system overloading can be handled by enforcing "Spike Control Policy"
>> Logging HTTP requests and responses can be done by enforcing "Message Logging Policy"
>> Credentials can be tamper-proofed using "Security" and "Compliance" Policies However, unfortunately, there is no proper way
currently on Anypoint Platform to guard against DOS attacks.

NEW QUESTION # 25 
A retail company is using an Order API to accept new orders. The Order API uses a JMS queue to submit orders to a backend
order management service. The normal load for orders is being handled using two (2) CloudHub workers, each configured with 0.2
vCore. The CPU load of each CloudHub worker normally runs well below 70%. However, several times during the year the Order
API gets four times (4x) the average number of orders. This causes the CloudHub worker CPU load to exceed 90% and the order
submission time to exceed 30 seconds. The cause, however, is NOT the backend order management service, which still responds
fast enough to meet the response SLA for the Order API. What is the MOST resource-efficient way to configure the Mule
application's CloudHub deployment to help the company cope with this performance challenge?

A. Permanently increase the size of each of the two (2) CloudHub workers by at least four times (4x) to one (1) vCore
B. Use a vertical CloudHub autoscaling policy that triggers on CPU utilization greater than 70%
C. Permanently increase the number of CloudHub workers by four times (4x) to eight (8) CloudHub workers
D. Use a horizontal CloudHub autoscaling policy that triggers on CPU utilization greater than 70%

Answer: D

Explanation:
Correct Answe r: Use a horizontal CloudHub autoscaling policy that triggers on CPU utilization greater than 70%
*****************************************
The scenario in the question is very clearly stating that the usual traffic in the year is pretty well handled by the existing worker
configuration with CPU running well below 70%. The problem occurs only "sometimes" occasionally when there is spike in the
number of orders coming in.
So, based on above, We neither need to permanently increase the size of each worker nor need to permanently increase the number
of workers. This is unnecessary as other than those "occasional" times the resources are idle and wasted.
We have two options left now. Either to use horizontal Cloudhub autoscaling policy to automatically increase the number of workers
or to use vertical Cloudhub autoscaling policy to automatically increase the vCore size of each worker.
Here, we need to take two things into consideration:
1. CPU
2. Order Submission Rate to JMS Queue
>> From CPU perspective, both the options (horizontal and vertical scaling) solves the issue. Both helps to bring down the usage
below 90%.
>> However, If we go with Vertical Scaling, then from Order Submission Rate perspective, as the application is still being load
balanced with two workers only, there may not be much improvement in the incoming request processing rate and order submission
rate to JMS queue. The throughput would be same as before. Only CPU utilization comes down.
>> But, if we go with Horizontal Scaling, it will spawn new workers and adds extra hand to increase the throughput as more
workers are being load balanced now. This way we can address both CPU and Order Submission rate.



Hence, Horizontal CloudHub Autoscaling policy is the right and best answer.

NEW QUESTION # 26 
An API has been updated in Anypoint Exchange by its API producer from version 3.1.1 to 3.2.0 following accepted semantic
versioning practices and the changes have been communicated via the API's public portal.
The API endpoint does NOT change in the new version.
How should the developer of an API client respond to this change?

A. The API client code ONLY needs to be changed if it needs to take advantage of new features
B. The update should be identified as a project risk and full regression testing of the functionality that uses this API should be
run
C. The API producer should be requested to run the old version in parallel with the new one
D. The API producer should be contacted to understand the change to existing functionality

Answer: A

NEW QUESTION # 27 
An API implementation is deployed to CloudHub.
What conditions can be alerted on using the default Anypoint Platform functionality, where the alert conditions depend on the API
invocations to an API implementation?

A. When the APL invecations originate from a geography different than the API
B. When the API invocations are not over-a- secure TLS/SSL communication channel
C. When the number of API invocations are below a threshold
D. When the API invocations are sent directly to the internal DNS record of the API implementation

Answer: C

Explanation:
Default Alert Capabilities in Anypoint Platform:
Anypoint Platform provides out-of-the-box alerting capabilities for monitoring API invocation conditions, including setting thresholds
for the number of invocations.
Alerts can be configured for conditions such as high or low traffic (invocations exceeding or falling below a defined threshold).
Evaluating the Options:
Option A: Anypoint Platform does not provide direct alerting based on DNS records.
Option B: Anypoint Platform does not provide default alerts based on whether invocations use TLS/SSL; this would require custom
configuration.
Option C: Geolocation-based alerting is not natively supported in Anypoint Platform.
Option D (Correct Answer): Alerts based on API invocation thresholds (e.g., invocations falling below a set threshold) are
supported and can be configured as part of the default Anypoint alerting functionality.
Conclusion:
Option D is correct, as Anypoint Platform allows configuring alerts based on the number of API invocations falling below or
exceeding a threshold.
Refer to MuleSoft's documentation on Anypoint Monitoring and alert configurations for more details.

NEW QUESTION # 28 
A Platinum customer uses the U.S. control plane and deploys applications to CloudHub in Singapore with a default log
configuration.
The compliance officer asks where the logs and monitoring data reside?

A. Logs are held in the United States and monitoring data is held in Singapore
B. Logs and monitoring data are held in Singapore
C. Logs and monitoring data are held in the United States
D. Logs are held in:Singapore and monitoring data is held in the United States

Answer: C

Explanation:



For applications deployed on CloudHub in a foreign region (e.g., Singapore), MuleSoft handles log and monitoring data in the region
where the control plane resides. This data storage policy is standard for CloudHub deployments to maintain centralized log and
monitoring data.
Data Location:
For a U.S.-based control plane, all logs and monitoring data are stored in the United States, regardless of the deployment region.
Although the application itself runs in Singapore, data related to application performance and logs is not localized to the deployment
region.
of Correct Answer (B):
Since the control plane is based in the United States, all operational data like logs and monitoring will also be stored there, ensuring
compliance with MuleSoft's data handling policies.
of Incorrect Options:
Option A and D are incorrect because MuleSoft does not store logs or monitoring data in the application deployment region when
the control plane is located in the United States.
Option C suggests mixed storage, which does not align with MuleSoft's data policy structure.
Reference
For details on data residency in CloudHub deployments, refer to MuleSoft's documentation on CloudHub control planes and data
handling policies.

NEW QUESTION # 29
......
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