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A2 #10
In business continuity planning, the maximum age of the data to restore in the event of a disaster is considered which of the
following?

A. Recovery Time Objective (RTO)
B. Recovery Point Objective (RPO)
C. Maximum Allowable Outage (MAO)
D. Maximum Time Allowed (MTA)

He:. B

Y.

TheRecovery Point Objective (RPO)(D) nbusiness continuity planningdefines the maximum age of data (i.

e., the amount of data loss acceptable) that can be tolerated in a disaster before recovery. It represents the time between the last
backup and the point of failure, indicating potential data loss. For example, an RPO of 4 hours means up to 4 hours of data could be
lost. According toISO 22301, RPO is critical for determining backup and replication strategies.

* Maximum Time Allowed (MTA) (A):Not a standard term in business continuity.

* Recovery Time Objective (RTO) (B):Defines the maximum downtime before recovery, not data loss.

* Maximum Allowable Outage (MAQ) (C)Refers to the maximum time a system can be unavailable, similar to RTO, not data loss.
Reference:EPI CITM study guide, under Business Continuity Management, likely covers RPO and RTO in disaster recovery
planning. Check sections on business continuity metrics or recovery strategies.

AE#11
On behalf of senior management, the Human Resource management department instructs all unit managers to perform appraisal
meetings using SMART conditions. Which method is expected to be followed?

A. Ranking

B. Graphic rating scales

C. Management By Objectives
D. Performance ranking method

HE: C

MY

SMART(Specific, Measurable, Achievable, Relevant, Time-bound) is a goal-setting framework commonly associated
withManagement By Objectives (MBO). MBO involves setting clear, measurable objectives for employees, aligning individual
performance with organizational goals. In appraisal meetings, using SMART conditions ensures that performance goals are clearly
defined and trackable, which is a hallmark of MBO.

Graphic rating scales (B) involve rating employees on a scale for various traits, not necessarily tied to SMART goals. Ranking (C)
and Performance ranking method (D) focus on comparing employees, which doesn't align with SMART's emphasis on individual,
objective-based performance evaluation.

Reference:EPI CITM study guide, under IT Organization, likely discusses performance management and appraisal techniques,
referencing MBO in the context of SMART goal-setting, Refer to sections on human resource management or organizational
performance.

HAE #12
Controls to manage risk have been inplemented and evaluated successfully. Risks are now at the level which the organization is
willing to accept. What is the name of this risk?

o A. Modified risk
o B. Residual risk
e C. Lowered risk
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e D. Reduced risk
Y. B

Y.

Inrisk management, after controls are implemented to mitigate risks, the remaining risk that the organization is willing to accept is
calledresidual risk(C). According to frameworks like[SO/IEC 27001andCOBIT, residual risk represents the level of risk that
persists after applying controls, deemed acceptable based on the organization's risk appetite. For example, if a control reduces the
likelihood or impact of a threat (e.g,, data breach), the remaining exposure is the residual risk, which the organization monitors but
does not further mitigate unless necessary.

* Reduced risk (A):Not a standard term; implies a general decrease but lacks specificity.

* Lowered risk (B):Similar to reduced risk, not a recognized term in risk management frameworks.

* Modified risk (D):Implies risk alteration but is not a standard term for post-control risk levels.

Residual risk is a critical concept in risk management, ensuring organizations understand and accept the remaining exposure after
mitigation efforts.

Reference:EPI CITM study guide, under Risk Management, likely references ISO/IEC 27001 or COBIT, emphasizing residual risk
inrisk assessment and treatment processes. Check sections on risk management frameworks or risk evaluation.

HEE#13
The team responsible for network security has proposed a firewall as the preferred control for the network perimeter. How is this
type of control categorized?

A. Physical corrective control

B. Physical detective control

C. Administrative deterrent control
D. Technical preventive control

3
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Afirewallis categorized as atechnical preventive control(A) minformation security management.

According tolSO/IEC 27001, preventive controls aim to stop security incidents before they occur, and technical controls involve
technology-based solutions. A firewall prevents unauthorized access to the network perimeter by filtering traffic, making it a technical
preventive control.

* Physical detective control (B):Involves physical measures (e.g,, cameras) to detect incidents, not applicable to firewalls.

* Administrative deterrent control (C):Involves policies or procedures to discourage violations, not technology-based.

* Physical corrective control (D):Addresses physical issues post-incident, not relevant to firewalls.

Reference:EPI CITM study guide, under Information Security Management, likely references ISO/IEC

27001's control categories, emphasizing technical preventive controls. Check sections on security controls or network security.

EE2 #14
Senior management is concerned fraudulent activities may take place during large financial transactions. To reduce the risk of fraud,
it expects the proper controls to be in place. Which security principle is in need of the highest attention?

A. Reliability

B. Integrity

C. Availability

D. Confidentiality

.|
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To reduce the risk of fraud in large financial transactions, the security principle ofintegrity(C) requires the highest attention. Integrity,
as perISO/IEC 27001's CIA triad (Confidentiality, Integrity, Availability), ensures that data is accurate, complete, and unaltered.
Fraud often involves manipulating transaction data, so controls like data validation, checksurs, or audit trails are critical to maintain
ntegrity and prevent unauthorized changes.

* Confidentiality (A)Protects data from unauthorized access, less directly related to fraud prevention.

* Availability (B):Ensures system access, not the primary concern for fraud.

* Reliability (D):Not a standard CIA triad principle; may relate to system performance but not fraud.



Reference:EPI CITM study guide, under Information Security Management, likely references the CIA triad, emphasizing integrity for
fraud prevention. Check sections on security principles or fraud controls.
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