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CrowdStrike Certified Identity Specialist(CCIS) Exam Sample Questions
(Q56-Q61):

NEW QUESTION # 56
How does Identity Protection extend the capabilities of existing multi- factor authentication (MFA)?

A. Implementation of a second-layer security control using policy rules as it detects risky or abnormal behaviors
B. Identity Protection will replace third-party MFA and trigger as it detects risky or abnormal behaviors

C. Identity Protection is not going to detect risky user behavior

D. Identity Protection does not support on-premises MFA connectors

Answer: A

Explanation:

Falcon Identity Protection is designed toextend-not replace-existing MFA solutions. According to the CCIS curriculum, Identity
Protection enhances MFA by adding arisk-driven, policy-based enforcement layerthat dynamically triggers MFA challenges when
risky or abnormal identity behavior is detected.

Rather than applying MFA uniformly, Falcon evaluates authentication context such as behavioral deviation, privilege usage, and
anomaly detection. When risk thresholds are exceeded, Policy Rules can enforce MFA through integrated connectors, providing
adaptive, Zero Trust-aligned authentication.

The incorrect options misunderstand Falcon's role. Identity Protection does detect risky behavior, does not replace MFA providers,
and fully supports both cloud and on-premises MFA connectors.

Because Falcon adds itelligence-driven enforcement on top of MFA,Option Ais the correct and verified answer.

NEW QUESTION # 57
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By using compromised credentials, threat actors are able to bypass theExecutionphase of the MITRE ATT&CK framework and
move directly into:

A. Discovery

B. Initial Access

C. Lateral Movement
D. Weaponization

Answer: A

Explanation:

The CCIS curriculum highlights a critical identity-security concept: when attackers usecompromised credentials, they often bypass
traditional malware-based attack phases, including theExecutionphase of the MITRE ATT&CK framework. Because no malicious
code needs to be executed, attackers can immediately begin interacting with the environment as a legitimate user.

As a result, threat actors move directly into theDiscoveryphase. During Discovery, attackers enumerate users, groups, privileges,
systerms, domain relationships, and trust paths to understand the environment and plan further actions. This behavior is commonly
observed in identity-based attacks and living-off-the-land techniques.

Falcon Identity Protection is specifically designed to detect this behavior by monitoring authentication traffic, privilege usage, and
anomalous identity activity-areas where traditional EDR tools may have limited visibility.

The other options are incorrect:

* Initial Access has already occurred via credential compromise.

* Weaponization and Execution are not required.

* Lateral Movement typically follows Discovery.

Because conpromnised credentials allow attackers to jump straight intoDiscovery,Option Cis the correct and verified answer.

NEW QUESTION # 58
Where would a Falcon administrator enable authentication traffic inspection (ATI) for Domain Controllers?

A. Identity configuration policies
B. Identity protection settings

C. Identity management settings
D. Identity detection configuration

Answer: A

Explanation:

Authentication Traffic Inspection (ATI) is a foundational capability of Falcon Identity Protection that enables the platform to analyze
authentication traffic from domain controllers. According to the CCIS documentation, ATI is enabled throughldentity configuration
policies.

Identity configuration policies define how the Falcon sensor captures and inspects authentication-related traffic, including Kerberos,
NTLM, LDAP, and other identity protocols. Enabling ATI at this level ensures that domain controllers provide the necessary
telemetry for identity risk analysis, detections, and behavioral profiling.

The other options are incorrect because:

* Jdentity management settings focus on identity governance and administration.

* Identity detection configuration controls detection logic, not traffic inspection.

* Identity protection settings manage high-level configuration but do not directly enable ATI.

Because ATI must be explicitly enabled vialdentity configuration policies,Option Ais the correct and verified answer.

NEW QUESTION # 59
How does CrowdStrike Falcon Identity Protection help customers identify different types of accounts in their domain?

A. Analyzes authentication traffic and automatically classifies programmatic and human accounts
B. Conducts regular vulnerability assessments on programmatic accounts

C. Implements advanced encryption algorithis for account metadata

D. Assigns a human authorizer to each programmatic account for approval

Answer: A

Explanation:



Falcon Identity Protection automatically differentiateshuman and programmatic accountsby analyzing authentication traffic patterns.
According to the CCIS curriculum, the platform uses behavioral analytics to observe how accounts authenticate, including frequency,
protocol usage, timing, and access patterns.

Human users typically authenticate interactively and exhibit variable behavior, while programmatic or service accounts authenticate
predictably and non-interactively. Falcon leverages these differences to automatically classify account types without requiring manual
tagging or administrative nput.

This classification is critical for accurate risk scoring, privilege analysis, and detection logic. Programmatic accounts often carry
elevated privileges and long-lived credentials, making them attractive targets for attackers. Automatically identifying them allows
Falcon to apply appropriate risk models and detections.

Because Falcon usesauthentication traffic analysisto classify account types,Option Cis the correct and verified answer.

NEW QUESTION # 60
Which of the following best describes how Policy Group and Policy Rule precedence works?

¢ A. Policy Groups are evaluated in the order in which the groups appear on the page; however, Policy Rules within those
groups have no precedence

¢ B. Policy Groups are evaluated in the order in which the groups appear on the page. The Policy Rules within those groups are
evaluated in the order in which they appear in the group

e C. There is no precedence with Policy Groups or Policy Rules; they enact policy if the conditions match

¢ D. Policy Groups only group Policy Rules together. Precedence is dictated by the Rules

Answer: B

Explanation:

Falcon Identity Protection enforces determmnistic policy execution using a clear and predictable precedence model. As outlined in the
CCIS curriculum, Policy Groups are evaluated top to bottom, based on their order in the console. Within each Policy Group, Policy
Rules are evaluated sequentially, also from top to bottom

This ordered evaluation ensures consistent enforcement behavior and allows administrators to design layered identity controls. When
a rule's conditions are met and an action is executed, subsequent rules may or may not be evaluated depending on rule logic and
configuration. This model gives administrators precise control over enforcement priority.

The incorrect options misunderstand how precedence works. Policy enforcement is not unordered, nor are Policy Groups merely
visual containers. Both grouping and rule order matter.

This precedence model is critical for avoiding conflicting enforcement actions and aligns with Zero Trust principles by ensuring
predictable, auditable identity enforcement. Therefore, Option A is the correct answer.

NEW QUESTION # 61
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