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more suitable for users of various cultural levels. If just only one or two plates, the user will inevitably be tired in the process of
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Exam Dumps have free demo for you to have a try, so that you can know what the complete version is like. We offer you fiee
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Fortinet NSE 4 - FortiOS 7.6 Administrator Sample Questions (Q106-Q111):

NEW QUESTION # 106
Refer to the exhibit, which shows a routing table.
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Network = Gateway IP == Interfaces ==  Distance: Metric<>  Priority < Type
10.0.11.0/24 0.0.00 W port4 0 0 0 Connected
10.0.12.0/24  0.0.00 W port5 0 0 0 Connected
o013 Tm #port6 0 0 0 Connected
P1i)€§5%§4 0.0.00 ET ®port2 0 0 0 Connected
100.66.0.024 0.0.0.0 #port3 0 0 0 Connected
172.20.1.0/24 100.66.0.254 ®pori3 9 0 2 Connected
192.168.0.0/16 0.0.0.0 Sport1 0 0 0 Connected

An administrator wants to create a new static route so the traffic to the subnet 172.20.1.0/24 is routed through port2 only.
What are the two criteria that the administrator can use to achieve this objective? (Choose two.)

A. The new static route must have the priority set to 3.

B. The existing static route through port3 must have the distance set to 11.
C. The new static route must have the distance set to 9.

D. The new static route must have the metric set to 1.

Answer: A,B

Explanation:

Currently, subnet 172.20.1.0/24 is routed through port3 with distance 9 and priority 2. To force routing through port2, the
administrator must:

- Increase the distance of the existing route via port3 (e.g., to 11), making it less preferred.

- Configure the new static route on port2 with a higher priority value (e.g., 3) so it overrides the current port3 route when distances
are equal

NEW QUESTION # 107

Refer to the exhibits. An administrator configured the Web Filter Profile to block access to all social networking sites except
Facebook. However, when users try to access Facebook.com, they are redirected to a FortiGuard web filtering block page.
Based on the exhibits, which configuration change must the administrator make to allow Facebook while blocking all other social
networking sites?



Web filter configuration
Edit Web Filter Profile

Featureset QEENE=EZM Proxy-based

@ FortiGuard Category Based Filter

@ Allow @ Monitor = @ Block Warning Authenticate
Name Action
| Web-based Applications | @ Allow R
Entertainment @ Allow
Arts and Culture @ Allow
Education @ Allow

' Health and Wellness ® Allow om

P Allow users to override blocked categories

2 SearchEngines

Enforce 'Safe Search' on Google, Yahoo!, Bing, Yandex (B
© Static URL Filter

Block invalid URLs C

URL Filter O
# Edit W Delete Search Q
URL Type Action Status

www facebook.com Wildcard @& Monitor & Enable



Block page

LERTINET

FortiGuard Intrusion Prevention
- Access/Blocked

Web Page Blocked

You have tried to access a web page that is in violation of your
Internet usage policy.

Category Social Networking
URL https://www facebook.com/

To have the rating of this web page re-evaluated please click here.
= T I

A. Change the Feature set of Web Filter Profile as Proxy-based.

B. Change the type as Simple in the Static URL Filter section.

C. Set the Social Networking action as warning in the FortiGuard Category Based Filter.
D. Set the Action as Exempt for www.facebook.comin the Static URL Filter.

Answer: D

Explanation:

The FortiGuard category filter is blocking Social Networking, which includes Facebook. Although a static URL filter entry for
www.facebook.com exists, its action is set to Monitor, so it does not override the category block. To allow Facebook while
blocking other social networking sites, the action for www.facebook.com in the Static URL Filter must be set to Exempt. This
explicitly bypasses category filtering for that URL.

NEW QUESTION # 108
‘Which three statements explain a flow-based antivirus profile? (Choose three.)

e A Ifawvirus is detected, the last packet is delivered to the client.
¢ B. Flow-based inspection uses a hybrid of the scanning modes available in proxy-based inspection.
e (. Flow-based inspection optimizes performance compared to proxy-based inspection.



e D. FortiGate buffers the whole file but transmits to the client at the same time.
¢ E. The IPS engine handles the process as a standalone.

Answer: B,C,D

Explanation:

Flow-based antivirus buffers the entire file while simultaneously transmitting data to the client to minimize latency.
Flow-based inspection combines multiple scanning techniques from proxy-based modes for efficient detection.
Flow-based inspection provides better performance by processing traffic on the fly without full proxy overhead.

NEW QUESTION # 109

An admmistrator needs to analyze and resolve port conflicts between SSL VPN and HTTPS administrative access on the same
mterface.

In which two ways can this be done? (Choose two.)

¢ A. Run SSL VPN on one interface using port 443 and enable HTTPS administrative access on a different interface, also using
port 443.

¢ B. Keep port 443 for both SSL VPN and HTTPS administrative access on the same interface without any problemns.

e C. Disable SSL VPN if HTTPS admunistrative access is using port 443 on any interface.

¢ D. Change the port number for either the SSL VPN service or the HTTPS administrative service if both are on the same
mterface.

Answer: A,D

Explanation:

You can keep port 443 for SSL VPN on one interface and also use port 443 for HTTPS admin access on a different nterface.
Since the services are bound to different nterfaces, no conflict occurs.

Ifboth SSL. VPN and HTTPS admin access are required on the same interface, you must change the port number for one of the
services to avoid a port conflict.

NEW QUESTION # 110
An administrator manages a FortiGate model that supports NTurbo.
How does NTurbo enhance performance for flow-based inspection?

A. NTurbo creates a special data path to redirect traffic between the IPS engine its ingress and egress interfaces.
B. NTurbo offloads traffic to the content processor.

C. NTurbo creates two inspection sessions on the FortiGate device.

D. NTurbo buffers the whole file and then sends it to the antivirus engine.

Answer: A

Explanation:
NTurbo creates a special data path to redirect traffic from the ingress interface to the IPS engine, and from the IPS engine to the
egress interface.

NEW QUESTION # 111
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