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¢ Al Technologies and Controls: This section of the exam measures the expertise of Al Security Architects
and assesses knowledge in designing secure Al architecture and controls. It addresses privacy, ethical, and

FH1 trust concerns, data management controls, monitoring mechanisis, and security control implementation

tailored to Al systems.

¢ Al Governance and Program Management: This section of the exam measures the abilities of Al Security

Governance Professionals and focuses on advising stakeholders in implementing Al security through
FH 2 governance frameworks, policy creation, data lifecycle management, program development, and incident
response protocols.

¢ Al Risk Management: This section of the exam measures the skills of Al Risk Managers and covers
assessing enterprise threats, vulnerabilities, and supply chain risk associated with Al adoption, including

=M 3 . .
risk treatment plans and vendor oversight.

Z| &l Isaca Certification AAISM FE2MEZ2E2A (092-Q97):

AR #92
Which of the following is the MOST effective action an organization can take to address data security risk when using generative Al
features n an application?

A. Require opt-out provisions for data usage in service agreements

B. Rely on the Al provider's independent third-party audit reports for assurance

C. Establish policies and awareness training for acceptable use of Al

D. Establish guidelines and best practices with third parties for intellectual property ownership
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AAISM directs organizations to manage third-party Al risks through contractual and technical controls that explicitly govern data
use, retention, training/fine-tuning, isolation, and deletion. The most effective data- security action when consuming generative Al
features is to require enforceable opt-out provisions that prohibit the provider from using the organization's data for training or
secondary purposes and that mandate retention limits and secure deletion. Third-party audit reports (A) provide assurance but do
not guarantee provider behavior for your specific data; awareness policies (B) are necessary but insufficient to control external
processing; IP ownership guidelines (D) address legal rights, not data-security risk.

References: Al Security Management™ (AAISM) Body of Knowledge - Third-Party/Procurement Controls; Data Use & Retention
Clauses; Training/Fine-tuning Opt-Out; Secure Deletion and Purpose Limitation.

A2 #93
An automotive manufacturer uses Al-enabled sensors on machinery to monitor variables such as vibration, temperature, and
pressure. Which of the following BEST demonstrates how this approach contributes to operational resilience?

A. Scheduling repairs for critical equipment based on real-time condition monitoring
B. Conducting monthly manual reviews of maintenance schedules

C. Automating equipment repairs without any human intervention

D. Performing regular maintenance based on manufacturer recommendations
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AAISM highlights that Al-enabled predictive maintenance improves operational resilience by using real-time sensor monitoring to
schedule repairs based on actual conditions rather than fixed schedules. This prevents unexpected breakdowns, reduces downtime,
and ensures continuity of operations. Regular maintenance based on recommendations is static and may not reflect real conditions.
Manual reviews are slow and inefficient.

Full automation of repairs without human oversight is not realistic or safe in critical manufacturing, The approach that best



demonstrates resilience is real-time condition-based repair scheduling.

References:

AAISM Study Guide - Al Risk Management (Operational Resilience and Predictive Maintenance) ISACA Al Security
Management - Al for Critical Infrastructure Reliability

AE #9%
A newly hired programmer suspects that the organization's Al solution is inferring users' sensitive information and using it to advise
future decisions. Which of the following is the programmer's BEST course of action?

A. Alert the CIO to the risk

B. Conduct a code review

C. Suggest fine-tuning the Al solution
D. Inform the governance panel

HE: D
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AAISM directs personnel to use established Al governance channels for suspected privacy, ethics, or compliance risks. The
governance panel (risk, privacy, legal/compliance, security, product/data science) is chartered to triage, record, investigate, and
direct remediation for potential inference of sensitive attributes and resulting decision impacts. Direct technical action (A or C)
bypasses due process and accountability; escalating directly to a single executive (B) lacks the structured, cross-functional oversight
required for regulated and ethical Al risk handling,

References:Al Security Management™ (AAISM) Body of Knowledge: Al Governance Operating Model; Roles & Responsibilities;
Risk Intake and Triage for Privacy/Inference Risks. AAISM Study Guide: Ethics & Responsible Al Escalation Pathways;
Governance Board Procedures; Documentation and Decision Records.

EE #95
A critical Al system shows biased outcomes. What is the BEST course of action?

A. Conduct audits of data and model

B. Activate the kill switch

C. Retrain the model with a new diverse dataset

D. Performroot cause analysis to identify mitigation
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AAISM emphasizes root cause analysis as the primary step when Al behavior deviates unexpectedly. RCA determines whether
issues stem from

* data drift

* model drift

* poisoned data

* missing features

* logic errors

* configuration changes

Retraining (D) may be required later, but only after RCA. Kill switches (A) are last-resort tools. Audits (B) help but are narrower
than RCA.

References: AAISM Study Guide - Incident Response for Al; Root Cause First Principle.
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EE #96
Which of the following actions BEST enables the evaluation of bias during an Al impact assessment?

A. Assessing the Al systen's training data to ensure it represents all relevant end-user groups

B. Comparing the Al system's output against historical data benchmarks

C. Measuring the Al system's performance processing speed under predefined varying workloads
D. Analyzing the Al system's reaction time under peak workload conditions

HE: A



MH.

The most direct and effective way to evaluate bias risk is to assess representativeness and coverage of the training data against all
relevant user groups and contexts. Bias frequently originates from imbalanced, unrepresentative, or systematically skewed datasets.
Ensuring demographic and contextual coverage, verifying labeling quality, and checking subgroup performance are foundational steps
in bias evaluation and mitigation planning. Output benchmarking can surface symptoms but is insufficient without data
representativeness analysis; latency and throughput measurements are performance concerns, not bias assessments.

References:* Al Security Management (AAISM) Body of Knowledge: Al Risk Identification and Treatment - bias sources in data
and methods for representativeness assessment® Al Security Management Study Guide: Bias and fairness evaluation methods;
subgroup coverage analysis; data quality and labeling assurance
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