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HMA #60

Company XYZ is in the process of identifying which transport mechanism(s) to use as their WAN technology. Their main two
requirerments are:

* A technology that could offer DPI, SLA, secure tunnels, privacy, QoS, scalability, reliability, and ease of management.

* A technology that is cost-effective.

‘Which WAN technology(ies) should be included in the design of company XYZ?

¢ A Internet should be the preferred option because it is cost-effective and supports BFD, IP SLA, and IPsec for secure
transport over the public Internet.

¢ B. Software-defined WAN should be the preferred choice because it complements both technologies, covers all the required
features, and it is the most cost-effective solution.

e C. MPLS neets all these requirements and it is more reliable than using the Internet. It is widely used with defined best
practices and an industry standard.

¢ D. Both technologies should be used. Each should be used to back up the other one; where the primary links are MPLS, the
Internet should be used as a backup link with [Psec (and vice versa).

Ef#: B

fEE L2

* SD-WAN integrates multiple underlay transport options (Internet, MPLS, LTE) while delivering advanced features like DPI
(Deep Packet Inspection), SLA monitoring, QoS, encryption, scalability, and centralized management.

* It provides policy-based path selection, cost optimization, and rapid deployment.

* SD-WAN is widely regarded as a modern WAN design solution fully aligned with CCDE v3.1 design principles for cost-effective
and flexible WAN architectures.

Why other options are incorrect:

* B: Internet alone cannot deliver consistent SLA or QoS guarantees.

* C: Hybrid MPLS + Internet may work but is more complex and costly; SD-WAN natively supports such hybrid models.

* D: MPLS offers SLAs but lacks flexibility, DPI, and cost-effectiveness compared to SD-WAN.

E R #61

You have been tasked with designing a data center interconnect to provide business continuity You want to encrypt the traffic over
the DCI using IEEE 802 1AE MACsec to prevent the deployment of any firewall or IPS. Which two interconnect technologies
support MACsec? (Choose two.)

A. KVPLS

B. GET VPN

C. MPLS Layer 3 VPN
D. DMVPN

E. EoMPLS

IEf#: A\ E
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The security department at a bank is evaluating its data governance policy. A security officer requests that processes be developed
to define who within the bank has authority and control over data assets and how the data assets can be used. The security officer
also states that the policy must encompass the users, processes and technologies needed to manage and protect the data assets.
What are two goals of the new data governance policy? (Choose two.)


https://www.goshiken.com/Cisco/400-007-free-shiken.html

A. Increase the value of the data.

B. Decrease the size of the data.

C. Support network segmentation.

D. Enforce data encryption at rest and in transit.
E. Establish internal rules for data use.

Eﬁ: A\ E

et
Data governance establishes internal rules for data use by defining ownership, authority, and control.
By ensuring proper management and protection, data governance increases the value of the data as a trusted business asset.
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Refer to the exhibit. A solution architect is tasked with designing a quick fault detection and convergence solution based on a set of
requirements:

- Due to the use of voice applications, users must ideally not

experience traffic disruption in excess of 100 milliseconds in case of

Iink or node failures in OSPF area 100.

- The enterprise requires the network to be highly available.

- Traffic must quickly switch to another path without waiting for the

OSPF dead mterval to kick in.

What can be included in the design in order to meet these requirements?

OSPF Area 0

Business
Voice user

e A. Adjust SPF delay and LSA interval timers in OSPF protocol.

e B. Enable IP SLA tracking with next hop to OSPF peer.

¢ C. Make OSPF peers use BFD and set the BFD timers to an appropriate value.

e D. Use fault propagation timers specified in milliseconds for the OSPF SPF algorithm

EfE: C
it L -

Bidirectional Forwarding Detection (BFD) provides sub-second failure detection independent of OSPF hello/dead timers; integrating
BFD with OSPF area 100 and setting aggressive BFD timers enables <100 ns fault detection and rapid path switchover.

HR #o64



Refer to the exhibit. An engineer is designing the network for a multhomed customer running in AS 111. AS 111 does not have any
other ASs connected to it. Which technology is more comprehensive to use in the design to make sure that the AS is not being used
as a transit AS?
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e A Include a prefix list to only receive routes from neighboring ASs.
e B. Use the local preference attribute to configure your AS as a "non-transit" AS.
¢ C. Include an AS path access list to send routes to the neighboring ASs that only have an empty AS path field.
¢ D. Configure the AS-set attribute to allow only routes from AS 111 to be propagated to the neighbor ASs.

IEf: C

R -

Using an AS path access list helps ensure that only routes originating from the customer AS (AS

111) are advertised to another ASs. By filtering routes with an empty AS path field, AS 111 can prevent being used as a transit AS
by disallowing routes coming from another ASs. This is a more comprehensive approach compared to other methods in the options
provided.
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