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ER #196
A developer is updating an Amazon API Gateway REST API to have a mock endpoint. The developer wants to update the
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integration request mapping template so the endpoint will respond to mock integration requests with specific HTTP status codes
based on various conditions.

A. {ifl $input.params('integration’) = "mock" ) "statusCode": 404 else "statusCode": 500 end }
B. {iff $context.integration.status ) "statusCode": 200 else "statusCode": 500 end }

C. { il $input.path("integration”) ) "statusCode": 200 else "statusCode404 end }

D. {if{ $input.params('scope') = "internal" ) "statusCode": 200 else "statusCode": 500 end }

IEf#: B
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Comprehensive Detailed Step by Step Explanation with All AWS Developer References:

In this scenario, the developer is configuring a mock integration in API Gateway. The integration request mapping tenplate allows
you to map the incoming request data to a format that the API expects. For mock integration, it's common to return specific HTTP
status codes based on the conditions.

* Using $context.integration.status: The $context.integration.status variable refers to the status of the API Gateway integration, which
is useful for generating responses based on the condition. Option D correctly uses this variable to determine the HTTP status code,
returning 200 for a successful mock request or 500 for a failure.

* Alternatives:

* Options A, B, and C do not use the correct context variables for handling mock integrations.

These options would not return the correct status codes based on the actual integration status.

API Gateway Mapping Templates and Accessing Context Variables

HA #197

A company has deployed an application on AWS Elastic Beanstalk. The company has configured the Auto Scaling group that is
associated with the Elastic Beanstalk environment to have five Amazon EC2 instances. Ifthe capacity is fewer than four EC2
nstances during the deployment, application performance degrades. The company is using the all-at-once deployment policy.
What is the MOST cost-effective way to solve the deployment issue?

A. Change the deployment policy to rolling with additional batch. Specify a batch size of 1.
B. Change the deployment policy to rolling, Specify a batch size of 2.

C. Change the Auto Scaling group to six desired instances.

D. Change the deployment policy to traffic splitting. Specify an evaluation time of 1 hour.

EfE: A

R #198
A user wants to achieve High Availability with PostgreSQL DB. Which of the below mentioned functionalities helps achieve HA?

A. PostgreSQL does not support HA
B. Multi AZ

C. Read Replica

D. Multi region

EfE: B
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The Multi AZ feature allows the user to achieve High Availability. For Multi AZ, Amazon RDS automatically provisions and
maintains a synchronous "standby" replica in a different Availability Zone.
http/docs.aws.amazon.con’AmazonRDS/latest/UserGuide/Welcome. html

M #199

A company is adding stored value for gift card) capability to its highly popular casual gaming website. Users need to be able to trade
this value for other users' iterms on the platform. This would require both users' records be updated as a single transaction, or both
users' records to be completely rolled back.

‘Which AWS database options can provide the transactional capability required for this new feature? (Select TWO )



A. Amazon Aurora MySQL with operations made within a transaction block

B. Amazon DynamoDB with operations made with the ConsistentRead parameter set to true
C. Amazon ElastiCache for Memcached with operations made within a transaction block

D. Amazon Redshift with operations made within a transaction block

E. Amazon DynamoDB with reads and writes made using Transact" operations

Eﬁ: A\ E
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A healthcare company uses AWS Amplify to host a patient management system. The systemuses Amazon API Gateway to expose
RESTful APIs. The backend logic of the system is handled by AWS Lammbda finctions.

One of the Lambda finctions receives patient data that includes personally identifiable information (PII). The Lambda finction sends
the patient data to an Amazon DynamoDB table. The company must encrypt all patient data at rest and in transit before the data is
stored in DynamoDB.

e A Use an AWS Step Functions workflow to transfer the data to an Amazon SQS queue. Configure a Lambda finction to
encrypt the data in the queue before sending the data to the DynamoDB table.

¢ B. Use AWS managed AWS KMS keys to encrypt the data in the DynamoDB table.

e C. Configure a DynamoDB stream on the table to nvoke a Lambda finction. Configure the Lambda finction to use an AWS
KMS key to encrypt the DynamoDB table and to update the table.

¢ D. Configure the Lambda function to use AWS KMS keys with the AWS Database Encryption SDK to encrypt the patient
data before sending the data to DynamoDB.

Ef#: D
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* Why Option A is Correct:Encrypting PII at rest and in transit before storing it in DynamoDB ensures end-to-end security. Using
the AWS Database Encryption SDK with KMS keys allows the Lambda fimction to encrypt data before transmission, meeting
security and compliance requirements.

* Why Other Options are Incorrect:

* Option B: While AWS-managed KMS keys encrypt DynamoDB data at rest, they do not encrypt data i transit.

* Option C: DynamoDB streans process updates after the data is written to the table, failing to encrypt PII in transit.

* Option D: Step Functions and SQS add unnecessary complexity and still require encryption logic for both transit and at rest.
* AWS Documentation References:

* Encrypting Data in DynamoDB

* AWS Database Encryption SDK
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