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HP #25
Which of'the following is not the Kubernetes AutoScaling Strategy?

¢ A Load Balancing AutoScaler
e B. Cluster Autoscaler

¢ C. Horizontal Pod Autoscaler
e D. Vertical Pod Autoscaler

Ef: A

fE L
https/learnk8s.io/kubernetes-autoscaling-strategies

In Kubernetes, several things are referred to as "autoscaling", including:

« Horizontal Pod Autoscaler.

« Vertical Pod Autoscaler.

» Cluster Autoscaler.
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B #26

What is the most common way to scale the application in the cloud environment?

e A Parallel Scaling
¢ B. Vertical Scaling
¢ C. Horizontal Scaling

Ef#: C

R -
httpsz/kubernetes.io/docs/tasks/run-application/horizontal-pod-autoscale/

B #27
‘Which one of the following is an open source runtime security tool?


https://www.passtest.jp/KCNA-exam.html

A Ixd

B. falco

C. gVisor

D. containerd

EM: B
s

The correct answer is C: Falco. Falco is a widely used open-source runtime security tool (originally created by Sysdig and now a
CNCF project) designed to detect suspicious behavior at runtime by monitoring system calls and other kernel-level signals. In
Kubernetes environments, Falco helps identify threats such as unexpected shell access in containers, privilege escalation attempts,
access to sensitive files, anomalous network tooling, crypto-mining patterns, and other behaviors that indicate compromise or policy
violations.

The other options are not primarily "runtime security tools" in the detection/alerting sense:

containerd is a container runtime responsible for executing containers; it's not a security detection tool.

Ixd is a system container and VM manager; again, not a runtime threat detection tool.

gVisor is a sandboxed container runtime that improves isolation by interposing a user-space kernel; it's a security mechanism, but the
question asks for a runtime security tool (monitoring/detection). Falco fits that definition best.

In cloud-native security practice, Falco typically runs as a DaemonSet so it can observe activity on every node. It uses rules to
define what "bad" looks like and can emit alerts to SIEM systems, logging backends, or incident response workflows. This
complements preventative controls like RBAC, Pod Security Admission, seccomp, and least privilege configurations. Preventative
controls reduce risk; Falco provides visibility and detection when something slips through.

Therefore, among the provided choices, the verified runtime security tool is Falco (C).

P #28
Which of'the following Kubernetes components is responsible for authenticating and authorizing users who access the Kubernetes

API?

A. kube-proxy
B. kubelet

C. kubectl

D. apiserver
E. eted

IEf#: D

fi e«

The Kubernetes API server (apiserver) is responsible for authenticating and authorizing users who access the Kubernetes API. It
enforces access control rules based on RBAC (Role-Based Access Control) configurations. The apiserver acts as the central
control point for all Kubernetes interactions, ensuring secure and controlled access to cluster resources.

R #29
What is the primary finction of the Kubernetes control plane?

A. Manages the lifecycle of Pods, ensuring that they are running as intended.

B. Provides a central point of control and management for the Kubernetes cluster.

C. Schedules Pods to nodes based on resource availability and node affinity

D. Provides a secure and reliable connection between the Kubermetes control plane and nodes.
E. Enables communication between Pods and services within a Kubernetes cluster.

Ef#: B

AR :
The Kubernetes control plane is responsible for managing the overall state and behavior of the cluster- It provides a central point of
control, ensuring that all components are running as expected and that the cluster is operating efficiently.

HR #30
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