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Amazon AWS Certified SysOps Administrator - Associate (SOA-C02) Sample
Questions (Q309-Q314):

NEW QUESTION # 309

A company has an Amazon CloudFront distribution that uses an Amazon S3 bucket as its origin. During a review of the access logs,
the company determines that some requests are going directly to the S3 bucket by using the website hosting endpoint. A SysOps
administrator must secure the S3 bucket to allow requests only from CloudFront.

‘What should the SysOps admmistrator do to meet this requirement?
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A. Update the S3 bucket policy to allow access only from the CloudFront distribution. Remove access to and from other

principals in the S3 bucket policy. Disable website hosting. Create a new origin, and specify the S3 bucket as the new origin.

Update the distribution behavior to use the new origin. Remove the existing origin.

¢ B. Create an origin access identity (OAI) in CloudFront. Associate the OAI with the distribution. Update the S3 bucket
policy to allow access only from the OAL Create a new origin, and specify the S3 bucket as the new origin. Update the
distribution behavior to use the new origin. Remove the existing origin.

¢ (. Create an origin access identity (OAI) in CloudFront. Associate the OAI with the distribution. Remove access to and from
other principals in the S3 bucket policy. Update the S3 bucket policy to allow access only from the OAL.

¢ D. Create an origin access identity (OAI) in CloudFront. Associate the OAI with the distribution. Update the S3 bucket

policy to allow access only from the OAL Disable website hosting. Create a new origin, and specify the S3 bucket as the new

origin. Update the distribution behavior to use the new origin. Remove the existing origin.

Answer: C

Explanation:

To secure the S3 bucket and allow access only from CloudFront, the following steps should be taken:

Create an OAI in CloudFront:

In the CloudFront console, create an origin access identity (OAI) and associate it with your CloudFront distribution.
Reference:

Update S3 Bucket Policy:

Modify the S3 bucket policy to allow access only from the OAI This involves adding a policy staterment that grants the OAIL
permission to get objects from the bucket and removing any other public access permissions.

Exanple Policy:

json

Copy code

{

"Version™ '"2012-10-17",

"Statement": |

{

"Effect™: "Allow",

"Principal": {

"AWS": "arn:aws:iam:cloudfront:user/CloudFront Origin Access Identity E3BEXAMPLE"

>
"Action”: "s3:GetObject",

"omn,

"Resource"; "arn:aws:s3::example-bucket/*"

}

]

}

Test Configuration:

Ensure that the S3 bucket is not publicly accessible and that requests to the bucket through the CloudFront distribution are
successful.

NEW QUESTION # 310

A company runs its web application on multiple Amazon EC2 instances that are part of an Auto Scaling group. The company wants
the Auto Scaling group to scale out as soon as CPU utilization rises above 50% for the instances.

How should a SysOps administrator configure the Auto Scaling group to meet these requirements?

A. Configure the Auto Scaling group to scale based on a schedule.

B. Configure the Auto Scaling group to scale based on events.

C. Configure the Auto Scaling group to scale dynamically based on demand.
D. Configure the Auto Scaling group to use predictive scaling.

Answer: C

Explanation:

To ensure that the Auto Scaling group scales out when CPU utilization rises above 50%, the administrator should configure the Auto
Scaling group to dynamically scale based on demand. This is achieved by setting up a scaling policy that triggers based on specific
CloudWatch alarms-like CPU utilization exceeding 50%. This dynamic scaling method directly responds to changes in workload,
ensuring that resources are allocated efficiently and promptly as demand increases. Option C is the correct answer, aligning with best
practices for managing EC2 Auto Scaling based on real-time metrics. Further guidance is available n AWS documentation on



dynamic scaling Dynamic Scaling for EC2.

NEW QUESTION # 311

A company has deployed a web application in a VPC that has subnets in three Availability Zones. The company launches three
Amazon EC2 instances froman EC2 Auto Scaling group behind an Application Load Balancer (ALB).

A SysOps administrator notices that two of the EC2 instances are in the same Availability Zone, rather than being distributed evenly
across all three Availability Zones. There are no errors in the Auto Scaling group's activity history.

‘What is the MOST likely reason for the unexpected placement of EC2 instances?

A. One Availability Zone did not have sufficient capacity for the requested EC2 instance type.
B. Amazon EC2 Auto Scaling randomly placed the instances in Availability Zones.

C. The ALB was configured for only two Availability Zones.

D. The Auto Scaling group was configured for only two Availability Zones.

Answer: A

Explanation:

The most likely reason for the unexpected placement of EC2 instances is that one Availability Zone did not have sufficient capacity
for the requested EC2 instance type.

Capacity Constraints:

AWS manages EC2 mstance placement based on available capacity in the Availability Zones.

Ifa particular Availability Zone does not have enough capacity for the instance type you requested, AWS will place instances in
other Availability Zones with sufficient capacity.

Auto Scaling Group Configuration:

Even if the Auto Scaling group is configured to use all three Availability Zones, instances might not be evenly distributed if one zone
lacks the required capacity.

This can result in instances being placed in the remaming zones with available capacity.

Monttoring and Mitigation:

Monttor the capacity limits and mnstance distribution using CloudWatch and the Auto Scaling group's activity history.

Consider using smaller instance types or different instance families to avoid capacity issues in specific zones.

Reference:

Amazon EC2 Auto Scaling

Troubleshooting Amazon EC2 Capacity Issues

NEW QUESTION # 312

A SysOps admnistrator has created an AWS Service Catalog portfolio and has shared the portfolio with a second AWS account in
the company. The second account is controlled by a different administrator.

‘Which action will the admmnistrator of the second account be able to perform?

A. Add a product from the imported portfolio to a local portfolio.

B. Add new products to the imported portfolio.

C. Change the launch role for the products contained in the imported portfolio.
D. Customize the products in the imported portfolio.

Answer: A

Explanation:

When a portfolio is shared between AWS accounts in AWS Service Catalog, the administrator of the second account can import
the shared portfolio and add products from the imported portfolio to their local portfolio. However, they cannot modify the imported
portfolio directly.

Import the Shared Portfolio:

In the second AWS account, open the AWS Service Catalog console at AWS Service Catalog Console.

Navigate to Portfolios and choose Import portfolio.

Add Products to a Local Portfolio:

Once the portfolio is imported, the administrator can select products from the imported portfolio and add them to a local portfolio
for easier management and deployment.

Reference:

Sharing Portfolios Across Accounts

AWS Service Catalog Admin Guide



NEW QUESTION # 313

A SysOps administrator needs to provision a new fleet of Amazon EC2 Spot Instances in an Amazon EC2 Auto Scaling group. The
Auto Scaling group will use a wide range of instance types. The configured fleet must come from pools that have the most availability
for the number of instances that are launched.

‘Which solution will meet these requirements?

A. Launch the Spot Instances by using the diversified strategy.

B. Use the Spot Instance advisor to help determine the best Spot allocation strategy.
C. Launch the Spot Instances up to the maximum capacity of the Auto Scaling group.
D. Launch the Spot Instances by using the capacity optimized strategy.

Answer: B

Explanation:

The Spot Instance advisor helps you determine pools with the least chance of interruption and provides the savings you get over on-
demand rates.

https:/aws.amazon.convec2/spot/instance-advisor/

NEW QUESTION # 314
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