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H #164

Youneed to recommend a multi-tenant and hybrid security solution that meets to the business requirements and the hybrid
requirements. What should you recommend? To answer, select the appropriate options in the answer are a. NOTE: Each correct
selection is worth one point.
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You have a Microsoft 365 subscription and an Azure subscription. Microsoft 365 Defender and Microsoft Defender for Cloud are
enabled.

The Azure subscription contains a Microsoft Sentinel workspace. Microsoft Sentinel data connectors are configured for Microsoft
365, Microsoft 365 Defender, Defender for Cloud, and Azure.

You plan to deploy Azure virtual machines that will run Windows Server.

You need to enable extended detection and response (EDR) and security orchestration, automation, and response (SOAR)
capabilities for Microsoft Sentinel.

How should you recommend enabling each capability? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Ef#:

TR
Explanation:
For SOAR read this https://docs.microsoft.com/en-us/azure/sentinel/automate-responses-with-playbooks Endpoint detection and

response (EDR) and eXtended detection and response (XDR) are both part of Microsoft Defender.
https:/docs.microsoft.com/en-us/microsoft-365/security/defender/eval-overview?view=0365-worldwide
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Youneed to recommend a solution to meet the requirements for connections to ClainsDB.

‘What should you recommend using for each requirement? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

R

R #167

You are designing an auditing solution for Azure landing zones that will contain the following components:

* SQL audit logs for Azure SQL databases

* Windows Security logs from Azure virtual machines

* Azure App Service audit logs from App Service web apps

You need to recommend a centralized logging solution for the landing zones. The solution must meet the following requirements:
* Log all privileged access.

* Retain logs for at least 365 days.

* Minimize costs.

What should you include in the recommendation? To answer, select the appropriate options in the answer area. NOTE: Each
correct selection is worth one point.
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Your company has a hybrid cloud infrastructure.

Data and applications are moved regularly between cloud environments.

The company's on-premises network is managed as shown in the following exhibit.

You are designing security operations to support the hybrid cloud infrastructure. The solution must meet the following requirements:
Govern virtual machines and servers across multiple environments.

Enforce standards for all the resources across all the environment across the Azure policy.

Which two components should you recommend for the on-premises network? Each correct answer presents part of the solution.
NOTE Each correct selection is worth one point.

e A. Azure VPN Gateway
e B. Azure Arc
e (. guest configuration in Azure Policy



¢ D. on-premises data gateway
¢ E. Azure Bastion

Eﬁ: B\ C

s

httpsz/docs.microsoft.conven-us/azure/governance/machine-configuration/overview
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