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¢ Data Analysis with XQL: This section of the exam measures the skills of Security Data Analysts and covers

using the XSIAM Query Language (XQL) to analyze and correlate security data. It involves understanding
Fey 21 Cortex Data Models, analyzing events through datasets, and interpreting XQL syntax, schema, and query
options such as libraries and scheduled queries.

¢ Endpomt Security Management: This section of the exam measures the skills of Endpoint Security

Administrators and focuses on validating endpoint configurations and monitoring activities. It includes
hEY 72 managing endpoint profiles and policies, verifying agent status, and responding to endpoint alerts through
live terminals, isolation, malware scans, and file retrieval processes.

¢ Automation and Playbooks: This section of the exam measures the skills of SOAR Engineers and focuses

on leveraging automation within XSIAM. It includes using playbooks for automated incident response,
hEY 73 identifying playbook components like tasks, sub-playbooks, and error handling, and understanding the
purpose of the playground environment for testing and debugging automated workflows.

¢ Incident Handling and Response: This section of the exam measures the skills of Incident Response
Analysts and covers managing the complete lifecycle of incidents. It mvolves explaining the incident creation
process, reviewing and mvestigating evidence through forensics and identity threat detection, analyzing and
ey 7 4 responding to security events, and applying automated responses. The section also focuses on interpreting
incident context data, differentiating between alert grouping and data stitching, and hunting for potential
10Cs.

¢ Alerting and Detection Processes: This section of the exam measures the skills of Security Analysts and

focuses on recognizing and managing different types of analytic alerts in the Palo Alto Networks XSIAM
FEwy 25 platform. It includes alert prioritization, scoring, and incident domain handling. Candidates must
demonstrate understanding of configuring custom prioritizations, identifying alert sources like correlations
and XDR indicators, and taking corresponding actions to ensure accurate threat detection.

Palo Alto Networks XSIAM Analyst 38 &8 XSIAM-Analyst 34 5% 5 & (Q12-
Q17):

B #12
An endpoint is showing inconsistent behavior and policy non-compliance. What two actions should an analyst take?
Response:

A. Delete the endpoint from asset nventory
B. Modify the network routing table

C. Check agent version and operational status
D. Reapply the assigned profile

IEf#E: C. D

R #13
You're analyzing a suspicious process chain. Which two XDM datasets would help correlate process behavior with alert generation?
Response:

A. xdmprocess

B. xdmasset

C. xdmfile event

D. xdmendpoint_alert

EME: AL D

HH #14
In the Endpoint Data context menu of the Cortex XSIAM endpoints table, where will an analyst be able to determmne which users



accessed an endpoint via Live Termimnal?

e A. View Endpoint Policy
e B. View Actions

¢ C. View Endpoint Logs
¢ D. View Incidents

EfE: B
R e«

The correct answer isD - View Actions.

Within the Cortex XSIAM Endpoints table, theView Actionscontext menu allows analysts to review historical actions performed on
an endpoint, including Live Terminal access. This menu logs all actions such as isolations, scans, and terminal sessions, along with the
user who mnitiated each action, making it the source for tracking who accessed the endpoint via Live Terminal.

"The View Actions option in the endpoints table displays a history of all performed actions, including Live Terminal sessions and the
corresponding users." Document Reference:EDU-270c-10-lab-guide 02.docx (1).pdf Page:Page 13 (Agent Deployment and
Configuration section)

B #15
What is the role of the XQL Helper in Cortex XSIAM?
Response:

A. Manages incident triage

B. Provides real-time script testing

C. Stores alert configurations

D. Offers syntax assistance and autocomplete for queries

IEf#: D

B #16

Which feature terminates a process during an investigation?

A. Live Termmnal

B. Response Center
C. Exclusion

D. Restriction

EfE: A
R -

The correct answer isB - Live Terminal.

In Cortex XSIAM, theLive Terminalfeature allows analysts to initiate an interactive command-line session with an endpoint directly
from the management console. During an investigation, analysts can use Live Terminal to issue commands-including those that
terminate suspicious or malicious processes running on the endpoint.

"Live Terminal provides analysts with a direct command line on the endpoint, enabling actions such as process termination during
investigations." Document Reference:XSIAM Analyst ILT Lab Guide.pdf Exact Page:Page 15 (Endpoints section)
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