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In the information society, everything is changing rapidly. In order to allow users to have timely access to the latest information, our
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content of the 312-49v11 training guide is the real questions and answers which are always kept to be the latest according to the
efforts of the professionals. And we apply the newest technologies to the system of our 312-49v11 exam questions.

EC-COUNCIL Computer Hacking Forensic Investigator (CHFI-v11) Sample
Questions (Q134-Q139):
NEW QUESTION # 134 
When reviewing web logs, you see an entry for resource not found in the HTTP status code filed.
What is the actual error code that you would see in the log for resource not found?

A. 0
B. 1
C. 2
D. 3

Answer: D

NEW QUESTION # 135 
Stella, a forensic investigator, is analyzing logs from a cloud environment to determine if a password leak has led to the disabling of a
user account. She suspects that a change in the login settings may have triggered the account to be locked due to multiple failed login
attempts. To verify her hypothesis, she applies various filters to examine the cloud audit logs.
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Which of the following filters would help Stella identify if a password leak has disabled a user account?

A. protopayload.resource.labels.service="login.googleapis.com"
B. protopayload.metadata.event.parameter.value=DOMAIN_NAME
C. logName="organizations/ORGANIZATION_ID/logs/cloudaudit.googleapis.com%2Factivity"
D. protopayload.resource.labels.service="admin.googleapis.com"

Answer: A

Explanation:
This question aligns with CHFI v11 objectives underCloud Forensics, particularlyGoogle Cloud audit log analysis and authentication
event investigation. In Google Cloud Platform (GCP), authentication-related events-such as login attempts, failed authentications,
suspicious access behavior, and account lockouts-are handled by theGoogle Login API service. CHFI v11 emphasizes that when
investigators are examining suspected credential compromise or password leaks, they must focus onauthentication and identity-
related logsrather than general administrative or configuration logs.
The filter
protopayload.resource.labels.service="login.googleapis.com"
targets audit log entries generated by the login service, which records successful and failed login attempts, abnormal authentication
behavior, and security enforcement actions such as temporary account lockouts caused by repeated failed logins. These events are
critical indicators when determining whether a password leak resulted in account disabling.
The other options are less suitable: admin.googleapis.com focuses on administrative actions, the activity log name is broad and not
specific to authentication failures, and metadata parameter filters do not directly isolate login-related events. Therefore, consistent
with CHFI v11 cloud forensic methodology, filtering logs by the login.googleapis.comservice is the most effective way to identify
whether a password leak caused a user account to be disabled.

NEW QUESTION # 136 
Which of the following tool enables data acquisition and duplication?

A. Xplico
B. Wireshark
C. DriveSpy
D. Colasoft's Capsa

Answer: C

NEW QUESTION # 137 
Harold is a computer forensics investigator working for a consulting firm out of Atlanta Georgia.
Harold is called upon to help with a corporate espionage case in Miami Florida. Harold assists in the investigation by pulling all the
data from the computers allegedly used in the illegal activities.
He finds that two suspects in the company where stealing sensitive corporate information and selling it to competing companies.
From the email and instant messenger logs recovered, Harold has discovered that the two employees notified the buyers by writing
symbols on the back of specific stop signs. This way, the buyers knew when and where to meet with the alleged suspects to buy the
stolen material. What type of steganography did these two suspects use?

A. Visual semagram
B. Visual cipher
C. Text semagram
D. Grill cipher

Answer: A

NEW QUESTION # 138 
During a forensic investigation of a compromised Windows system, Investigator Sarah is tasked with extracting artifacts related to
the system'spagefile.sys. She needs to navigate through the registry to locate this specific information. Which of the following registry
paths should Sarah examine to extract pagefile.sys artifacts from the system?

A. HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\Windows
B. HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion



C. HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\ComputerName\ActiveComputerNam
D. HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\Memory Management

Answer: D

Explanation:
According to theCHFI v11 Operating System Forensicsmodule, the Windowspagefile.sysis a critical forensic artifact because it
serves as virtual memory and may contain remnants of sensitive data such as credentials, command history, decrypted content,
fragments of documents, and even portions of malicious code that were previously resident in RAM. As a result, understanding
where pagefile-related configuration data is stored in the Windows Registry is essential for forensic investigators.
The registry path
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\Memory Management is the correct location
where Windows stores configuration values related tovirtual memory management, including thePagingFilesvalue. This value specifies
the location, size, and behavior of the pagefile.sys on the system. CHFI v11 explicitly references this registry key when
discussingmemory artifacts, virtual memory analysis, and Windows memory forensics.
The other options are not relevant to pagefile analysis. TheCurrentVersionkey stores OS version details,
ControlSet001\Control\Windowscontains general system control settings, andActiveComputerNameonly identifies the system
hostname. None of these paths contain pagefile configuration data.
Therefore, to extract and validate artifacts related topagefile.sys, Investigator Sarah must examine
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\Memory Management, makingOption Dthe
correct and CHFI v11-verified answer.
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