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Amazon AWS Certified Developer - Associate Sample Questions (Q364-
Q369):
NEW QUESTION # 364 
A company is running a custom application on a set of on-premises Linux servers that are accessed using Amazon API Gateway.
AWS X-Ray tracing has been enabled on the API test stage.
How can a developer enable X-Ray tracing on the on-premises servers with the LEAST amount of configuration?

A. Capture incoming requests on-premises and configure an AWS Lambda function to pull, process, and relay relevant data
to X-Ray using the PutTelemetryRecords API call.
B. Install and run the X-Ray daemon on the on-premises servers to capture and relay the data to the X-Ray service.
C. Install and run the X-Ray SDK on the on-premises servers to capture and relay the data to the X-Ray service.
D. Capture incoming requests on-premises and configure an AWS Lambda function to pull, process, and relay relevant data
to X-Ray using the PutTraceSegments API call.

Answer: B

Explanation:
The X-Ray daemon is a software that collects trace data from the X-Ray SDK and relays it to the X-Ray service. The X-Ray
daemon can run on any platform that supports Go, including Linux, Windows, and macOS. The developer can install and run the X-
Ray daemon on the on-premises servers to capture and relay the data to the X-Ray service with minimal configuration. The X-Ray
SDK is used to instrument the application code, not to capture and relay data. The Lambda function solutions are more complex and
require additional configuration.
References:
* [AWS X-Ray concepts - AWS X-Ray]
* [Setting up AWS X-Ray - AWS X-Ray]

NEW QUESTION # 365 
A company uses Amazon DynamoDB as a data store for its order management system. The company frontend application stores
orders in a DynamoDB table. The DynamoDB table is configured to send change events to a DynamoDB stream. The company
uses an AWS Lambda function to log and process the incoming orders based on data from the DynamoDB stream.
An operational review reveals that the order quantity of incoming orders is sometimes set to 0. A developer needs to create a
dashboard that will show how many unique customers this problem affects each day.
What should the developer do to implement the dashboard?

A. Use Amazon Athena to query AWS CtoudTrail API logs for API calls. Implement an Athena query that selects the
number of unique customers for orders with order quantity equal to 0 and groups the results in 1-day periods. Add the
Athena query to an Amazon CloudWatch dashboard.
B. Configure the Lambda function to send events to Amazon EventBridge. Create an EventBridge rule that groups the number
of unique customers for orders with order quantity equal to 0 in 1-day periods. Add a CloudWatch dashboard as the target
of the rule.
C. Turn on custom Amazon CloudWatch metrics for the DynamoDB stream of the DynamoOB table.
Create a CloudWatch alarm that groups the number of unique customers for orders with order quantity equal to 0 in 1-day
periods. Add the CloudWatch alarm to a CloudWatch dashboard.
D. Grant the Lambda function's execution role permissions to upload logs to Amazon CloudWatch Logs.
Implement a CloudWatch Logs Insights query that selects the number of unique customers for orders with order quantity
equal to 0 and groups the results in 1-day periods. Add the CloudWatch Logs Insights query to a CloudWatch dashboard.

Answer: D

NEW QUESTION # 366 
A company's developer needs to activate Amazon CloudWatch Logs Insights for an application's AWS Lambda functions. The
company uses an AWS Serverless Application Model (AWS SAM) template to deploy the application. The SAM template includes
a logical resource that is named CloudWatchLogGroup.
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How should the developer modify the SAM template to activate CloudWatch Logs Insights for the Lambda functions?

A. Add an output named CloudWatchinsightRule that contains a value of the Amazon Resource Name (ARN) for the
CloudWatchLogGroup resource.
B. Add a parameter named CloudWatchLogGroupNamePrefix that contains a value of the application name. Reference the
new parameter in the CloudWatchLogGroup resource.
C. For each Lambda function, add the layer for the Lambda Insights extension and the
CloudWatchLambdaInsightsExecutionRolePolicy AWS managed policy.
D. For each Lambda function, set Tracing mode to Active and add theCloudWatchLambdaInsightsExecutionRolePolicy
AWS managed policy.

Answer: C

Explanation:
To enable CloudWatch Logs Insights for AWS Lambda functions, you need to integrate Lambda Insights, which provides detailed
metrics and logs for your Lambda functions, including enhanced monitoring, application tracing, and performance metrics. This can
be done by adding the appropriate Lambda Insights extension and assigning the necessary IAM policies to the Lambda function.
Adding the Lambda Insights extension layer: This extension allows Lambda to send enhanced metrics and logs to CloudWatch for
analysis with CloudWatch Logs Insights.
Adding the CloudWatchLambdaInsightsExecutionRolePolicy managed policy: This policy grants the necessary permissions for
Lambda functions to send their logs and metrics to CloudWatch.

NEW QUESTION # 367 
A company is building a serverless application that uses AWS Lambda functions. The company needs to create a set of test events
to test Lambda functions in a development environment. The test events will be created once and then will be used by all the
developers in an IAM developer group. The test events must be editable by any of the IAM users in the IAM developer group.
Which solution will meet these requirements?

A. Create the test events. Configure the event sharing settings to make the test events private.
B. Create and store the test events in Amazon DynamoDB. Allow access to DynamoDB by using IAM roles.
C. Create and store the test events in Amazon S3 as JSON objects. Allow S3 bucket access to all IAM users.
D. Create the test events. Configure the event sharing settings to make the test events shareable.

Answer: D

Explanation:
Under the "Test" tab there's an option. (Shareable)
This event is available to IAM users within the same account who have permissions to access and use shareable events.
https://docs.aws.amazon.com/lambda/latest/dg/testing-functions.html#creating-shareable-events

NEW QUESTION # 368 
A company runs an application on AWS. The application consists of a static website that is hosted on Amazon S3. The application
includes Amazon API Gateway APIs that invoke AWS Lambda functions. During a period of high traffic on the application,
application users reported that the application was slow at irregular intervals. There were no failed requests.
A developer needs to find the slow executions across all the Lambda functions.
Which solution will meet these requirements?

A. Enable AWS CloudTrail Insights on the account where the Lambda functions are running. After CloudTrail Insights has
finished processing, review CloudTrail Insights to find the anomalous functions.
B. Perform a query across all the Lambda function log groups by using Amazon CloudWatch Logs Insights. Filter on type of
report and sort descending by Lambda function execution duration.
C. Enable AWS X-Ray for all the Lambda functions. Configure an X-Ray insight on a new group that includes all the Lambda
functions. After the X-Ray insight has finished processing, review the X- Ray logs.
D. Set up AWS Glue to crawl through the logs in Amazon CloudWatch Logs for the Lambda functions. Configure an AWS
Glue job to transform the logs into a structured format and to output the logs into Amazon S3. Use the Amazon CloudWatch
dashboard to visualize the slowest functions based on the duration.

Answer: A
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