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HH #165

A company has application services that have been containerized and deployed on multiple Amazon EC2 instances with public IPs.
An Apache Kafka cluster has been deployed to the EC2 instances. A PostgreSQL database has been migrated to Amazon RDS for
PostgreSQL. The company expects a significant increase of orders on its platform when a new version of its flagship product is
released.

‘What changes to the current architecture will reduce operational overhead and support the product release?

¢ A Deploy the application on Amazon Elastic Kubernetes Service (Amazon EKS) with AWS Fargate and enable auto scaling
behind an Application Load Balancer. Create additional read replicas for the DB instance. Create an Amazon Managed
Streaming for Apache Kafka cluster and configure the application services to use the cluster. Store static content in Amazon
S3 behind an Amazon CloudFront distribution.

¢ B. Deploy the application on a Kubernetes cluster created on the EC2 instances behind an Application Load Balancer.
Deploy the DB instance in Multi- AZ mode and enable storage auto scaling. Create an Amazon Managed Streaming for
Apache Kafka cluster and configure the application services to use the cluster. Store static content in Amazon S3 behind an
Amazon CloudFront distribution.

e C. Create an EC2 Auto Scaling group behind an Application Load Balancer. Create additional read replicas for the DB
mstance. Create Amazon Kinesis data streams and configure the application services to use the data streans. Store and serve
static content directly from Amazon S3.

e D. Create an EC2 Auto Scaling group behind an Application Load Balancer. Deploy the DB instance in Multi- AZ mode and
enable storage auto scaling. Create Amazon Kinesis data streams and configure the application services to use the data
streans. Store and serve static content directly from Amazon S3.
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A company uses Amazon Elastic Kubernetes Service (Amazon EKS) to run a container application. The EKS cluster stores
sensitive information in the Kubernetes secrets object. The company wants to ensure that the information is encrypted Which
solution will meet these requirements with the LEAST operational overhead?

¢ A. Use the container application to encrypt the information by using AWS Key Management Service (AWS KMS).

¢ B. Implement an AWS Lambda tuncuon to encrypt the information by using AWS Key Management Service (AWS KMS).

e C. use AWS Systerms Manager Parameter Store to encrypt the information by using AWS Key Management Service (AWS
KMS).

e D. Enable secrets encryption in the EKS cluster by using AWS Key Managenent Service (AWS KMS)

IEfE: D
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it allows the company to encrypt the Kubermetes secrets object in the EKS cluster with the least operational overhead. By enabling
secrets encryption in the EKS cluster, the company can use AWS Key Management Service (AWS KMS) to generate and manage
encryption keys for encrypting and decrypting secrets at rest.

This is a sinple and secure way to protect sensitive information in EKS clusters. References:

Encrypting Kubernetes secrets with AWS KMS

Kubernetes Secrets
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A Solutions Architect is designing a highly available web application on AWS. The data served on the website is dynamic and is
pulled from Amazon DynamoDB. All users are geographically close to one another.

How can the Solutions Architect make the application highly available?

e A Host the web server data on Amazon CloudFront and update the objects in the Cloudfront distribution when they change.
¢ B. Host the website data on Amazon S3 and set permissions to enable public read-only access for users.
e C. Host the application on EC2 instances in a single Availability Zone. Replicate the EC2 instances to a separate region, and



use an Application Load Balancer for high availability.
¢ D. Host the application on EC2 instances across multiple Availability Zones. Use an Auto Scaling group coupled with an
Application Load Balancer.

IEf#: D
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A solutions architect is designing a new API using Amazon API Gateway that will receive requests from users.

The volume of requests is highly variable; several hours can pass without receiving a single request. The data processing will take
place asynchronously, but should be completed within a few seconds after a request is made.

‘Which compute service should the solutions architect have the API invoke to deliver the requirements at the lowest cost?

A. A containerized service hosted in Amazon Elastic Kubernetes Service (Amazon EKS)
B. A containerized service hosted in Amazon ECS with Amazon EC2

C. An AWS Lambda function

D. An AWS Glue job

EfE: C
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An application running in a private subnet accesses an Amazon DynamoDB table. There is a security requirement that the data never
leave the AWS network.

How should this requirement be met?

A. Create a VPC endpoint for DynamoDB and configure the endpoint policy

B. Enable DynamoDB encryption at rest using an AWS KMS key.

C. Add a NAT gateway and configure the route table on the private subnet

D. Configure a network ACL on DynamoDB to limit traffic to the private subnet
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