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AR #421

You need to secure the Shipping Function app.

How should you configure the app? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

HE:

dE:

Explanation:

Scenario: Shipping Function app: Implement secure function endpoints by using app-level security and include Azure Active
Directory (Azure AD).

Box 1: Function

Box 2: JSON based Token (JWT)

Azre AD uses JSON based tokens (JWTs) that contain clains

Box 3: HTTP

How a web app delegates sign-in to Azzre AD and obtains a token

User authentication happens via the browser. The OpenlD protocol uses standard HTTP protocol messages.
References:

https’//docs.microsoft.com/en-us/azure/active-directory/develop/authentication-scenarios

Topic 1, Windows Server 2016 virtual machine
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Case study

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each
case. However, there may be additional case studies and sections on this exam You must manage your time to ensure that you are
able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case
studies might contain exhibits and other resources that provide more information about the scenario that is described in the case
study. Each question is independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes
before you move to the next section of the exam. After you begin a new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane to explore the content of the
case study before you answer the questions. Clicking these buttons displays information such as business requirements, existing
environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to
the information displayed on the subsequent tabs. When you are ready to answer a question, click the Question button to return to
the question.

Current environment

Windows Server 2016 virtual machine

The virtual machine (VM) runs BizTalk Server 2016. The VM runs the following workflows:

Ocean Transport - This workflow gathers and validates container information including container contents and arrival notices at
various shipping ports.

Inland Transport - This workflow gathers and validates trucking information including fuel usage, number of stops, and routes.

The VM supports the following REST API calls:

Contamner API - This API provides container information including weight, contents, and other attributes.

Location API - This API provides location information regarding shipping ports of call and tracking stops.

Shipping REST API - This API provides shipping information for use and display on the shipping website.

Shipping Data

The application uses MongoDB JSON document storage database for all container and transport information.

Shipping Web Site

The

site displays shipping container tracking information and container contents. The site is located at

http//shipping wideworldimporters.cony

Proposed solution

The on-premises shipping application nust be moved to Azure. The VM has been migrated to a new Standard D16s_v3 Azure
VM by using Azure Site Recovery and must remain running in Azure to complete the BizTalk component migrations. You create a
Standard D16s_v3 Azure VM to host BizTalk Server. The Azure architecture diagram for the proposed solution is shown below:
Requirements

Shipping Logic app

The Shipping Logic app must meet the following requirements:

Support the ocean transport and inland transport workflows by using a Logic App.

Support industry-standard protocol X12 message format for various messages including vessel content details and arrival notices.
Secure resources to the corporate VNet and use dedicated storage resources with a fixed costing model.

Maintain on-premises connectivity to support legacy applications and final BizTalk migrations.

Shipping Function app

Implement secure flinction endpoints by using app-level security and include Azure Active Directory (Azure AD).

REST APIs

The REST APT's that support the solution must meet the following requirements:

Secure resources to the corporate VNet.

Allow deployment to a testing location within Azure while not incurring additional costs.

Automatically scale to double capacity during peak shipping times while not causing application downtime.

Minimize costs when selecting an Azure payment model.

Shipping data

Data migration from on-premises to Azure must minimize costs and downtime.

Shipping website

Use Azure Content Delivery Network (CDN) and ensure maximum performance for dynamic content while minimizing latency and
costs.

Issues

Windows Server 2016 VM

The VM shows high network latency, jitter, and high CPU utilization. The VM is critical and has not been backed up in the past. The
VM nusst enable a quick restore from a 7-day snapshot to include in-place restore of disks in case of failure.

Shipping website and REST APIs

The following error message displays while you are testing the website:



Failed

to load http/test-shippingapi. wideworldimporters.conv: No

'Access-Control- Allow-Origin' header is present on the requested resource. Origin 'hitp/test.
wideworldimporters.cony' is therefore not allowed access.

EE2 #4202

You are developing a web application that makes calls to the Microsoft Graph APL. You register the application in the Azure portal
and upload a valid X509 certificate.

You create an appsettings.json file containing the certificate name, client identifier for the application, and the tenant identifier of the
Aazure active Directory (Azure AD). You create a method named ReadCertificate to return the X509 certificate by name.

You need to implement code that acquires a token by using the certificate.

How should you complete the code segment? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

He:

=R

Explanation

Graphical user interface, text, application, email Description automatically generated
https://docs.microsoft.comven-us/azure/active-directory/develop/scenario-daemon-app-configuration?tabs=dotne
https://docs.microsoft.comven-us/azure/active-directory/develop/scenario-daemon-acquire-token?tabs=dotnet#ac

AR #423

You need to add code at lime AM10 of the application manifest to ensure that the requirement for manually reviewing content can be
met.

How should you complete the code? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

HE-

MY

Explanation:

Box 1:sid

Sid: Session ID, used for per-session user sign-out. Personal and Azure AD accounts.

Scenario: Manual review

To review content, the user must authenticate to the website portion of the ContentAnalysisService using their Azire AD credentials.
The webstte is built using React and all pages and API endpoints require authentication. In order to review content a user must be
part of a ContentReviewer role.

Box 2: email

Scenario: All completed reviews must include the reviewer's email address for auditing purposes.

HEE #424

You need to resolve a notification latency issue.

Which two actions should you perform? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Ensure that the Azure Function is using an App Service plan.

B. Ensure that the Azure Function is set to use a consumption plan.
C. Set Always On to false.

D. Set Always On to true.

HE: AD

MY
Azure Functions can run on either a Consumption Plan or a dedicated App Service Plan. If you run in a dedicated mode, you need
to turn on the Always On setting for your Function App to run properly. The Function runtime will go idle after a few minutes of



nactivity, so only HTTP triggers will actually "wake up" your functions. This is similar to how WebJobs must have Always On
enabled.

Scenario: Notification latency: Users report that anomaly detection emails can sometimes arrive several minutes after an anomaly is
detected.

Anomaly detection service: You have an anomaly detection service that analyzes log information for anomalies. It is implemented as
an Azure Machine Learning model. The model is deployed as a web service. If an anomaly is detected, an Azure Function that
emails administrators is called by using an HITP WebHook.

Reference:

https/github.conm/Azure/ Azure- Functions/wiki/Enable- Always-On-when-running-on-dedicated- App-Service-Plan

Topic 5, Litware Inc

Overall architecture

Employees upload receipts for the system to process. When processing is complete, the employee receives a summary report email
that details the processing results. Employees then use a web application to manage their receipts and perform any additional tasks
needed for reimbursement.

Receipt processing

Employees may upload receipts in two ways:

Uploading using an Azure Files mounted folder

Uploading using the web application

Data Storage

Receipt and employee information is stored in an Azire SQL database.

Documentation

Enployees are provided with a getting started document when they first use the solution. The documentation includes details on
supported operating systems for Azure File upload, and instructions on how to configure the mounted folder.

Solution details

Users table

Web Application

You enable MSI for the Web App and configure the Web App to use the security principal name WebAppldentity.

Processing

Processing is performed by an Azure Function that uses version 2 of the Azure Function runtime. Once processing is conmpleted,
results are stored in Azure Blob Storage and an Azure SQL database. Then, an email summary is sent to the user with a link to the
processing report. The link to the report must remain valid if the email is forwarded to another user.

Logging

Azure Application Insights is used for telemetry and logging in both the processor and the web application. The processor also has
TraceWriter logging enabled. Application Insights must always contain all log messages.

Requirements

Receipt processing

Concurrent processing of a receipt must be prevented.

Disaster recovery

Regional outage must not impact application availability. All DR operations must not be dependent on application running and must
ensure that data in the DR region is up to date.

Security

User's SecurityPin must be stored in such a way that access to the database does not allow the viewing of SecurityPins. The web
application is the only system that should have access to SecurityPins.

All certificates and secrets used to secure data must be stored in Azure Key Vault.

You must adhere to the principle of least privilege and provide privileges which are essential to perform the intended function.

All access to Azure Storage and Azure SQL database must use the application's Managed Service Identity (MSI).

Receipt data must always be encrypted at rest.

All data must be protected in transit.

User's expense account number must be visible only to logged in users. All other views of the expense account number should
include only the last segment, with the remaining parts obscured.

In the case of'a security breach, access to all summary reports must be revoked without impacting other parts of the system
Issues

Upload format issue

Employees occasionally report an issue with uploading a receipt using the web application. They report that when they upload a
receipt using the Azure File Share, the receipt does not appear in their profile. When this occurs, they delete the file in the file share
and use the web application, which returns a 500 Internal Server error page.

Capacity issue

During busy periods, employees report long delays between the time they upload the receipt and when it appears in the web
application.

Log capacity issue

Developers report that the number of log messages in the trace output for the processor is too high, resulting in lost log messages.



Application code
Processing.cs

Database.cs
ReceiptUploader.cs
ConfigureSSE.ps1

R #425

You are developing a REST web service. Customers will access the service by using an Azure API Management instance.

The web service does not correctly handle conflicts. Instead of returning an HTTP status code 0f 409, the service returns a status
code of 500. The body of the status message contains only the word conflict.

You need to ensure that conflicts produce the correct response.

How should you conplete the policy? To answer, drag the appropriate code segments to the correct locations.

Each code segment may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to
view content.

NOTE:Each correct selection is worth one point.

He:

Y.

Explanation

Box 1: on-error

Policies in Azure APT Management are divided into inbound, backend, outbound, and on-error.
Ifthere is no on-error section, callers will receive 400 or 500 HTTP response messages if an error condition occurs.
Box 2: context

Box 3: context

Box 4: set-status

The return-response policy aborts pipeline execution and returns either a default or custom response to the caller. Default response
is 200 OK with no body.

Customresponse can be specified via a context variable or policy statements.

Syntax:

<return-response response-variable-name="existing context variable'>

<set-header/>

<set-body>

<set-status/>

</return-response>

Box 5: on-error

Reference:

httpsz/docs.microsoft.conven-us/azure/ap-management/api-management-error- handling-policies
httpsz/docs.microsoft.com/en-us/azure/api-management/api-management- transformation-policies
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