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CompTIA Cloud Essentials+ Certification Exam Sample Questions (Q261-
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NEW QUESTION # 261
For which of the following reasons is the infrastructure as code technique used?

A. To improve the ability to migrate applications to different cloud providers to avoid vendor lock-in.

B. To specify the hardware configuration and system installation procedures in machine-readable formats.
C. To capture the system configurations to track changes and remediate configuration drift.

D. To assign server admmistration responsibilities to software developers for application deployments.
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Answer: C

Explanation:

Infrastructure as code (IaC) is a software engineering approach that allows the provisioning and management of infrastructure
resources using code and automationl. It involves defining infrastructure configurations and provisioning them through code, rather
than manually configuring and managing infrastructure resources2. One of the main reasons for using [aC is to capture the system
configurations to track changes and remediate configuration drift3. Configuration drift is the phenomenon where the actual state of an
infrastructure resource deviates fromits desired state over time due to manual interventions, updates, patches, or other factors.
Configuration drift can cause inconsistencies, errors, and security issues in the infrastructure environment. IaC helps to prevent and
detect configuration drift by storing the infrastructure configuration code in a version control system and applying it consistently
across all environments. [aC also enables the use of automated testing and validation tools to verify the compliance and functionality
of the infrastructure resources. By using [aC, DevOps teans can ensure that the infrastructure is always in a known and reproducible
state, and that any changes are documented and traceable. Reference: 1: hitps:/technology.gov.capital/infrastructure-as-code-iac/ 2:
https:/aws.amazon.comywhat-is/iac/ 3: https’//learn.microsoft.comven-us/devops/deliver/what-is-infrastructure-as-code :
httpsy//www.comptia.org/training/books/cloud-essentials-clo-002-study-guide, Chapter 5, page 179-180

NEW QUESTION # 262

A development team just deployed a new code release to the staging environment. Change management procedures dictate that all
new code must be checked for vulnerabilities prior to release. Which of the following will the security analyst most likely perform
prior to the code being deployed to production?

A. A penetration test
B. A load test

C. A malware scan

D. An application scan

Answer: D

Explanation:

An application scan is typically performed to identify vulnerabilities in the code, such as security flaws, bugs, and weaknesses that
could be exploited. Since the change management procedure requires checking for vulnerabilities prior to release, this scan will help
ensure the code is secure before it is deployed to production. This type of scan looks for issues such as SQL ijection, cross-site
scripting (XSS), and other common application vulnerabilities.

NEW QUESTION # 263
A private cloud is defined as:

A. a deployment model that uses virtualization technologies to provide infrastructure on demand within its network.

B. a deployment model that partners with other industry related companies to provide infrastructure services.

C. a deployment model that uses an external cloud provider to provide host application services that are Internet accessible.
D. a deployment model that uses an external cloud provider to provide host infrastructure services that are Internet accessible.

Answer: A

NEW QUESTION # 264
Which of the following cloud migration methods would take full advantage of the cloud computing model?

A. Rip and replace
B. Phased

C. Hybrid

D. Lift and shift

Answer: A

Explanation:
Rip and replace means that the app will be completely redesigned from scratch, during migration, using only cloud-native
components. This means that the app can take full advantage of cloud features, which will optimize the cost of using the cloud.



NEW QUESTION # 265

A company is implementing a system replacement which has application components that are internally hosted and muiltiple
application components that are hosted as software as a service by different cloud providers. Which of the following represents the
challenge of this architecture?

A. Complexity
B. Elasticity

C. Time to market
D. Cost saving

Answer: A

NEW QUESTION # 266
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