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What is report? Write any four poinis to be considered while preparing
a report.
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Write an introduction of financial accounting and mention any four
objectives of it.
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Study the following information:
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Bank balance of an office as per cash book of 31 Ashar 2082
Rs.1,40,000

ii. =% Wi @ A afewn i 5.30,000
Cheque issued but not presented for payment Rs.20,000

ifi. S AT ST T TBISUH] A7 A T ACH 75,000
Cheque deposited into bank but not collected by bank R.8,000
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Bank charges of Rs.5,000 debited in pass book but not recorded in
cash book.

v. WS %.3,000 A dgw @ v
A customer directly deposited into bank Rs.25,000
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Required: Bank reconciliation statement
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Rectify the following errors located after preparation of trial balance:

i. wiedT % 30,000 F A fEET A T e awar st
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Goods purchased from Adhishree Rs.20,000 have wrongly recorded
in sales book.

il, S YRTAT B.4,000 ATE A q99 A @faer nin
Interest paid Rs.5,000 but wrongly debited in salary account.

iii. Fat ¥.90,000 @k ¥.9,000 Abwrg i |
Sales of Rs.10,000 recorded as Rs.1,000 in sales book,
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ECCouncil 312-97 Exam Syllabus Topics:

Topic Details
¢ Introduction to DevSecOps: This module covers foundational DevSecOps concepts, focusing on
mtegrating security into the DevOps lifecycle through automated, collaborative approaches. It introduces
Topic 1 key conmponents, tools, and practices while discussing adoption benefits, implementation challenges, and

strategies for establishing a security-first culture.
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¢ DevSecOps Pipeline - Release and Deploy Stage: This module explains maintaining security during release
and deployment through secure techniques and infrastructure as code security. It covers container security

Topic 2 . . . .
P tools, release management, and secure configuration practices for production transitions.

¢ DevSecOps Pipeline - Code Stage: This module discusses secure coding practices and security integration
within the development process and IDE. Developers learn to write secure code using static code analysis

Topic 3
opL tools and industry-standard secure coding guidelines.

¢ Understanding DevOps Culture: This module introduces DevOps principles, covering cultural and technical
foundations that emphasize collaboration between development and operations tears. It addresses
automation, CI

¢ CD practices, continuous improvement, and the essential communication patterns needed for faster,
reliable software delivery.
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ECCouncil EC-Council Certified DevSecOps Engineer (ECDE) Sample
Questions (Q25-Q30):

NEW QUESTION # 25

(Gabriel Jarret has been working as a senior DevSecOps engineer in an IT company located in Houston, Texas. He is using Vault to
manage secrets and protect sensitive data. On February 1, 2022, Gabriel wrote the secret using vault kv put secret/wejskt
command. On February 10, 2022, his team detected a brute-force attack using Splunk monitoring tool. Gabriel would like to delete
the secrets in the vault that he wrote on February 1, 2022. Which of the following commands should Gabriel use to delete a secret in
Vault secret management tool?)

A. vault kv -del secret/wejskt.

B. vault kv delete secret/wejskt.
C. vault kv del secret/wejskt.

D. vault kv -delete secret/wejskt.

Answer: C

Explanation:

HashiCorp Vault provides a key-value (K'V) secrets engine for securely storing sensitive data. To remove a secret from the KV
store, the correct command is vault kv del <path>. This command deletes the secret data at the specified path. Options using -delete
or -del are syntactically incorrect, and vault kv delete is not a valid Vault CLI command. Proper secret deletion is an essential part of
secret lifecycle management, especially when credentials may have been compromised. Performing this action during the Operate

and Monitor stage helps contain security incidents, reduce exposure, and ensure that compromised secrets are no longer accessible.
Timely deletion of secrets supports effective incident response and strengthens overall security posture.

NEW QUESTION # 26

(Rachel McAdans applied for the position of DevSecOps engineer at TetraSoft Pvt. Ltd. She gave her interview on February 23,
2022, and was selected as a DevSecOps engineer. Her team is working on securing Ruby on Rails application. Rachel's team leader
asked her to integrate Brakeman SAST tool with Jenkins. To perform the integration, she navigated to Jenkins Plugin Manager and
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installed Warnings Next Generation Plugin. To run the tool in Jenkins, she invoked Brakeman as part of an Execute shell build step.
In the Execute shell column, she wrote the following commands with brakeman options bash -1-¢ ' rvm install 3.0.0 && \ rvmuse
3.0.0@brakeman -create && \ gem install brakeman && \ brakeman -no-progress -no-pager -no-exit-on-warn -o brakeman-
output.json What is the function of the -no-exit-on-warn option in the above-mentioned command?)

A. Tt tells Brakeman to return a 1 exit code even if warnings are found.
B. It tells Brakeman to return a 0 exit code even if warnings are found.
C. It tells Brakeman to return a 2 exit code even if warnings are found.
D. It tells Brakeman to return a 3 exit code even if warnings are found.

Answer: B

Explanation:

By default, Brakeman returns a non-zero exit code when security warnings are detected, which can cause Jenkins builds to fail. The
--no-exit-on-warn option modifies this behavior by instructing Brakeman toreturn an exit code of 0 even if warnings are found. This
allows the CI pipeline to continue executing while still generating a security report that highlights vulnerabilities. This option is
particularly useful when teams are mnitially integrating SAST tools and want visibility into security issues without immediately blocking
builds.

During the Build and Test stage, this approach supports gradual adoption of security enforcement, allowing teamns to prioritize
remediation efforts while maintaining delivery velocity. Over time, organizations can tighten policies by removing this option to
enforce stricter build-breaking behavior once security baselines improve.

NEW QUESTION # 27

(Cheryl Hines has been working as a senior DevSecOps engineer over the past 5 years in an IT company. Due to the robust
features offered by Keywhiz secret management tool such as compatibility with all software, untraceable secrets, no inmpact of power
cut or server outage, etc., Cheryl's organization is using it for managing and distributing secrets. To add a secret using Keywhiz CLL,
which of the following commands should Cheryl use?)

o A $ keywhiz.cli --devsecTrustStore --admin keywhizAdmin login
$ keywhiz.cli add secret --name mySecretName < mySecretFile.
¢ B. $ keywhizcli --DevSecTrustStore --user keywhizAdmin login
$ keywhiz.cli add secret --name mySecretName < mySecretFile.
e C. § keywhiz.cli --devTrustStore --admin keywhizAdmin login
$ keywhiz.cli add secret --name mySecretName < mySecretFile.
e D. $ keywhiz.cli --devTrustStore --user keywhizAdmin login
$ keywhiz.cli add secret --name mySecretName < mySecretFile.

Answer: C

Explanation:

Keywhiz CLI requires authentication before secrets can be added. The correct process involves logging in using the --devTrustStore
option and authenticating as an administrator using the --admin flag. Once authenticated, the add secret command is used with mput
redirection to securely store the secret. Options that use incorrect flag names, incorrect casing, or invalid trust store identifiers do not
follow Keywhiz CLI syntax.

Adding secrets through Keywhiz instead of embedding them in code supports secure secret distribution and management, which is a
fundamental aspect of DevSecOps culture. This approach ensures secrets remain protected, auditable, and available even during
outages.

NEW QUESTION # 28

(SNF Pwt. Ltd. is a software development company located in Denver, Colorado. The organization is using pytm, which is a
Pythonic Framework for threat modeling, to detect security issues and mitigate them in advance. James Harden has been working as
a DevSecOps engineer at SNF Pvt. Ltd. for the past 3 years. He has created a tm.py file that describes an application in which the
user logs the app and posts the comments on the applications. These comments are stored by the application server in the database
and AWS lambda cleans the database. Which of the following command James can use to generate a sequence diagram?)

A. tmpy --seq | java -djava.awt.headless=true -jar plantum jar -tpng -pipe > seq.png.

B. tmpy --seq | java -Djava.awt.headless=true -jar plantuml.jar -tpng -pipe > seq.png.
C. tmpy --seq | java -djava.awt.headless=true -jar plantuml.jar -tpng -pipe > seq.png.
D. tmpy --seq | java -Djava.awt.headless=true -jar plantumjar -tpng -pipe > seq.png.



Answer: B

Explanation:

The pytm framework generates threat models that can be visualized using PlantUML diagrans. To create a sequence diagram, the --
seq option is used with the model file, and the output is piped to the PlantUML processor. The correct command nust reference the
correct Java system property -Djava.awt.headless=true, which allows diagram rendering in environments without a graphical
interface, such as CI/CD pipelines.

Additionally, the correct jar file name is plantuml.jar. Options using lowercase -d instead of uppercase -D are invalid, and commands
referencing plantum jar are incorrect due to a misspelled jar name. Generating sequence diagrams during the Plan stage helps
DevSecOps teans visualize data flows, understand attacker paths, and identify security threats early in the application design phase.

NEW QUESTION # 29

(Sofia Coppola has been working as a senior DevSecOps engineer in an MNC company located in Denver, Colorado. In January
0f2020, her organization migrated all the workloads from on-premto AWS cloud environment due to the robust security feature
and cost-effective services offered by AWS. Which of the following is an Amazon Web Services-hosted version control tool that
Sofia can use to manage and store assets in the AWS cloud?.)

A. AWS CodeBuilt.

B. AWS CodeCommit.
C. AWS CodeDeploy.
D. AWS CodePipeline.

Answer: B

Explanation:

AWS CodeCommit is a fully managed, AWS-hosted source control service that allows teams to store and manage source code,
binaries, and other digital assets securely in the cloud. It supports Git-based repositories and integrates seamlessly with other AWS
DevOps services such as CodeBuild, CodePipeline, and CodeDeploy. CodePipeline orchestrates CI/CD workflows, CodeBuild
performs build and test operations, and CodeDeploy automates application deployment-but none of these are version control
systers. For organizations migrating from on-premto AWS, CodeCommit provides fine-grained access control using [AM,
encryption at rest and in transit, and high availability without the need to manage infrastructure. Using CodeCommit during the Code
stage supports secure collaboration, version tracking, and centralized source control aligned with DevSecOps best practices.

NEW QUESTION # 30
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