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Workloads Sample Questions (Q19-Q24):
NEW QUESTION # 19 
You use Microsoft Security Copilot.
Security Copilot contributors currently create custom plugins for their own sessions and manage organization-wide custom plugins.
You need to prevent the contributors from managing the organization-wide custom plugins. The solution must NOT affect the
contributors' ability to create custom plugins for their own sessions.
What should you select in the Plugin settings?

A. Owners only at the user scope
B. Contributors and Owners at the user scope
C. Owners only at the tenant scope
D. Contributors and Owners at the tenant scope

Answer: C

Explanation:
Setting tenant-scope custom plugin management to Owners only prevents contributors from adding or managing plugins for the entire
organization. Contributors can still create and manage their own session-specific custom plugins because the user-scope permission
is not changed.
Reference:
https://learn.microsoft.com/en-us/copilot/security/manage-plugins?tabs=securitycopilotplugin

NEW QUESTION # 20 
You have an Azure subscription named Sub1 that contains a virtual network named VNet1.
VNet1 contains multiple virtual machines, including two virtual machines named VM1 and VM2.
Sub1 is linked to a Microsoft Entra tenant named contoso.com.
A partner company has an Azure subscription named Sub2 that contains a virtual network named VNet2.
VNet2 contains a virtual machine named VM3.
Sub2 is linked to a Microsoft Entra tenant named fabrikam.com.
VM1 and VM2 contain data used by an application that runs on VM3.
You need to ensure that VM3 can access VM1 and VM2. The solution must deny VM3 access to any other resources in Sub1.
What should you configure on each virtual network? To answer, drag the components to the correct virtual networks. Each
component may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view
content.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:



Explanation:
VNet1: An Azure Private Link service; VNet2: A private endpoint

Private Link service and private endpoint provide one-way, explicitly scoped private connectivity. VNet1 hosts the target VMs and
should expose only the intended service through an Azure Private Link service.
VNet2, where VM3 runs, consumes that service through a private endpoint. VNet peering or VPN would create broader network
reachability between the networks and would not inherently deny VM3 access to other resources in Sub1. Microsoft platform
security questions usually hinge on where enforcement occurs: at the resource, server, subnet, firewall policy, private endpoint, or
subscription level. The selected answer uses the control plane that owns that enforcement point. Other options are rejected when
they only log activity, broaden network access, or protect a different service category. The result is a direct exam-style
implementation choice: it changes the required security behavior without relying on unrelated monitoring, manual cleanup, or
excessive privilege. Official Microsoft source/topic: SC-500 Study Guide > Private Link services and private endpoints; Microsoft
Learn > Azure Private Link architecture.

NEW QUESTION # 21 
You have a Microsoft Defender External Attack Surface Management (Defender EASM) resource for a company named Contoso.
Ltd.
You need to update the Defender EASM workflow to meet the following requirements:
*Assets from a business domain that Contoso no longer owns must be removed from inventory.
*Findings that do NOT apply to confirmed inventory must NOT affect reported counts.
What should you do for each requirement? To answer, drag the appropriate actions to the correct requirements. Each action may be
used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.



Answer:

Explanation:

Explanation:
Inventory cleanup: Remove the seed and remove the assets discovered by using that seed; Finding suppression: Mark the
observations as non-applicable



When a seed domain is no longer owned, the clean inventory action is to remove the seed and remove assets discovered from that
seed. Leaving those assets as dependencies or merely labeling them would keep stale assets in the inventory. For findings that do not
apply to confirmed inventory, marking the observations as non-applicable prevents them from influencing finding counts while
retaining the operational history needed for audit and review. For this domain, least privilege means granting only the required data
operation or allowing only the required network flow. The correct response avoids shared keys, broad peering, general contributor
roles, or log-only controls when the scenario demands prevention, routing, event triggering, or account-specific configuration. The
result is a direct exam-style implementation choice: it changes the required security behavior without relying on unrelated monitoring,
manual cleanup, or excessive privilege.
Official Microsoft source/topic: SC-500 Study Guide > Defender EASM; Microsoft Learn > inventory and observation state
management.

NEW QUESTION # 22 
You have an Azure subscription named Sub1 that contains a storage account named storage1.
Sub1 has Microsoft Defender for Storage enabled. Defender for Storage has on-upload malware scanning enabled for a monthly
cap of 10,000 GB per storage account.
You use a Microsoft Sentinel workspace to monitor security events on all Azure resources.
You need to configure storage1 to use a malware scanning cap of 2,000 GB per month.
What should you do?

A. From Microsoft Sentinel, modify the data collection rule (DCR) to restrict log ingestion from storage1.
B. From the Microsoft Sentinel workspace, modify the daily cap.
C. Enable the Override Defender for Storage subscription-level settings for storage1.
D. Modify the malware scanning configuration of Sub1.

Answer: C

Explanation:
Defender for Storage settings can be overridden for an individual storage account when the subscription-level configuration applies a
different malware scanning cap. Enabling the override for storage1 allows its on-upload malware scanning monthly cap to be
changed to 2,000 GB while the subscription-level 10,000-GB setting continues to apply to other storage accounts.
Reference:
https://learn.microsoft.com/en-us/azure/defender-for-cloud/defender-for-storage-introduction
https://learn.microsoft.com/en-us/azure/defender-for-cloud/defender-for-storage-azure-portal-enablement?tabs=enable-subscription

NEW QUESTION # 23 
You have multiple Microsoft Security Copilot workspaces.



A user named User1 accesses Security Copilot by using the default workspace.
You create a new workspace named Workspace1 and assign a capacity to Workspace1.
You plan to route Security Copilot agent traffic to Workspace1.
You need to ensure that User1 can use embedded experiences without errors.
What should you do before switching to Workspace1?

A. Add User1 to Workspace1.
B. Create a new capacity for Workspace1.
C. Assign User1 the Security Operator role in Microsoft Entra.
D. Disassociate the capacity from the default workspace.

Answer: A

Explanation:
Access to Microsoft Security Copilot capabilities is controlled through workspace role assignments. Before agent traffic is routed to
Workspace1, User1 must be added to that workspace with the required Security Copilot access so the user can continue using
agent capabilities in embedded experiences without authorization errors.
Reference:
https://learn.microsoft.com/en-us/copilot/security/authentication
https://learn.microsoft.com/en-us/copilot/security/faq-security-copilot

NEW QUESTION # 24
......
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