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B #723
‘What is the purpose of joining Cisco WSAs to an appliance group?

¢ A The group supports improved redundancy

¢ B. All WSAs in the group can view file analysis results.

e C. It simplifies the task of patching multiple appliances.

e D. It supports cluster operations to expedite the malware analysis process.
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Drag and drop the solutions from the left onto the solution's benefits on the right.
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‘What are two Detection and Analytics Engines of Cognitive Threat Analytics? (Choose two.)

e A. intelligent proxy

¢ B. command and control communication
e C. URL categorization

e D. data exfiltration



e E. snort
Eﬁ: B\ D

R -
Explanation/Reference: https//www.cisco.convc/dam/en/us/products/collateral/security/cognitive- threat-analytics/at-a- glance-c45-
736555.pdf
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What is a characteristic of Cisco ASA Netflow v9 Secure Event Logging?

o A It tracks the flow continuously and provides updates every 10 seconds.

¢ B. It provides stateless IP flow tracking that exports all records of a specific flow.
e (. It tracks flow-create, flow-teardown, and flow-denied events.

e D. Its events match all traffic classes in parallel.

Ef#: C

fEEL -

Explanation The ASA and ASASM implementations of NetFlow Secure Event Logging (NSEL) provide a stateful, [P flow tracking
method that exports only those records that indicate significant events in a flow. The significant events that are tracked include flow-
create, flow-teardown, and flow-denied (excluding those flows that are denied by EtherType ACLs). Reference:
https7//www.cisco.convc/en/us/td/docs/security/asa/asa92/configuration/general/asa- general-cli/ monitor-nsel. html The ASA and
ASASM iplementations of NetFlow Secure Event Logging (NSEL) provide a stateful, I[P flow tracking method that exports only
those records that indicate significant events in a flow.

The significant events that are tracked include flow-create, flow-teardown, and flow-denied (excluding those flows that are denied
by EtherType ACLs).

Explanation The ASA and ASASM implementations of NetFlow Secure Event Logging (NSEL) provide a stateful, IP flow tracking
method that exports only those records that indicate significant events in a flow. The significant events that are tracked include flow-
create, flow-teardown, and flow-denied (excluding those flows that are denied by EtherType ACLs). Reference:
https//www.cisco.comvc/en/us/td/docs/security/asa/asa92/configuration/general/asa- general-cli/ monitor-nsel html

B #727
What is a fimction of the Layer 4 Traflic Monitor on a Cisco WSA?

A. blocks traffic from URL categories that are known to contain malicious content

B. prevents data exfiltration by searching all the network traffic for specified sensitive information
C. monittors suspicious traffic across all the TCP/UDP ports

D. decrypts SSL traffic to monitor for malicious content
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