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HAE #25

An organization uses a Recovery Plan to protect a SQL Cluster that relies on Volume Groups (VGs). The VGs are configured with
hypervisor attachments. The administrator executes a Planned Failover to migrate the SQL Cluster to the Recovery Site. The
Failover task completes successfully, but the database administrators report that the database is offline. What is the possible cause of
this issue?

A. An admnistrator failed to configure mapping for the Storage Network in the Recovery Plan.
B. VGs cannot be protected by Recovery Plans.

C. An administrator failed to configure Protection Domains replication.

D. VGs configured with hypervisor attachments do not reattach automatically after recovery.

HE: D

Y.

Volume Groups (VGs) are used in Nutanix to provide block storage to virtual machines, often for high- performance applications
like SQL Server. VGs can be attached to VMs in two ways: " In-guest " (using iSCSI initiators) or " Hypervisor-attached " (where
the hypervisor handles the connection).

In a disaster recovery scenario managed by Recovery Plans, there is a technical distinction in how these attachments are handled.
‘While Nutanix Disaster Recovery can replicate the data in the Volume Groups and recover the VM itself, VGs that are " hypervisor-
attached " do not currently support automatic reattachment as part of the orchestration workflow in all AOS versions. When the
failover completes, the VM powers on at the recovery site, but the VGs are not connected to the VM at the hypervisor level. This
causes the application (SQL) to find its data disks missing, resulting in the database staying offline. To resolve this, the admmistrator
must manually reattach the Volume Groups to the VM at the recovery site using the Prism interface or a script. This limitation
highlights the need to verify specific application storage configurations during DR testing. For automated recovery of VGs, using " In-
guest " iSCSI attachments is often preferred because the iISCSI mitiator within the guest OS can re-establish the connection to the
new cluster ' s Data Services IP once the network is active.

EE #26

A remote office deployment consists of a two-node Nutanix hybrid cluster. An administrator attempts to configure a protection
domain with a 5-minute RPO (Nearsync) replicating to a central datacenter.

Why is the administrator unable to successfully configure this Nearsyne schedule?

A. Nearsync replication requires a minimum of three nodes in the cluster.

B. Nearsync is only supported on All-Flash clusters, not hybrid models.

C. The minimum RPO supported for a two-node cluster is 15 minutes.

D. Two-node clusters require a Witness VM to enable Nearsync replication

HE. A

ME:

Nutanix NearSync replication provides a middle ground between traditional asynchronous replication and synchronous mirroring,
offering RPOs as low as 1 minute using Lightweight Snapshots (LWS). However, the LWS mechanism and the high-frequency
metadata operations required to maintain a 1-to-15 minute RPO have specific hardware and cluster-level requirements.

One of'the strict prerequisites for enabling NearSync is the cluster size. Nutanix requires a minimum of a three-node cluster for
NearSync replication. This is because the system must have enough resources to distribute the LWS metadata and handle the
ncreased /O overhead without compromising the cluster ' s availability or performance. In a two-node cluster (which is common for
small ROBO deployments), the system does not meet the minimum redundancy and resource thresholds required for the NearSyne
engine to operate reliably. While two-node clusters support standard Asynchronous replication (with a 60-minute RPO or higher),
they are restricted fromusing the NearSync lightweight snapshot engine. An administrator attempting to set a 5-minute RPO ona
two-node cluster will find the option either grayed out or the task will fail validation. To achieve a 5-minute RPO, the organization
would need to expand the remote office cluster to at least three nodes or settle for a higher RPO supported by standard
asynchronous replication on the existing hardware.

AE #27
An administrator has been tasked with configuring a Nutanix replication solution that provides an RPO of zero. Which solution
should the administrator choose?



A. Synchronous Replication
B. Async Replication

C. Nearsync Replication

D. Cloud Connect

HE: A

Y.

The Recovery Point Objective (RPO) is a measure of how much data an organization can afford to lose during an outage. An RPO
of zero means that absolutely no data loss is tolerated; every write performed at the primary site must be safely committed to the
recovery site before the application receives a confirmation. In the Nutanix portfolio, Synchronous Replication (Option A) is the only
technology that guarantees this level of data protection. It mirrors every write in real-time between two clusters, ensuring they are
always in perfect synchronization. In contrast, Nearsync Replication (Option B) allows for very low RPOs (as low as 20 seconds to
1 minute), but it is still findamentally an asynchronous process using lightweight snapshots, meaning some " data-in-flight " could be
lost. Async Replication (Option C) typically involves RPOs of one hour or more and is used for less critical workloads. Cloud
Connect (Option D) is a legacy feature for off-site backup and does not support zero-RPO requirements. Synchronous Replication
is the " gold standard " for Tier- 1, mission-critical applications where data integrity and zero loss are the primary business
requirements, provided the network latency between sites is Sis or less.

EE #28

An admmnistrator is testing the failover scenarios from a source availability zone (AZ1) to a destination availability zone (AZ2). The
administrator successfully perforns an unplanned failover from AZ1 to AZ2.

The administrator then immediately tries to use the unplanned failover option to fail the VM back to AZ1, but does not see the VM
listed under Recovery Plan. What could be the cause?

A. Clean up of Entities is needed to perform failback.
B. Recovery Plan is not bi-directional.

C. Replication is not yet successful from AZ2 to AZL.
D. Unplanned failover cannot be used to faiback VMs.

HE. A

MH.

Failback is a critical phase of the disaster recovery lifecycle where workloads are returned to their original primary site. Whenan "
Unplanned Failover " is executed, the system assumes the primary site is gone or unmanaged. Once the primary site (AZ1) is
restored, the administrator cannot simply " re-run " the failover in reverse without preparing the source site. The " Clean up of Entities
" (Option C) is a mandatory step that must be performed on the original primary cluster affer it returns to a healthy state. This
process clears the stale VM registrations and metadata that existed prior to the outage, signaling to the Nutanix orchestrator that
AZ1 is now ready to re-receive the workloads. Until this cleanup is completed, the Recovery Plan will not list the VM as eligible for
failback because 1t still detects the " ghost " of the VM at the destination. While reverse replication (Option B) is also necessary to
prevent data loss during failback, the reason the VM are entirely missing from the Recovery Plan interface during the initial failback
attempt is the lack of entity cleanup. Performing this cleanup ensures a smooth transition back to primary production without
metadata conflicts or registration errors.

A2 #29
‘Which port needs to be opened between two Prism Centrals to ensure a successfil AZ pairing?

A0
B. 1
C.2
D.3

He:. B

Y.

Disaster recovery orchestration in the Nutanix environment often involves the pairing of two separate Availability Zones (AZs), each
managed by its own Prism Central instance. For these two management planes to communicate, exchange metadata, and
synchronize Protection Policies and Recovery Plans, specific firewall ports must be open between them.

Port 9440 is the standard port used for all Prism Central and Prism Element web interface and APT traffic.



During the AZ pairing process, the primary Prism Central must reach the recovery Prism Central ' s API to establish the trust
relationship and pair the sites. Other ports mentioned, such as 2009 (Option A) and 2020 (Option B), are used for data replication
between Controller VMs (CVMS) but are not used for the initial management-plane pairing between Prism Central instances. Port
2074 (Option C) is typically used for Nutanix Guest Tools (NGT) communication with the cluster. Therefore, ensuring port 9440 is
open between the two Prism Central instances is a mandatory prerequisite for successful disaster recovery site pairing.
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