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¢ Vault Deployment Architecture: This section of the exam measures the skills of Platform Engineers and
focuses on deployment strategies for Vault. Candidates will learn about self- managed and HashiCorp-

=x 1 managed cluster strategies, the role of storage backends, and the application of Shamir secret sharing in the

unsealing process. The section also covers disaster recovery and performance replication strategies to

ensure high availability and resilience in Vault deployments.

e Access Management Architecture: This section of the exam measures the skills of Enterprise Security

Engineers and introduces key access management components in Vault. Candidates will explore the Vault
=2 Agent and its role in automating authentication, secret retrieval, and proxying access. The section also
covers the Vault Secrets Operator, which helps manage secrets efficiently in cloud-native environments,
ensuring streamlined access management.

¢ Encryption as a Service: This section of the exam measures the skills of Cryptography Specialists and

focuses on Vault’s encryption capabilities. Candidates will learn how to encrypt and decrypt secrets using
=M 3 the transit secrets engine, as well as perform encryption key rotation. These concepts ensure secure data
transmission and storage, protecting sensitive information from unauthorized access.
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o Secrets Engines: This section of the exam measures the skills of Cloud Infrastructure Engineers and covers
different types of secret engines in Vault. Candidates will learn to choose an appropriate secrets engine
based on the use case, differentiate between static and dynamic secrets, and explore the use of transit

FH 4 secrets for encryption. The section also introduces response wrapping and the importance of short-lived

secrets for enhancing security. Hands-on tasks include enabling and accessing secrets engines using the

CLI, API, and UL
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EE #218
When using Integrated Storage, which of the following should you do to recover from possible data loss?

A. Use audit logs

B. Use snapshot

C. Failover to a standby node
D. Use server logs

He. B

MH.

Integrated Storage is a Raft-based storage backend that allows Vault to store its data internally without relying on an external
storage system. It also enables Vault to run in high availability mode with automatic leader election and failover. However, Integrated
Storage is not immune to data loss or corruption due to hardware failures, network partitions, or human errors. Therefore, it is
recommended to use the snapshot feature to backup and restore the Vault data periodically or on demand. A snapshot is a point-in-
time capture of the entire Vault data, including the encrypted secrets, the configuration, and the metadata. Snapshots can be taken
and restored using the vault operator raft snapshot command or the sys/storage/raft/snapshot API endpoint.

Snapshots are encrypted and can only be restored with a quorum of unseal keys or recovery keys. Snapshots are also portable and
can be used to migrate data between different Vault clusters or storage backends. References:
https’/developer.hashicorp.comyvault/docs/concepts/integrated-storage1,
https/developer.hashicorp.conyvault/docs/commands/operator/raft/snapshot2, https//developer.hashicorp.
com/vault/api-docs/systenvstorage/raft/snapshot3

AE #219
* A Jenkins server is using the following token to access Vault. Based on the lookup shown below, what type of token is this?$ vault
token lookup hvs.FGP1A77Hxal Sp6Pkp1yURcZB

* accessor RnH8jtgrxBrYanizlyJ7Y8R

* creation_time 1604604512

* creation_ttl 24h

* display_name token

* entity id n/a

* expire_time 2025-11-06T14:28:32.8891566-05:00
* explicit_ max _ttl Os

* id hvs.FGP1A77Hxal Sp6KRauSeNB

*issue_time 2025-11-06T14:28:32.8891566-05:00
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* meta <niP>

* num _uses 0

* orphan false

* path auth/token/create
* period 24h

* policies [admin default]
* renewable true

* 1t 23h59mS0s

* type service

A. Orphaned token
B. Periodic token
C. Secondary token
D. Batch token

HE: B

Y.

Comprehensive and Detailed in Depth Explanation:

* Asperiod indicates a renewable periodic token. Correct.

Overall Explanation from Vault Docs:

"A periodic token has a period... renewable without a max TTL."
Referencehttps//developer.hashicorp.com/vault/docs/concepts/tokens#token- time-to-live-periodic-tokens- and-explicit-max-ttls

EE #220

Mike's Cereal Shack uses Vault to encrypt customer data to ensure it is always stored securely. They are developing a new
application integration to send new customer data to be encrypted using the following API request:
text

CollapseWrapCopy

$ curl\

--header "X-Vault-Token: hvs.sfvj 1TFVSPVQSV3M9dcv832brxQFstbXA" \

--request POST\

--data (@data.json \

https//vault. mcshack.com:8200/v1/transit/encrypt/customer-data

‘What would be contained within the data.json file?

A. Transit secrets engine configuration file

B. Ciphertext to be decrypted

C. Cleartext customer data to be encrypted

D. The encryption key to be used for encrypting the data

4

o
m

: C
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Comprehensive and Detailed in Depth Explanation:

The data.json file in this API request contains the data to be encrypted by the Transit secrets engine. The HashiCorp Vault
documentation states: "When executing any call to the Vault API, data can be sent using an external file as shown above. In this
case, the contents of the file would be cleartext customer data that needs to be encrypted by the transit secrets engine." Specifically,
for the /transit/encrypt/ endpoirt, it explains: "The API expects a JSON payload with a plaintext field containing the base64-encoded
data to encrypt." The documentation elaborates under "Encrypt Data": "The request body nmust include the plaintext parameter,
which is the base64-encoded version of the data you want to encrypt. For example: {"plaintext": "base64- encoded-data"}." Here,D
(Cleartext customer data to be encrypted)fits this requirement-customer data in cleartext, base64-encoded, sent for encryption. A
(Transit config)is managed in Vault, not sent.B (Ciphertext) is the output, not input.C (Encryption key)is stored in Vault, not
provided by the client. Thus, D is correct.

Reference:

HashiCorp Vault Documentation - Transit API: Encrypt Data

AE #221
‘Which of the following is a machine-oriented Vault authentication backend?



A. Transit
B. Okta

C. GitHub
D. AppRole

HE: D

Y.

AppRole is a machine-oriented authentication method that allows machines or applications to authenticate with Vault using a role ID
and a secret ID. The role ID is a unique identifier for the application, and the secret ID is a single-use credential that can be delivered
to the application securely. AppRole is designed to provide secure introduction of machines and applications to Vault, and to
support the principle of least privilege by allowing fine-grained access control policies to be attached to each rolel.

Okta, GitHub, and Transit are not machine-oriented authentication methods. Okta and GitHub are user- oriented authentication
methods that allow users to authenticate with Vault using their Okta or GitHub credentials23. Transit is not an authentication method
at all, but a secrets engine that provides encryption as a service4.

AppRole Auth Method | Vault | HashiCorp Developer
Okta Auth Method | Vault | HashiCorp Developer
GitHub Auth Method | Vault | HashiCorp Developer
Transit Secrets Engine | Vault | HashiCorp Developer

AE#222

You have nuitiple Kubernetes pods that need frequent access to Vault to retrieve credentials for establishing connectivity to a
backend database. You enable the Kubernetes auth method in Vault. What resource do you need to create within Kubernetes to
complete this configuration?

A. Username and password for kubectl
B. An AppRole role id and secret id
C. k8s service account token

D. A Vault token for authentication

e C

MH.

Comprehensive and Detailed In-Depth Explanation:

Kubernetes auth requires:

* B. k8s service account token: "The kubernetes auth method can be used to authenticate with Vault using a Kubernetes Service
Account Token."

* Incorrect Options:

* A, C, D: Not specific to Kubernetes auth.

Referencehttpsv/developer.hashicorp.com/vault/docs/auth/kubernetes
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