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F 8 #177
Ifthere is a firewall between Cisco ISE and an Active Directory external identity store, which port does not need to be open?

A. TCP 21

B. TCP 445

C. TCP 88

D. UDP/TCP 389
E. UDP123

BER: A

F =8 #178

When planning for the deployment of Cisco ISE, an organization's security policy dictates that they must use network access
authentication via RADIUS. It also states that the deployment provide an adequate amount of security and visibility for the hosts on
the network. Why should the engineer configure MAB in this situation?

A. MAB provides user authentication.

B. MAB provides the strongest form of authentication available.
C. The Cisco switches only support MAB.

D. The devices in the network do not have a supplicant.

ZX: D
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PR #179

An engineer is configuring Cisco ISE policies to support MAB for devices that do not have 802.1X capabilities. The engineer is
configuring new endpoint identity groups as conditions to be used in the AuthZ policies, but noticed that the endpoints are not hitting
the correct policies. What must be done in order to get the devices into the right policies?

A. Add an identity policy to dynamically add the IP address of the devices to their endpoint identity groups.
B. Create an AuthZ policy to identify Unknown devices and provide partial network access prior to profiling,
C. Manually add the MAC addresses of the devices to endpoint ID groups in the context visibility database.
D. Identify the non 802.1 * supported device types and create custom profiles for them to profile into.
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i 8 #180
An engineer is implementing Cisco ISE and needs to configure 802.1X. The port settings are configured for port-based
authentication. Which command should be used to complete this configuration?

A. dotlx systemrauth-control

B. authentication port-control auto

C. aaa authentication dot1x default group radius
D. dotlx pae authenticator

ER: A

BB -
https7//www.cisco.convc/en/us/td/docs/switches/lan/catalyst4500/12-2/3 1 sg/configuration/guide/conf/dot 1 x. htmi#wp 1133395

F A8 #181

A policy is being created in order to provide device administration access to the switches on a network. There is a requirement to
ensure that if the session is not actively being used, after 10 minutes, it will be disconnected. Which task must be configured in order
to meet this requirement?

e A idle time
e B. set attribute as
e (. session timeout
e D. monitor

ER: C
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