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AR #522
After clicking on a link in an email a Chief Financial Officer (CFO) received the following error:
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9' There is a problem with this website's security certificate

We recommend that you close this webpage and do not continue to this website

& Click here to cloe thils webp e

The CFO then reported the incident to a technician. The link is purportedly to the organization's bank. Which of the following should
the technician perform FIRST?

A. Instruct the CFO to exit the browser

B. Update the browser's CRLs

C. File a trouble ticket with the bank.

D. Contact the ISP to report the CFCs concern

HE: B

Y.
The technician should update the browser's CRLs first. The error message indicates that the certificate revocation list (CRL) is not
up to date. Updating the CRLs will ensure that the browser can verify the authenticity of the bank's website.

AE #523
‘Which of the following is MOST likely used to run .vbs files on Windows devices?

A. explorer.exe
B. cscript.exe
C. winmgnt.exe

D. powershell.exe
HeE: B

MY

A .vbs file is a Virtual Basic script written in the VBScript scripting language. It contains code that can be executed within Windows
via the Windows-based script host (Wscript.exe), to perform certain admin and processing finctions1. Cscript.exe is a command-
line version of the Windows Script Host that provides command-line options for setting script properties. Therefore, cscript.exe is
most likely used to run .vbs files on Windows devices. References: 1: https/fileinfo.convextension/vbs :
https:/docs.microsoft.com/en-us/windows-server/administration/windows-commands/cscript

AR #524
A Chief Executive Officer has learned that an exploit has been identified on the web server software, and a patch is not available yet.
Which of the following attacks MOST likely occurred?

e A Zero day
¢ B. Brute force
e C. On-path




e D. Denial of service
Y. A

Y.

A zero-day attack is an attack that exploits a previously unknown vulnerability in a computer application, meaning that the attack
occurs on "day zero" of awareness of the vulnerability Configuring AAA Services. Retrieved from
httpsy//www.cisco.comy/c/en/us/td/docs/routers/crs/software/crs_r4-0/security/configuration/guide/sc40crsbook _chapter].html

HEE #525
‘Which of the following would typically require the most computing resources from the host computer?
Chrome OS

A. Windows
B. Linux

C. Android
D. macOS

e C

HE:

Windows is the operating system that typically requires the most computing resources from the host computer, compared to the
other options. Computing resources include hardware components such as CPU, RAM, disk space, graphics card, and network
adapter. The minimum system requirements for an operating system indicate the minimum amount of computing resources needed to
mstall and run the operating system on a computer. The higher the mmninmum system requirerments, the more computing resources the
operating system consumes.

According to the web search results, the minimum system requirements for Windows 10 and Windows 11 are as follows12:

CPU: 1 GHz or faster with two or more cores (Windows 10); 1 GHz or faster with two or more cores on a compatible 64-bit
processor (Windows 11) RAM: 1 GB for 32-bit or 2 GB for 64-bit (Windows 10); 4 GB (Windows 11) Disk space: 16 GB for
32-bit or 32 GB for 64-bit (Windows 10); 64 GB (Windows 11) Graphics card: DirectX 9 or later with WDDM 1.0 driver
(Windows 10); DirectX 12 compatible with WDDM 2.0 driver (Windows 11) Network adapter: Ethernet or Wi-Fi (Windows 10);
Ethernet or Wi-Fi that supports 5 GHz (Windows 11) The minimum system requirements for macOS Ventura are as follows:

CPU: Intel Core 13 or higher, or Apple M1 chip

RAM: 4 GB

Disk space: 35.5 GB

Graphics card: Metal-capable

Network adapter: Ethernet or Wi-Fi

The mnimum system requirements for Chrome OS are as follows:

CPU: Intel Celeron or higher

RAM:2 GB

Disk space: 16 GB

Graphics card: Integrated

Network adapter: Ethernet or Wi-Fi

The minimum system requirements for Android are as follows:

CPU: 1 GHz or higher

RAM: 512 MB

Disk space: 8 GB

Graphics card: OpenGL ES 2.0

Network adapter: Ethernet or Wi-Fi

The minimum system requirements for Linux vary depending on the distribution, but a common example is Ubuntu, which has the
following minimum system requirenments:

CPU: 2 GHz dual core processor or better

RAM:4 GB

Disk space: 25 GB

Graphics card: 1024 x 768 screen resolution

Network adapter: Ethernet or Wi-Fi

Based on the comparison of the minimum system requirements, Windows has the highest requirements for CPU, RAM, disk space,
and graphics card, while Chrome OS and Android have the lowest requirements. macOS and Linux have moderate requirements,
depending on the hardware and software configuration. Therefore, Windows is the operating system that typically requires the most
computing resources from the host computer.



Reference:

Windows, macOS, Chrome OS, or Linux: Which Operating System Is Right for You?1 Comparison of operating systems3
Windows 10 vs 11 Minimum System Requirements: Why Need a New One?2 macOS Monterey - Technical Specifications
Chrome OS - Wikipedia Android - Wikipedia Installatior/SystemRequirements - Community Help Wiki

EAE #526

As a corporate technician, you are asked to evaluate several suspect email messages on a client's computer. Corporate policy
requires he following:

. All phishing attempts must be reported.

. Future spam emails to users must be prevented.
INSTRUCTIONS

Review each email and perform the

following within the email:

* Classify the emails

* Identify suspicious iterrs, if applicable, in each email
* Select the appropriate resolution

Inbox

Account Locked | Email Classification Menu
Dear User, We have detected | |

| Classification
unusual activity com... |

| Resolution
Share Your Feedback |
1t only takes 4 minutes of your | Report email to Information Sacurity
time! In partnersh...
Perform no additional actions

2 unsubscribe
Employee Orientation

Dear Joe, Welcome to CompTIAl

Open attachment
We are excited...

@ecurity Update

We need to install an urgent
patch to your Windows..

Interview
Good afternoon Joe, 1 just

HH-

Y.

See the Full solution in Explanation below.

Explanation:

Classification: a) Phishing

This email is a phishing attempt, as it tries to trick the user into clicking on a malicious link that could compromise their account or
personal information. Some suspicious items in this email are:

The email has a generic greeting and does not address the user by name.

The email has spelling errors, such as "unusal" and "Locaked".

The email uses a sense of urgency and fear to pressure the user into clicking on the link.

The email does not match the official format or domain of the I'T Help Desk at CompTIA.

The email has two black bat icons, which are not related to CompTIA or IT support.

The appropriate resolution for this email is A. Report email to Information Security. The user should not click on the link, reply to the
email, or provide any personal or account information. The user should forward the email to the Information Security team or use a
professional email form to report the phishing attempt. The user should also delete the email from their inbox and trash folder.

The suspicious itens to select are:

b) From address

d) Hyperlinks

These items indicate that the email is not froma legitimate source and that the link is potentially malicious.

The other items are not suspicious in this case, as the to address is the user's own email and there are no attachments.



Inbox

From: ithelpdesk@comptia.co

Subject: Account Locked Email Classification Menu

Account Locked
Dear User, We have detected

To: joe@comptia.or Jassificath
unusual activity com... Joe@comp 9 Classification
Phishing v
Suspicious items
Share Your Feedback Pl o
It only takes 4 minutes of your Dear User, (] To addrass

time! In partnersh...

We have detected unusual activity coming from your corporate account joe@comptia.org. From address

To protect your account, please click HERE to change your password.

[ Agakhmeqts
Employee Orientation
Regards,
Dear Joe, Welcome to CompTIA! g Hyperlinks
We are excited... CompTIA T Help Desk Resolution

® Report email to Information Security
Security Update
we need to install an urgent
patch to your Windows...

O perform no additional actions
O unsubscribe

) Open attachment
Interview

Good afternoon Joe, I just

Classtfication: b) Spam

This email is a spam email, as it is an unsolicited and unwanted message that tries to persuade the user to participate in a survey and
claim a reward. Some suspicious itens in this email are:

The email offers a free wireless headphone as an incentive, which is too good to be true.

The email does not provide any details about the survey company, such as its name, address, or contact information.

The email contains an external survey link, which may lead to a malicious or fraudulent website.

The email does not have an unsubscribe option, which is required by law for commercial emails.

The appropriate resolution for this email is C. Unsubscribe. The user should look for an unsubscribe link or button at the bottom of
the email and follow the instructions to opt out of receiving future emails from the sender. The user should also mark the email as
spamor junk in their email client, which will help filter out similar emails in the future. The user should not click on the survey link,
reply to the email, or provide any personal or financial information.

From: survey@researchco.net

Subject: Share Your Feedback And Get Free Wireless Headphones! Email Classification Menu

To: joe@comptia.org Classification
Signed By: survey@researchco.net & '
Spam v
Resolution
NN i
N - v T Loz secu T
1t only takes 4 minutes of your time! () perform no additional actions
In partnership with Research & Co. we are conducting a survey regarding your cellular ® unsubscribe

service. As an expert in your field, we'd love to get your feedback! )
() Open attachment

This quick survey will only take a few minutes of yourfime, and'as a token of our
appreciation for sharing your insight, you will @celve a pair of wireless headphones.

Take the Survey here!

Manage Email Preferences

Classification: ¢) Legitimate

This email is a legitimate email, as it is froma trusted source and has a valid purpose. There are no suspicious iters in this email, as
the from address, the to address, the attachment, and the enmil body are all consistent and relevant. The appropriate resolution for
this email is B. Perform no additional actions. The user can open the attachment and review the orientation material as instructed.
The user does not need to report, unsubscribe, or delete this email.

A screenshot of a computer Description automatically generated



From: Human Resources <hr@comptia.org>
Subject: Employee Orientation
To: joe@comptia.org Classification

Email Classification Menu

Q Employee_Reference_Guide.PDF [ Legitimate

Resolution

Dear Joa, @) Report email to Information Security

Welcome to CompTIA! @® Perform no additional actions
-_-_,'___--\..\ " b r
W WY wWw_ g\ ~\
We afe” extitgd that) ardh Le, afd We kfiow you will be a valuable asset to the ) Unsubscribe
2 OMOT LA
ngeffping® J § Ul § ' 4 ¢ i

4 () Open attachment

Please review the attached orientation material to get started with the onboarding
experience.

Regards,
CompTIA Human Resources

Classification: a) Phishing

This email is a phishing attempt, as it tries to deceive the user into downloading and running a malicious attachment that could
compromise their system or data. Some suspicious items in this email are:

The email has a generic greeting and does not address the user by name or usernamne.

The email has an urgent tone and clains that a security patch needs to be installed immediately.

The email has an attachment named "patchl.exe", which is an executable file that could contain malware or ransomware.

The email does not match the official format or domain of CompTIA Information Security.

The appropriate resolution for this email is A. Report email to Information Security. The user should not open the attachment, reply
to the email, or provide any personal or account information. The user should forward the email to the Information Security team or
use a professional email form to report the phishing attempt. The user should also delete the email from their inbox and trash folder.
A screenshot of a computer Description automatically generated

From: CompTIA Information Security <infosec@comptiaa.org>
Subject: Security Update

To ]ng@gomptiq.mg s wud B, Classification
Qeasedf 11D ‘ '

Email Classification Menu

‘ Phishing v

Suspicious items

A e Nad
We need to install an urgent patch to your Windows Operating System. Please download [ )0 address
and run the included attachment to install the security patch as soon as possible!
] From address
REGARCE, Attachments
CompTIA Information Security
infosec@comptia.org () Hyperlinks

Resolution

@ Report emall to Information Security
O Perform no additional actions
O Unsubscribe

(O Open attachment



Inbox

Account Locked
Dear User, We have detected
unusual activity com...

Share Your Feedback
It only takes 4 minutes of your
time! In partnersh...

Employee Orientation
Dear Joe, Welcome to CompTIA!
We are excited...

Security Update
We need to install an urgent
patch to your Windows...

Interview
Good afternoon Joe, I just

wantad #n thank vni far

From: Human Resources <hr@comptia.org>
Subject: Employee Orientation
To: joe@comptia.org

% Employee_Reference_Guide.PDF

Dear Joe,
Welcome to CompTIA!

We are excited that you are here, and we know you will be a valuable asset to the
company.

Please review the attached erientation material to get started with the onboarding
experience.

Regards,
CompTIA'Human Resources

Email Classification Menu
Classification

[ Legitimate

Resolution

O Report email to Information Security
@ perform no additional actions

O unsubscribe

O Open attachment

Classtfication: ¢) Legitimate

This email is a legitimate email, as it is fioma trusted source and has a valid purpose. There are no suspicious iters in this email, as
the from address, the to address, and the email body are all consistent and relevant. The appropriate resolution for this email is B.
Performno additional actions. The user can reply to the email and thank the sender forthe interview opportunity. The user does not
need to report, unsubscribe, or delete this email.

A screenshot of a computer Description automatically generated

y . - ., < r L

From: Alex <alex@gmail.com>

Subject: Interview
To: joe@comptia.org

Good afternoon Joe,

1 just wanted to thank you for your time during my interview last week. It was gxciting to

" Emnail Classification Menu

Classification

| Legitimate

Resolution

() Réport email to Information Security

hear about the position and possible opportunity at CompTIA. Plese dbn’t hesitate to

reach out to me with any questions or concerns you may have about me opimy

qualifications. Regardless of the outcome, it was a pleasur@ speaking With you, and I hope

to have the opportunity to work with you in the futufe.

Regards,
Alex

AR #527

@® perform no additional actions

) Unsubscribe

) Open attachment
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