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Topic Details

Topic 1

Automation and Deployment Tools: This domain focuses on the skills of DevOps Engineers in automating
cloud infrastructure and security deployments. It covers using Infrastructure as Code tools such as
Terraform and Ansible for cloud provisioning, as well as deploying Fortinet solutions through platform-
specific automation frameworks like Azure Bicep and AWS CloudFormation to enable repeatable and
scalable security implementations.

Topic 2

Security Solutions Deployment and Integration: This section evaluates Cloud Security Engineers on
deploying Fortinet solutions to secure various cloud service models, including Infrastructure as a Service
(IaaS) and Container as a Service (CaaS). It includes integrating Fortinet security tools with cloud-native
services to ensure robust protection across cloud workloads and environments.

Topic 3

Cloud Infrastructure Monitoring: Cloud Security Engineers are assessed on their ability to monitor cloud
networks and workloads using both cloud provider native tools and Fortinet’s monitoring solutions. This
section includes overseeing AWS and Azure network health and security posture to ensure continuous
visibility and threat detection in cloud environments.

Topic 4

Troubleshooting and Connectivity Management: Targeting DevOps Engineers, this section focuses on
diagnosing and resolving connectivity problems within AWS and Azure cloud services. It emphasizes
troubleshooting issues related to cloud network connectivity, including challenges with Software-Defined
Networking (SDN) connectors, to maintain stable and secure cloud operations.

Fortinet FCSS - Public Cloud Security 7.6 Architect Sample Questions (Q19-
Q24):
NEW QUESTION # 19 
Refer to the exhibit.

Refer to the exhibit.
The exhibit shows an active-passive high availability FortiGate pair with external and internal Azure load balancers.
There is no SDN connector used in this solution.
Which configuration must the administrator implement on each FortiGate?

A. One static route to Azure Lambda IP address.
B. Two BGP routes to Azure probe IP address.
C. Single BGP route to Azure probe IP address.
D. Two static routes to Azure probe IP address.

Answer: D



NEW QUESTION # 20 
Which AWS tools help troubleshoot connectivity issues in an AWS environment?
(Choose two.)
Response:

A. AWS Route 53
B. AWS CloudTrail
C. AWS VPC Flow Logs
D. AWS Reachability Analyzer

Answer: C,D

NEW QUESTION # 21 
What are some key advantages of using Azure Bicep over JSON templates?
(Choose two.)
Response:

A. Native execution on AWS
B. More readable syntax
C. Reduced code complexity
D. Support for multi-cloud deployment

Answer: B,C

NEW QUESTION # 22 
Which Fortinet products can be used to protect containerized applications in a cloud environment?
(Choose two.)
Response:

A. FortiADC
B. FortiSandbox
C. FortiADC
D. FortiWeb

Answer: C,D

NEW QUESTION # 23 
Which of the following are valid Terraform backends for state management?
(Choose two.)
Response:

A. Azure Blob Storage
B. Google Drive
C. AWS S3
D. GitHub

Answer: A,C

NEW QUESTION # 24
......
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