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HH #114
Which security control is designed to prevent unauthorized access to sensitive information by ensuring it is accessible only to

authorized users?

A. Access control
B. Encryption

C. Frrewall

D. Antivirus

EfE: A
RN

Access control ensures that only authorized users can access specific resources. It includes authentication, authorization, and

enforcement mechanisirs.
Encryption protects data confidentiality, firewalls control network traffic, and antivirus detects malware. Only access control directly
governs who can access sensitive information.

HM #115
Which of these components is very likely to be instrumental to any disaster recovery (DR) effort?

A. Routers

B. Firewalls
C. Laptops
D. Backups
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Backups are one of the most critical components of any disaster recovery (DR) strategy. Disaster recovery focuses on restoring
systemnrs, data, and operations after a disruptive event such as a cyberattack, natural disaster, hardware failure, or human error.
Without reliable backups, recovery may be impossible or severely delayed.

Backups ensure that critical data can be restored to a known good state, minimizing data loss and downtime.

Industry frameworks such as NIST SP 800-34 and ISO/IEC 27031 emphasize backups as a foundational DR control. They
support recovery time objectives (RTOs) and recovery point objectives (RPOs), which define how quickly systerms must be
restored and how much data loss isacceptable.

While routers, laptops, and firewalls are important infrastructure components, they can typically be replaced or reconfigured. Lost or
corrupted data, however, may be irreplaceable without backups. Best practices include maintaining regular, automated backups,
storing them offSite or in the cloud, and protecting them from ransomware using immutable or offline storage. Testing backups
regularly is also essential to ensure they are usable during an actual disaster.

R #116
Exhibit.
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What is the purpose of a Security Information and Event Management (SIEM) system?

¢ A Encrypting files

¢ B. Monitoring and analyzing security events -
¢ C. Blocking malicious websites

¢ D. Managing user passwords

EM: B
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A Security Information and Event Management (SIEM) system is designed tocollect, correlate, analyze, and alert on security
eventsgenerated across an organization's IT environment. SIEM platforms aggregate logs from diverse sources such as servers,



firewalls, endpoints, applications, and cloud services, providing centralized visibility into security activity.

The core value of'a SIEM lies inevent correlation and contextual analysis. By correlating events across systems and over time, a
SIEM can detect suspicious patterns that individual logs alone would not reveal- such as lateral movement, privilege escalation, or
coordinated attacks. SIEMs also support real-time alerting, dashboards, querying, and incident investigation, enabling security teams
to respond faster and more effectively.

SIEM systems donotencrypt files (that's cryptography), block websites directly (that's firewalls or secure web gateways), or manage
passwords (that's IAM). Instead, they serve as thecentral nervous system of a Security Operations Center (SOC), supporting
monitoring, detection, compliance reporting, and incident response workflows as recommended by NIST and other security
frameworks.

HM #117
Faking the sender address in a transmission to gain illegal entry into a secure system

A. Phishing
B. ALL
C. Spoofing
D. ARP
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H #118
A set of rules that everyone must comply with and that usually carry monetary penalties for nonconpliance are:

A. Policies

B. Standards

C. Laws or regulations
D. Procedures

EfE: C
L2

Laws and regulations are legally enforceable and can impose fines or penalties. Standards and policies are not legally binding unless
mandated by regulation.
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