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487. Frage
What is a NULL scan?

A. A scan in which the packet size is set to zero
B. A scan with an illegal packet size

C. A scan in which all flags are turned off

D. A scan in which certain flags are off

E. A scan in which all flags are on

Antwort: C

Begrindung;

A NULL scan is a type of TCP scan where no TCP flags are set in the packet. This unconventional packet is used to evade firewalls
and intrusion detection systems and to determine the state of a port based on the response.

Behavior:

Open port # No response

Closed port # RST (Reset)

From CEH v13 Courseware:

Module 3: Scanning Networks

Topic: TCP Flag Scanning Methods

CEH v13 Study Guide states:

"A NULL scan sends a TCP packet with all flags turned off. The systens response (or lack thereof) allows the attacker to infer
whether a port is open or closed, especially on UNIX-based systens." Incorrect Options:

B: Vague and naccurate

C: Refers to Xmas scan (URG, PSH, FIN)

D/E: Irrelevant to TCP flags

Reference:CEH v13 Study Guide - Module 3: Scanning Networks # TCP NULL ScansRFC 793 - TCP Protocol Behavior

488. Frage
Which Intrusion Detection System is the best applicable for large environments where critical assets on the network need extra
scrutiny and is ideal for observing sensitive network segments?

A. Host-based itrusion detection system (HIDS)

B. Network-based mntrusion detection system (NIDS)
C. Honeypots

D. Firewalls

Antwort: B

Begrindung;

A Network-based Intrusion Detection System (NIDS) monitors all network traffic for signs of suspicious activity across muiltiple
hosts. In large environments with critical assets (e.g., financial or healthcare networks), NIDS is ideal because it provides visibility
into entire network segments, not just individual systerns.

NIDS can be deployed at strategic points (e.g., DMZs, VLANS, subnets) to detect unauthorized access, malware activity, or policy
violations.

Reference - CEH v13 Official Courseware:

Module 13: Evading IDS, Firewalls, and Honeypots

Quote:

"Network-based IDS monitors traffic across an entire subnet or segiment and is most effective in large environments to detect
malicious activity before it reaches critical assets." Incorrect Options Explained:

A). Honeypots attract and log attacker behavior, but do not provide network-wide detection.

B). Firewalls filter traffic but are not detection systens.

D). HIDS monitors activity on a single host only.

489. Frage
You are attempting to run an Nmap port scan on a web server. Which of the following commands would result in a scan of common
ports with the least amount of noise In order to evade IDS?



A. nmap -A -Pn

B. nmap -sP- -p-65535-T5
C. nmap- A-host-time 99-T1
D. nmap -sT-O- To

Antwort: D

Begriindung;

-A: Perform an aggressive scan which select most of the commonly used options within nmap
-Pn: Means Don't ping

-p:scan specific ports

-ST: TCP Connect scan

-O: Operating system detection

-TO: timing template (extremely slow- evade FW)0

490. Frage
Bob, an attacker, has managed to access a target loT device. He employed an online tool to gather information related to the model
of'the loT device and the certifications granted to it. Which of the following tools did Bob employ to gather the above Information?

A. EarthExplorer
B. FCC ID search

C. search.com
D. Google image search

Antwort: B

Begrindung;

Footprinting techniques are used to collect basic information about the target [oT and OT platforns to exploit them Information
collected through footprinting techniques ncludes IP address, hostname, ISP, device location, banner of the target IoT device, FCC
ID information, certification granted to the device, etc. pg.

5052 ECHv11 manual

httpsv//en.wikipedia.org/wikiyFCC _mark

AnFCC ID is a unique identifier assigned to a device registered with the United States Federal Commumnications Commission. For
legal sale of wireless deices in the US, manufacturers must:

Have the device evaluated by an independent lab to ensure it conforms to FCC standards

Provide documentation to the FCC of the lab results

Provide User Manuals, Documentation, and Photos relating to the device

Digitally or physically label the device with the unique identifier provided by the FCC (upon approved application) The FCC gets its
authourity from Title 47 of the Code of Federal Regulations (47 CFR). FCC IDs are required for all wireless emitting devices sold in
the USA. By searching an FCC ID, you can find details on the wireless operating frequency (including strength), photos of the
device, user manuals for the device, and SAR reports on the wireless emissions

491. Frage

Steve, an attacker, created a fake profile on a social media website and sent a request to Stella. Stella was enthralled by Steve's
profile picture and the description given for his profile, and she mitiated a conversation with him soon after accepting the request.
After a few days. Sieve started asking about her company details and eventually gathered all the essential information regarding her
company. What is the social engineering technique Steve employed in the above scenario?

A. Baiting

B. Diversion theft
C. Piggybacking
D. Honey trap

Antwort: D

Begrindung;

The honey trap is a technique where an attacker targets a person online by pretending to be an attractive person and then begins a
fake online relationship to obtain confidential information about the target company.

In this technique, the victimis an insider who possesses critical information about the target organization.



Baiting is a technique in which attackers offer end users something alluring in exchange for important information such as login details
and other sensitive data. This technique relies on the curiosity and greed of the end-users. Attackers perform this technique by
leaving a physical device such as a USB flash drive containing malicious files in locations where people can easily find them, such as
parking lots, elevators, and bathroons. This physical device is labeled with a legitimate company's logo, thereby tricking end-users
nto trusting it and opening it on their systems. Once the victim connects and opens the device, a malicious file downloads. It infects
the system and allows the attacker to take control.

For example, an attacker leaves some bait in the form ofa USB drive in the elevator with the label "Employee Salary Information
2019" and a legitimate company's logo. Out of curiosity and greed, the victim picks up the device and opens it up on their system,
which downloads the bait. Once the bait is downloaded, a piece of malicious software installs on the victim's system, giving the
attacker access.

492. Frage
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