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Cisco Understanding Cisco Cybersecurity Operations Fundamentals Sample
Questions (Q185-Q190):

NEW QUESTION # 185
‘Which technology on a host is used to isolate a running application from other applications?

A. application block list
B. sandbox

C. application allow list
D. host-based firewall

Answer: B

Explanation:

A sandbox is a technology on a host that is used to isolate a running application from other applications. A sandbox creates a
controlled and restricted environment for the application to execute, limiting its access to system resources and data. A sandbox can
prevent the application from spreading malware, stealing information, or causing damage to the host or the network. A sandbox can
also be used to test and analyze the behavior of unknown or suspicious applications without risking the security of the host.
Application allow list, application block list, and host-based firewall are other technologies on a host that can be used to control or
restrict the execution of applications, but they do not isolate them from other applications. Reference:

How can I best isolate a particular program (game)

App isolation n Windows 10

Types of Endpoint Application Isolation and Containment Technology

NEW QUESTION # 186
Refer to the exhibit.

alert tcp SEXTERNAL_NET SHTTP_PORTS -> SHOME_NET any ( msg:"BROWSER-
CHROME Google Chrome XSSAuditor filter secrity policy bypass attempt”;
flow:to_client,established:; file_data; content: Siffame” ,nocase; content:"srcdoc”, within
20,nocase; content:"<script>" within 10,nqcase;

pcre:"/<iframe[*>]*?srcdoc\s ?7=\s ?[\x2227]<script>/smi"; metadata:policy max-detect-
ips drop; service:http; reference:bugtra;65066;

reference:url,geagle¢hromereleasds blogspot.ca/2014/01/stable-channel-update.html;
classtype:attempted-user; sid:30252; rev:3; )

A company's user HTTP connection to a malicious site was blocked according to configured policy What is the source technology
used for this measure'?

e A IPS

e B. web proxy

e C. firewall

¢ D. network application control

Answer: B

Explanation:

A web proxy is the technology used to block a user's HITP connection to a malicious site according to configured policy. It acts as
an intermediary between users and the internet, enforcing security policies and preventing access to harmful sites by inspecting and
managing web traffic.


https://www.exam4labs.com/200-201-practice-torrent.html

NEW QUESTION # 187

A security engineer has a video of a suspect entering a data center that was captured on the same day that files in the same data
center were transferred to a competitor.

Which type of evidence is this?

A. best evidence

B. physical evidence

C. indirect evidence

D. prima facie evidence

Answer: C

Explanation:
Section: Host-Based Analysis

NEW QUESTION # 188
R_efer to the exhibit.

Pt S
'nap done: 1. IP address (1 host up) scanned in 0.19 seconds

Ps C:\Program Files (x86)\Nmap> nmap --top-ports 10 172.31.45.240

Starting Nmap 7.80 ( https://nmap.org ) at 2019-11-22 22:05 Coordinated Universal Time
'nap scan repert for 1p-172-31-45-240.us-west-2.compute.internal (172.31.45.240)

Host is up (0.00s latency).

PORT STATE, SERVICE
21/tcp €losed fup

22/tcp €losed ssh

23/tcp closed telnet
25/t6p » clased smtp

80/tcp | clasedl http

1104t cp closeédygpop3
139/tcp open netbios-ssn|
443/tcp closed https
445/tcp open microsoft-ds
3389/tcp open ms-wbt-server

‘map done: 1 IP address (1 host up) scanned in 0.19 seconds PS
C:\Program Files (x86)\Nmap>

What does this output indicate?

A. FTP ports are open on the server.

B. SMB ports are closed on the server.
C. Email ports are closed on the server.
D. HTTPS ports are open on the server.

Answer: C

Explanation:

What Are Ports 139 And 445? SMB has always been a network file sharing protocol. As such, SMB requires network ports on a
computer or server to enable communication to other systems. SMB uses either IP port

139 or 445. Port 139 - SMB originally ran on top of NetBIOS using port 139. NetBIOS is an older transport layer that allows
Windows computers to talk to each other on the same network. Port 445 - Later versions of SMB (after Windows 2000) began to
use port 445 on top of a TCP stack. Using TCP allows SMB to work over the internet. httpsz//www.varonis.com/blog/smb-port
SMB Ports 139 and 445 are open Email Ports 25 and 110 are closed Therefore "D. Email Ports are closed on the Server."

NEW QUESTION # 189
Refer to the exhibit.




#Time Format: Local

#rields: date time action protocol src-ip dst-ip src-port dst-port size tcpflags fRcpsyd tcfack tcpwili iceptyp# icmpcode info path
2015-87-16 11:35:26 ALLOW TCP 18.48.4.182 10.40.1.11 63864 135 @ -2 0 @ - SEND

2915-07-16 11:35:26 ALLOW TCP 10.49.4.182 10.40.1.14 563065 49156 @ - 9 @ @ - - - SEND

2015-87-16 11:35:26 ALLOW TCP 18.40.4.182 10.40.1.11 63066 65386 @ - @ 8 @ - - -4SEND

20915-87-16 11:35:26 ALLOW TCP 19.402.4.182 10.40.1.11 63867 389 @ - 0 0 @ - - SEND

2015-87-16 11:35:26 ALLOW UDP 198.49.4.182 10.48.1.14 62292 389 @ - - - - - - - SENB

2015-87-16 11:35:26 ALLOW TCP 18.40.4.182 10.40.1.11 63068 389 0 - 0 @ @ & SEND

2915-07-16 11:35:26 ALLOW TCP 18.490.4.182 10.40.1.11 63069 445 @ - D © @ -~ SEND

2015-07-16 11:35:26 ALLOW UDP 10.40.4.182 10.40.1.13 62293 389 @ - - - ¢ - SEND

2015-07-16 11:35:26 ALLOW TCP 10.40.4.182 10.40.1.13 63070 88 @ - @@ @ - - - SEND

2015-07-16 11:35:26 ALLOW TCP 10.40.4.182 10.40.1.11 63871 445 @ - 00 @ - " - - SEND

2015-87-16 11:35:26 ALLOW TCP 19.49.4.182 10.40.1.11 63072445 ¢ - 2 0 @ - - - SEND

2015-07-16 11:35:26 ALLOW TCP 10.402.4.182 10.40.1.11 63873 445'2°- 2 0 @ - - - SEND

2015-87-16 11:35:26 ALLOW TCP 18.49.4.182 19.40.1.13 63874 880 - 290 @ - - - SEND

2015-87-16 11:35:26 ALLOW TCP 10.402.4.182 10.40.1.13 63675 88 @ - @ 2 @ - - - SEND

2015-87-16 11:35:26 ALLOW TCP 12.42.4.182 10.40.1.13 63876 88 @ - 29 @ - - - SEND

2915-87-16 11:35:27 ALLOW UDP 1€.40.4.182 10.40.9.11°55853 53 @ - - - - « - - SEND

2015-87-16 11:35:27 ALLOW UDP 19.42.4.182 10.,48.1.11 50845 53 @ SEND

2015-07-16 11:35:30 ALLOW UDP feB@::29¢a;1adc:24d6:fbd9 £f02::1:3 57333 5355 @ - - - - - - -« RECEIVE
2015-07-16 11:35:30 ALLOW UDP 10.40,.4,2520224.0.9.252 59629 5355 @ - - - - - - - RECEIVE
2015-87-16 11:35:39 ALLOW UDP feB@:jdcle:505d:b3av:caaf £f02::1:3 58846 5355 @ - - - - - - . SEND
2015-87-16 11:35:32 ALLOW UDP 10.40.4.182 224.0.0.252 58846 5355 @ - - - - - - - SEND

2015-87-16 11:35:31 ALLOW UDP 18.48.4.182 224.0.0.252 137 137 0 - - - - - - - SEND

2215-87-16 11:35:31 ALLOW UDP #eB@::4cle:585d:b3a7:caaf FF02::1:3 63504 53558 - - = = = = = SEND
2015-87-16 11:35:31 ALLOW UDP 10.48.4.182 224.98.8.252 63584 5355 @ - - - - - - - SEND

An engineer received an event log file to review. Which technology generated the log?

e A NetFlow
e B.IDS/IPS
e C. firewall
e D. proxy

Answer: B

Explanation:

The exhibit shows an event log file with fields like date time action protocol src-ip dst-ip src-port dst-port etc., which are typical in
Intrusion Detection Systerms (IDS) or Intrusion Prevention Systerms (IPS). These systens monitor network traffic for suspicious
activity or violations of policies and produce reports as seen in the exhibit. References: Cisco Certified CyberOps Associate
Overview

NEW QUESTION # 190
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