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HM #39
You must plan for encryption in a wireless solution deployment. What type of data should always be encrypted? (Choose the single
best answer.)

e A. Non-sensitive data at rest
e B. Non-sensitive data in archives
e (. Sensitive data in transmission
e D. Sensitive data in memory

Ef#: C

R
* Most Vulnerable In Transit: Sensitive data (passwords, health information, etc.) is most susceptible to interception while being sent
over a wireless network. Encryption is crucial at this stage.
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* Encryption at Rest and in Memory: While also important, these are often handled with different cryptographic techniques
depending on the system

References:

Wireless Security Protocols: Details on encryption standards like WPA2/WPA3, TLS that focus on protecting data during
transmission.

HH #40
‘Which one of the following location tracking technologies is most energy efficient in typical implementations?

A. BLE Beacons
B. Wi-Fi

C. Cellular

D. GPS

EfE: A
R -

BLE Beacon Power Efficiency: Bluetooth Low Energy (BLE) beacons are designed for low power consumption. Their primary
function is to periodically broadcast short data packets (advertising their presence).

HE #41
What is defined as the weakening of signal amplitude as the signal passes through a medium?

e A. Diffraction
e B. Attenuation
e (. Scattering
e D. Reflection

iIFf@#: B

L2
Attenuation: Describes the progressive loss of signal strength as it travels through a medium (like air, cables, walls). It's caused by
factors like absorption, distance, and obstacles.

i #42
Which metric is MOST useful for evaluating wireless coverage for an IoT sensor with low receiver sensitivity?

A. RSSI

B. Latency

C. MTU size
D. Throughput

IEf#: A
W

Low-sensitivity sensors require sufficient signal strength (RSSI) for stable operation. Throughput and latency are less relevant for
low-data IoT devices.

HH #43
‘When deploying devices in an indoor manufacturing environment, which IP rating is more likely to be required?

A. 1P47
B. IP66
C.IP38
D. IP46

A
B

: B



fiR .-

IP Ratings & Manufacturing; IP66 provides:

Dust-tight: (First '6") Complete protection against dust ingress.

Powerful Water Jets: (Second '6") Protection against strong water jets from any direction.

Harsh Manufacturing Environments: IP66 is common due to dust, dirt, and potential exposure to liquids during cleaning or spills.
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