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Topic Details
¢ Risk Management: Risk management is the systematic process of identifying, evaluating, and implementing
Topic 1 strategies to reduce or control the impact of potential uncertainties on organizational goals.
¢ Information Management (IM): Information management (IM) encompasses the entire lifecycle of
Topic 2 information within an organization—from its collection and storage to its distribution, use, and eventual
archiving or disposal.
¢ Compliance: Regulatory compliance refers to an organization’s commitment to understanding and adhering
Topic 3 to applicable laws, policies, and regulations to operate within established legal and ethical standards.
¢ Framework Design: Framework design is the process of developing a reusable structural foundation that
Topic 4 supports and guides the creation and organization of software systems.
e Security Breaches: Security breaches occur when unauthorized access or violations of security protocols
Topic 5 are detected or imminent, potentially compromising data or system integrity.
¢ Continuous Improvement Process (CI, CIP): A continuous or continual improvement process (CIP or CI)
Topic 6 mnvolves ongoing, systematic efforts to enhance products, services, or operational processes to achieve
higher efficiency and effectiveness over time.

APMG-International ISO/IEC 27001 (2022) Foundation Exam Sample
Questions (Q23-Q28):

NEW QUESTION # 23
Which attribute is NOT a required focus of continual ISMS improvement?

A. Effectiveness
B. Adequacy
C. Suitability
D. Importance

Answer: D

Explanation:

Clause 10.2 (Continual Improvement) specifies that the organization must"continually improve the suitability, adequacy and
effectiveness of the information security management system." This makes it clear that three attributes are explicitly required to be
addressed:

* Suitability: ensuring the ISMS continues to meet organizational needs in changing contexts.

* Adequacy: ensuring the ISMS covers the necessary scope and provides sufficient control coverage.

* Effectiveness: ensuring the ISMS achieves intended outcomes in protecting information security.

The word"importance'is not part of the continual improvement requirement. Importance is implicit in prioritization of risks and
actions, but it is not a required continual improvement attribute in ISO/IEC 27001.

Therefore, optionD: Importanceis the correct choice as it is not specified.

This distinction reinforces that continual improvement is not about subjective importance, but about systematic enhancement of the
ISMS'ssuitability, adequacy, and effectiveness.

NEW QUESTION # 24
‘What international standard provides guidance on the integration of ISO/IEC 27001 and the IT Service Management standard?

A. ISO/IEC 27002
B. ISO/IEC 20000-1
C. None of'the above
D. ISO/IEC 27013

Answer: D



Explanation:

Comprehensive and Detailed Explanation From Exact Extract [ISO/IEC 27013 standards:

ISO/IEC 27013 is titled:

"Information technology - Security techniques - Guidance on the integrated implementation of ISO

/IEC 27001 and ISO/IEC 20000-1."

This standard provides organizations with specific advice on how to integrate an Information Security Management System (ISMS)
with an IT Service Management System (ITSMS). ISO/IEC 20000-1 is the IT Service Management requirements standard, but
integration guidance is provided in 27013. ISO/IEC 27002 (A) is guidance for controls, not integration. Option D is incorrect since
ISO/IEC 27013 explicitly exists for this purpose.

Therefore, the correct verified answer isB: ISO/IEC 27013.

NEW QUESTION # 25
Which information is required to be included in the Statement of Applicability?

A. The criteria against which risk will be evaluated

B. The scope and boundaries of the ISMS

C. The risk assessment approach of the organization

D. The justification for including each information security control

Answer: D

Explanation:

Clause 6.1.3 (d) requires that the organization"produce a Statement of Applicability that contains the necessary controls (see Annex
A), and justification for inclusions, whether they are implemented or not, and the justification for exclusions." This is the defining
requirenent of the SoA: it documents which Annex A controls are relevant, which are implemented, and the justification for
inclusion/exclusion. While the ISMS scope (A) is documented in Clause 4.3, and risk evaluation criteria (C) are defined in Clause
6.1.2, these do not belong in the SoA. The SoA does not describe the full risk assessment approach (B); that is part of the risk
assessment methodology.

Therefore, the mandatory requirement for the SoA isjustification for including (or excluding) each information security control.

NEW QUESTION # 26
What activity is done first when preparing for an initial certification audit?

A. Provide documents to the Certification Body auditor for the Stage 1 audit

B. Provide records to the Certification Body auditor for the Stage 2 audit

C. Agree the scope of the ISMS with the Certification Body auditor

D. Provide evidence that nonconformities from an internal audit have been actioned

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27001:2022 standards and certification guidance:

Before a certification audit can begin, thescope of the ISMSmust be clearly defined and agreed with the Certification Body.
ISO/IEC 27001 Clause 4.3 requires: "The scope shall be available as documented information." Certification Bodies require this
scope statement to plan audit duration, resources, and coverage. Only after the scope is agreed does the Stage 1 audit begin, which
reviews documented nformation and readiness. Stage

2 focuses on implementation and effectiveness. Evidence of corrective actions (C) is checked at Stage 2 if issues were identified
earlier. Records provision (D) occurs during Stage 2, not first.

Thus, the first step in preparing for certification isA: Agreeing the scope of the ISMS with the Certification Body auditor.

NEW QUESTION # 27

‘Which of the following statements about the differences between an internal audit and a certification audit is true?

An internal audit is conducted at planned intervals and a certification audit is conducted annually An internal audit is known as a 1st
party audit and a certification audit is known as a 3rd party audit

e A Only2 is true
e B.Both 1 and 2 are true



e C.Only 1 is true
e D. Neither 1 or 2 is true

Answer: A

Explanation:

ISO/IEC 27001 Clause 9.2 requires internal audits to be conducted at planned intervals, but it does not specify an annual frequency.
Certification audits, under ISO/IEC 17021 rules, typically occur on a 3-year cycle with annual surveillance, not strictly "annually.”
This makes statement 1 inaccurate.

Audit types are defined in ISO/IEC 19011:

First-party audits: conducted internally by or on behalf of the organization (internal audits).

Third-party audits: conducted by independent external certification bodies.

Thus, statement 2 is correct. Therefore, the accurate choice is B: Only 2 is true.

NEW QUESTION # 28
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