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o PCI DSS Testing Procedures: This section of the exam measures the skills of PCI Compliance Auditors
and covers the testing procedures required to assess compliance with the Payment Card Industry Data
Security Standard (PCI DSS). Candidates must understand how to evaluate security controls, identify
vulnerabilities, and ensure that organizations meet compliance requirements. One key skill evaluated is
assessing security measures against PCI DSS standards.

Topic 1

¢ PCI Reporting Requirements: This section of the exam measures the skills of Risk Management
Professionals and covers the reporting obligations associated with PCI DSS compliance. Candidates must
be able to prepare and submit necessary documentation, such as Reports on Compliance (ROCs) and
Self- Assessment Questionnaires (SAQs). One critical skill assessed is compiling and submitting accurate
PCI compliance reports.

Topic 2

¢ Payment Brand Specific Requirements: This section of the exam measures the skills of Payment Security
Specialists and focuses on the unique security and compliance requirements set by different payment
brands, such as Visa, Mastercard, and American Express. Candidates must be familiar with the specific
mandates and expectations of each brand when handling cardholder data. One skill assessed is identifying
brand-specific compliance variations.

Topic 3

¢ PCI Validation Requirements: This section of the exam measures the skills of Compliance Analysts and
evaluates the processes involved in validating PCI DSS compliance. Candidates must understand the
different levels of merchant and service provider validation, including self-assessment questionnaires and
external audits. One essential skill tested is determining the appropriate validation method based on
business type.

Topic 4

e Real-World Case Studies: This section of the exam measures the skills of Cybersecurity Consultants and
mnvolves analyzing real-world breaches, compliance failures, and best practices in PCI DSS
implementation. Candidates must review case studies to understand practical applications of security
standards and identify lessons learned. One key skill evaluated is applying PCI DSS principles to prevent
security breaches.

Topic 5

PCI SSC Qualified Security Assessor V4 Exam Sample Questions (Q67-Q72):

NEW QUESTION # 67
Which of the following statements is true regarding track equivalent data on the chip of a payment card?

A. It is not applicable for PCI DSS Requirement 3.2.

B. It is allowed to be stored by merchants after authorization, if encrypted.
C. It is sensitive authentication data.

D. It is out of scope for PCI DSS.

Answer: C

Explanation:

Track equivalent data- whether from a magnetic stripe or embedded chip - falls underSensitive Authentication Data (SAD)and
mustnot be stored after authorisation, even if encrypted. This is covered underRequirement 3.3.1and Table 3 in PCI DSS v4.0.1.
* Option A#Incorrect. SADmust not be stored after authorisation, regardless of encryption.

* Option B#Correct. Track equivalent data is explicitly defined asSAD.

* Option C#lIncorrect. SAD is fullyin-scopefor PCI DSS.

* Option D#Incorrect. Requirement 3.2 and 3.3 specifically address SAD.

NEW QUESTION # 68

A retail merchant has a server room containing systemns that store encrypted PAN data. The merchant has Implemented a badge
access-control system that Identifies who entered and exited the room, on what date, and at what time. There are no video cameras
located in the server room.Based on this information, which statement is true regarding PCI DSS physical security requirements?

e A. The merchant must install motion-sensing alarms In addition to the existing access-control system.
¢ B. The merchant must Install video cameras in addition to the existing access-control system.



¢ (. Data from the access-control system must be securely deleted on a monthly basis.
¢ D. The badge access-control system must be protected from tampering or disabling.

Answer: D

Explanation:

Physical Security Requirements:

* PCI DSS Requirement 9.1.1 mandates that physical access control systens (like badge readers) must be protected against
tampering or disabling to ensure continuous security.

Current Implementation:

* The merchant's badge access-control system provides essential logging of access events but must also be protected against
tampering to comply with PCI DSS.

Invalid Options:

* B:Video cameras are recommended but not explicitly required if access controls effectively ensure security.

* C:Secure deletion of access-control logs is not a PCI DSS requirement; logs must be retained as per retention policies.

* D:Motion-sensing alarns are not mandatory under PCI DSS physical security requirements.

NEW QUESTION # 69
Passwords for default accounts and default admimnistrative accounts should be?

A. Changed before installing a system on the network.

B. Changed within 30 days affer installing a system on the network.

C. Configured to expire in 30 days.

D. Reset to the default password before installing a system on the network.

Answer: A

Explanation:

According toRequirement 2.2.6,default passwords must be changed before systens are installed on the network. The use of default
credentials (such as "admin/admin') presents a major security risk and is a well- known vector for breaches.

* Option A#Incorrect. Changing within 30 days is not soon enough per PCI DSS.

* Option B#Incorrect. Resetting to default would defeat the purpose of secure configuration.

* Option C#Correct. The requirement is to change default passwordsprior to network connection.

* Option D#Incorrect. Password expiration policies are a separate topic under Requirement 8.

References:

PCI DSS v4.0.1 - Requirement 2.2.6;

PCI DSS v4.0.1 - Guidance for Requirement 2.2.6.

NEW QUESTION # 70
In accordance with PCI DSS Requirement 10, how long must audit logs be retained?

A. Atleast 1 year, with the most recent 3 months immediately available.
B. At least 2 years, with the most recent month immediately available.

C. At least 3 months, with the most recent month immediately available.
D. At least 2 years, with the most recent 3 months immediately available.

Answer: A

Explanation:

PerRequirement 10.5.1.2, audit logs must be retained forat least one year, and the mostrecent three months must be readily
availablefor analysis. This ensures traceability of security events over both short and longer- term periods.

* Option A#Correct. Matches both duration and availability criteria.

* Option B#Incorrect. Two years is not required.

* Option C#Incorrect. The retention period is misstated.

* Option D#Incorrect. One month is insufficient for immediate access.

NEW QUESTION # 71
Viewing of audit log files should be limited to?



A. Individuals with read/write access.

B. Individuals with a job-related need.

C. Individuals with administrator privileges.

D. Individuals who performed the logged activity.

Answer: B

Explanation:

Requirement 10.5.1.1requires thataudit logs be protected from unauthorised viewing and modification, and access should
berestricted to individuals with a job-related need to view them. This principle aligns with least privilege and ensures accountability.
* Option A#Incorrect. The person who performed the action may not need to view logs.

* Option B#Incorrect. Read/write access istoo permissive.

* Option C#Incorrect. Not all administrators need access to logs.

* Option D#Correct. Access should bebased on job function.

NEW QUESTION # 72
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