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Which of the following should be done FIRST when a data collection process is deemed to be a high-level risk?

¢ A. Conduct a privacy Impact assessiment (PIA).

¢ B. Create a system of records notice (SORN).

¢ C. Performa business impact analysis (BIA).

¢ D. Implement remediation actions to mitigate privacy risk.

EE: A
fiR e«
Explanation

The first thing to do when a data collection process is deemed to be a high-level risk is to conduct a privacy impact assessment
(PIA). A PIA is a systematic process that identifies and evaluates the potential effects of personal data processing operations on the
privacy of individuals and the organization. A PIA helps to identify privacy risks and mitigation strategies at an early stage of the data
collection process and ensures compliance with legal and regulatory requirements. A PIA also helps to demonstrate accountability
and transparency to stakeholders and data subjects regarding how their personal data are collected, used, shared, stored, or
deleted.

Performing a business impact analysis (BIA), implementing remediation actions to mitigate privacy risk, or creating a system of
records notice (SORN) are also important steps for managing privacy risk, but they are not the first thing to do. Performing a BIA is
a process of analyzing the potential impacts of disruptive events on the organization's critical flinctions, processes, resources, or
objectives. A BIA helps to determine the recovery priorities, strategies, and objectives for the organization in case of a disaster or
crisis. Implementing remediation actions is a process of applying corrective or preventive measures to reduce or eliminate the privacy
risks identified by the PIA or other methods. Remediation actions may include technical, organizational, or legal solutions, such as
encryption, access control, consent management, or contractual clauses. Creating a SORN is a process of publishing a public notice
that describes the existence and purpose of a system of records that contains personal data under the control of a federal agency. A
SORN helps to inform the public about how their personal data are collected and maintained by the agency and what rights they
have regarding their data.

References: Privacy Impact Assessment (PIA) - European Commission, Privacy Impact Assessment (PIA) | ICO, Privacy Impact
Assessments | HHS.gov
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Which of the following processes BEST enables an organization to maintain the quality of personal data?

A. Maintaining hashes to detect changes in data

B. Implementing routine automatic validation

C. Encrypting personal data at rest

D. Updating the data quality standard through periodic review

EfE: B

fiR .-

The best way to maintain the quality of personal data is to implement routine automatic validation, which is a process of checking the
accuracy, completeness, consistency, and timeliness of the data using automated tools or scripts. Routine automatic validation can
help identify and correct any errors, anomalies, or discrepancies in the data, as well as ensure that the data meets the specified
quality standards and requirements. Routine automatic validation can also help improve the efficiency and reliability of the data
processing and analysis12.

Reference:

CDPSE Exam Content Outline, Domain 3 - Data Lifecycle (Data Quality), Task 2: Implement data quality measures3.

CDPSE Review Manual, Chapter 3 - Data Lifecycle, Section 3.2 - Data Quality4.

R #188
Which of the following is the best way to reduce the risk of compromised credentials when an organization allows employees to have
remote access?

A. Enable whole disk encryption on remote devices.

B. Purchase an endpoint detection and response (EDR) tool.
C. Deploy single sign-on with complex password requirements.
D. Tmplement multi-factor authentication.
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Which of the following is a PRIMARY consideration to protect against privacy violations when utilizing artificial intelligence (AI)
driven business decisions?

A. De-identifying the data to be analyzed

B. Verifying the data subjects have consented to the processing
C. Ensuring proper data sets are used to train the models

D. Defining the intended objectives

H
®
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Which of the following BEST mitigates the privacy risk associated with setting cookies on a website?

A. Ensuring nonrepudiation
B. Applying data masking
C. Obtaining user consent

D. Implementing impersonation
EfE: C
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Explanation

Obtaining user consent is the best way to mitigate the privacy risk associated with setting cookies on a website. This means that the
website should inform the users about the purpose, type, and duration of the cookies, and ask for their permission before storing or
accessing any cookies on their browsers. This way, the users can exercise their right to control their personal data and opt-in or opt-
out of cookies as they wish.

According to the General Data Protection Regulation (GDPR), consent musst be freely given, specific, informed, and unambiguous.
The website should provide clear and easy-to-understand information about the cookies and their implications for the users' privacy,
and offer a smple and effective way for the users to indicate their consent or refusal. The website should also respect the users'
choice and allow them to withdraw their consent at any time.

Implementing impersonation, ensuring nonrepudiation, and applying data masking are not relevant or effective methods to mitigate
the privacy risk associated with setting cookies on a website. Impersonation means accessing or using data on behalf of another
user, which could violate their privacy and security.

Nonrepudiation means providing proof of the origin, authenticity, and integrity of data, which does not address the issue of user
consent or preference. Data masking means hiding or replacing sensitive data with fake or modified data, which does not prevent the
storage or access of cookies on the user's browser.
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