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EAE #200

An e-commerce company is migrating from an on-premises private cloud environment to a public cloud [aaS environment. You are
tasked with right-sizing the environment to save costs after the migration. The company's requirements are to provide a 20%
overhead above the average resource consumption, rounded up.

INSTRUCTIONS

Review the specifications and graphs showing resource usage for the web and database servers. Determine the average resource
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usage and select the correct specifications from the available drop-down options.

-

Y.

Explanation:

For the Web Server:

* CPU: 2 vCPUs

* RAM: 2GB

* Disk Speed: 10MBps

For the Database Server:

* CPU: 6 vCPUs

* RAM: 128GB

* Disk Speed: 110MBps

These selections are based on maintaining a 20% overhead above the average resource consumption and rounding up to the next
available option in the dropdowns provided.

EHE #201

A cloud engmeer hardened the WAF for a company that operates exclusively in North America. The engineer did not make changes
to any ports, and all protected applications have continued to fiinction as expected. Which of the following configuration changes did
the engineer most likely apply?

A. The engineer installed the latest security patches on the WAF.

B. The engineer inplemented MFA to access the WAF configurations.

C. The engineer blocked all traffic originating outside the region.

D. The engmneer completed an upgrade from TLS version 1.1 to version 1.3.

e, C

MH.

Given that the WAF was hardened without changing any ports and all protected applications continued to fnction as expected, it is
most likely that the engineer blocked all traffic originating outside of North America, which is the company’s operating region.
References: CompTIA Cloud+ Study Guide (Exam CVO0-

004) - Chapter on Cloud Security Best Practices

EE #202
A cloud engmneer is reviewing the following Dockerfile to deploy a Python web application:
Which of the following changes should the engineer make lo the file to improve container security?

A. Remove the EHTRYPOIKT instruction.
B. Add the instruction "JSER nonroot.

C. Change the version from latest to 3.11.
D. Ensure myapp/main.pyls owned by root.

He:. B

Y.

To improve container security, the engineer should add the nstruction "USER nonroot" to the Dockerfile. This change ensures that
the container does not run as the root user, which reduces the risk of privilege escalation attacks. Running containers as a non-root
user is a best practice for enhancing security in containerized environments. References: CompTIA Cloud+ content includes security
concerns, measures, and concepts for cloud operations, highlighting container security best practices such as running containers with
least privilege to mitigate security risks.

EAE #203
A cloud developer receives a security vulnerability scan report and needs to analyze and record the true positives. Which of the
following vulnerability management steps is this an example of?



A. Assessment

B. Remediation
C. Scamning scope
D. Identification

HE: A

Y.

The assessment phase in vulnerability management involves analyzing the scan results to determine true positives (actual
vulnerabilities) and false positives (incorrectly flagged issues).

This step ensures that valid security risks are documented and prioritized for remediation while avoiding unnecessary actions on false
alerts.

HE #204
An IT manager is migrating the production environment to the cloud but needs to keep control of the operating systens, patches,
and settings of all resources. Which of the following deployment models will best meet the requirements?

A. FaaS
B. PaaS
C. SaaS
D. laaS

HE: D

MY

Infrastructure as a Service (1aaS) is the deployment model that will best meet the requirements of retaining control over the operating
systems, patches, and settings of all resources. [aaS provides the cloud infrastructure but leaves the management of the operating
systemand applications to the user.

Reference: The cloud service models and the level of control they offer are findamental topics in the CompTIA Cloud+ certification
material
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